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• 開発実装に向けた解説 2022年12月12日勉強会
– LTI 1.3 CORE技術標準概要
– LTI 1.3 開発支援リソース

• 1EdTech LTI 1.3 実装支援ツール紹介
– Reference Implementation : リファレンス・インプリメンテーション : RI

•  2022年12月27日勉強会
– Conformance Test Suite : TS : コンフォーマンス・テスト・スイート

内容
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1EDTECH LTI 1.3 実装支援ツール

Conformance Test Tool
コンフォーマンス・テスト・ツール
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• 1EdTech LTI 1.3 実装支援ツール紹介
– Conformance Test Suite : TS: コンフォーマンス・テスト・ツール

• ログイン方法

• TS [ Platform , Tool ] と RI [ Platfom , Tool ] 間の接続テスト
– TS – RI 接続用 RI TEAM: 「DA-LTI-Training TestSuit」
– Test Suit による開発支援ステップ

» 注意点: シングルバイト制約

» 事前接続設定の確認

» テストケースの理解

内容
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Conformance Test Tool 起動手順 方法
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https://ltiadvantagevalidator.imsglobal.org/ltiadv/index.html

①

②

③

④



Conformance Test Tool 起動手順 方法2
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https://ltiadvantagevalidator.imsglobal.org/ltiadv/index.html

①

②

③

④

https://www.imsglobal.org/lti-certification-suite



RI Test Tool 起動手順 方法2
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https://lti-ri.imsglobal.org/



Team作成/参加
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Name Description Team Token

DA-LTI-Training 
TestSuit

DA-LTI-
Training 
TestSuit

52da8621-
7d76-478b-
9f0f-
664581a13da
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RI による開発支援ステップ
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Tool

Platform

接続仕様
実装テストツール

学習eポータル
プラットフォーム

学習ツール

Reference Implementation Test Tool: RIReference Implementation Test Tool: RI
参照実装テストツール

RI Tool

RI Platform

設定

設定

開発 Tool

設定

開発 Platform

設定



Test Suit と RI による開発支援ステップ
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LTI Advantage Certification Suite: TSLTI Advantage Certification Suite: TS
テストツール

TS Tool

設定 設定

TS Platform

テストケース

RI Tool

設定 設定

RI Platform

Reference Implementation Test Tool: RIReference Implementation Test Tool: RI
参照実装テストツール

学習eポータル
プラットフォーム

学習ツール

事前接続設定の確認

テスト結果



Test Suit による開発支援ステップ
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Tool

Platform

接続仕様
テストツール

学習eポータル
プラットフォーム

学習ツール

LTI Advantage Certification Suite: TSLTI Advantage Certification Suite: TS
テストツール

TS Tool

設定

設定

TS Platform

開発 Tool

設定

設定

開発 Platform

テストケース

RI Tool

設定

設定

RI Platform

①

②

①

②



• Platform/Toolの接続シミュレーション
– RI: LTI仕様に基づいた「送受信データ: Claim」の確認

• 接続確認(プロトコル, データ)
• 開発フェーズ: 独自ユースケース & テストケース

– TS: LTI仕様に基づいた「テストケース」による挙動確認
• 開発PlatformとTS Tool/開発ToolとTS Platformの接続設定
• テストケース: 正常系/異常系(エラー処理)

– 全てのテストをクリアした結果データを送信すると認定可能
• 今回のプロジェクトでは認定は範囲外

LTI Advantage Certification Suite: Test Suite : TS
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• LTI ® Advantage Certification Suite Instructions : Instructions.pdf 
• 入力プロファイルに基づいて再現・再開

– 失敗しても、繰り返し実施可能
– Profileデータなど入力値はシングルバイト
– 事前接続登録設定

• 仕様に基づいた「テストケース」の項目理解
– 正常系(Role: Learner/Instructor, PII/NoPII)
– 異常系(エラー処理: LTI Library Error Message)

• テスト方法, テスト結果記録方法, (認定請求方法)

利用ポイント
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Test Suit による開発支援ステップ
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学習eポータル
プラットフォーム

学習ツール

LTI Advantage Certification Suite: TSLTI Advantage Certification Suite: TS
テストツール

TS Tool

設定設定

TS Platform

設定

開発 Tool開発 Platform

設定

Platform用
テストケース

正常系

プロファイル : Product Type [ Platform , Tool ]

テストツール・シミュレータ
設定テストケース

Tool用
テストケース

正常系/異常系

プロダクト
設定

①

②

③

④

Instructions.pdf : LTI ® Advantage Certification Suite Instructions



TS プロファイル設定
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Your Name: Takahiro Hata
Your Email: t-hata@imsjapan.org
Company/Group Name: imsjapan
Product Name: DA_Tool_TS01
Product Version: 0.5
Product Type: [ Platform , Tool ]

Product Typeによりテストモデルが確定

シングルバイト



Tool Testing
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設定

TS PlatformRI Tool

設定

DA_Tool_TS01

RI 設定を
TS にペースト

TS 設定を
RI にペースト



Tool Testing
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ClientID DeploymentID

Tool’s JWKS

TS 設定を
RI にペースト

RI 設定を
TS にペースト



Tool Testing
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User , Context Custom Var

TS 設定を
RI にペースト



Tool Testing Value Setup
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①

②

③



RI Tool Testing 設定
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RI Tool Testing 設定
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DA_Tool_TS01
Client Id: imstester_d66e45b
Tool launch URL: https://lti-ri.imsglobal.org/lti/tools/3550/launches
Tool Deep Link URL: https://lti-ri.imsglobal.org/lti/tools/3550/deep_link_launches
Tool OIDC Login Initiation URL: https://lti-ri.imsglobal.org/lti/tools/3550/login_initiations
Tool JWT Key Set URL: https://lti-ri.imsglobal.org/lti/tools/3550/.well-known/jwks.json
Deployment ID: testdeploy
Platform Keyset URL: https://oauth2server.imsglobal.org/jwks
Platform OAuth2 URL: https://ltiadvantagevalidator.imsglobal.org/ltitool/authcodejwt.html
Platform OIDC Auth URL https://ltiadvantagevalidator.imsglobal.org/ltitool/oidcauthurl.html  



TS Tool Testing 設定
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TS Platform自動設定 手動設定/Key Generate RI Tool自動設定
(Tool) Name: DA_Tool_TS01

Platform Keyset URL: https://oauth2server.imsglobal.org/jwks

Tool Private Key: -----BEGIN RSA PRIVATE KEY----- JTg= -----END RSA PRIVATE KEY-----
Tool JWT Key Set URL: https://lti-ri.imsglobal.org/lti/tools/3550/.well-known/jwks.json 

Client Id: imstester_d66e45b

Deployment ID: testdeploy

Tool OIDC Login Initiation URL: https://lti-ri.imsglobal.org/lti/tools/3550/login_initiations
Platform OIDC Auth URL https://ltiadvantagevalidator.imsglobal.org/ltitool/oidcauthurl.html
Tool launch URL: https://lti-ri.imsglobal.org/lti/tools/3550/launches

Tool Deep Link URL: https://lti-ri.imsglobal.org/lti/tools/3550/deep_link_launches

OAuth2 URL: https://ltiadvantagevalidator.imsglobal.org/ltitool/authcodejwt.html



Platform Testing
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DA_Platform_CT01

TS Tool

設定 設定

RI Platform

TS 設定を
RI にペースト

RI 設定を
TS にペースト



Platform Testing
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ClientID DeploymentID

Tool’s JWKS
RI 設定を

TS にペースト

TS 設定を
RI にペースト



RI Platform Testing 設定
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Platform – Resource Link 設定
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RI Platform Testing 設定
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DA_Platform_TS01
Client Id: client_01
Tool Deep Link Endpoint: https://ltiadvantagevalidator.imsglobal.org/ltiplatform/deeplinklaunch.html
Platform OAuth2 Access Token URL: https://lti-ri.imsglobal.org/platforms/3930/access_tokens
Platform OIDC Auth URL: https://lti-ri.imsglobal.org/platforms/3930/authorizations/new 
Tool's JWT Key Set URL: https://oauth2server.imsglobal.org/jwks 

Platform Key
Deployment ID: DA_DeploymentID_TS01
Platform well-known/jwks URL https://lti-ri.imsglobal.org/platforms/3930/platform_keys/3604.json 

Resource Link
Tool URL: https://ltiadvantagevalidator.imsglobal.org/ltiplatform/toollaunch.html 
Login initiation url: https://ltiadvantagevalidator.imsglobal.org/ltiplatform/oidcinitialize.html



Platform Testing 設定
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(Platform) Name: DA_Platform_CS01
Platform public key: -----BEGIN PUBLIC KEY----- MIIBIjAN-----END PUBLIC KEY-----
Platform well-known/jwks URL: https://lti-ri.imsglobal.org/platforms/3930/platform_keys/3604.json 
Platform private key: -----BEGIN RSA PRIVATE KEY----- MIIEMeY-----END RSA PRIVATE KEY-----

Tool JWT Key Set URL: https://oauth2server.imsglobal.org/jwks

Client Id: client_01
Platform Keys Name: DA_DeploymentID_Name_TS01
Deployment ID: DA_DeploymentID_TS01

Course
Id: 54655
Label: COURSE001
Title: COURSE_TITLE
Type: Type_MyFirstCourse

Resource Link
Id: 74599
Title: Resource_TITLE
Description: Resource_TITLE Description

Login initiation url: https://ltiadvantagevalidator.imsglobal.org/ltiplatform/oidcinitialize.html
OIDC Auth URL: https://lti-ri.imsglobal.org/platforms/3930/authorizations/new
Tool link url(Tool URL): https://ltiadvantagevalidator.imsglobal.org/ltiplatform/toollaunch.html

Tool Deep Link Endpoint: https://ltiadvantagevalidator.imsglobal.org/ltiplatform/deeplinklaunch.html

OAuth2 Access Token URL: https://lti-ri.imsglobal.org/platforms/3930/access_tokens

RI Platform自動設定 手動設定/Key Generate TS Tool自動設定



Tool_YPlatform_X 学習者ブラウザ

Login

My Page

Deep Link
Request

Tool 初期ログイン
リクエスト

データ(TILR)作成

Platform_A-Tool_A
LTI設定

GET/POST
TILR

Tool 認証リクエスト
データ(AuthR)作成

Redirect

サードパーティ開始ログイン用エンドポイント
3rd party login initiation endpoint 

Redirect
GET/POST

AuthR

プラットフォームOIDC認証エンドポイント
Platform OIDC Authentication endpoint

認証リクエスト検証

認証レスポンス
id_token作成 Redirect

Redirect
POST

Id_token, state

ツール起動用(Deep Link)エンドポイント
redirect_uri

認証レスポンス検証

JWT 
DeepLinking Response送信

Platform_A-Tool_A
LTI設定

Tool Resource
Target_link_uri

STEP1

STEP2

STEP3 STEP4

JWKS
JSON Web Key Set

PKI: Private Key

JWKS
JSON Web Key Set

PKI: Private Key

https://platform_x.edu https://tool_y.edu

プラットフォームDeep Link Returnエンドポイント
deep_link_return_url endpoint

Redirect 
POST

DeepLinkingResponse

DeepLinking Response
JWT 検証

DeepLinkingResponse
Store

My Page

Deep Link
Response

Deep Link
Selected

&
Return

STEP5

STEP6
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ディープリンク機能ディープリンク機能



1EDTECH LTI 1.3 実装支援ツール
Test Suite / TS : テストケース実施
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Tool Testing Case
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• LTI v1.3 Core:
– 30 Test Cases

• 12 非正常系(Error)
• 18 正常系

• Deep Linking:
– 8 Test Cases

• Names and Role 
Provisioning Services
– 5 Test Cases

• Tests for Assignment 
and Grade Services
– 未対応



Tool Core Test Cases: 12 Error, 18 Success
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# Test Name # Test Name # Test Name

1 No KID Sent 11 Launch No resource_link_id 21 Valid Instructor Email Without Context

KID not passed in JWT Header Launch With Missing resource_link_id Launch Instructor With Email No Context

2 Incorrect KID Sent 12 User Claim Invalid 22 Valid Student Launch

Incorrect KID passed in JWT Header user Claim Missing Launch LTI 1.3 Message as Student

3 Wrong LTI Version 13 Valid Instructor Launch 23 Valid Student Launch with Roles

LTI version passed is not 1.3 Launch LTI 1.3 Message as Instructor Launch Student with Multiple Role Values

4 Missing LTI Version 14 Valid Instructor Launch with Roles 24 Valid Student Launch Short Role

No LTI version passed in claim/version Launch Instructor with Multiple Role Values Launch Student with Short Role Value

5 Invalid LTI Message 15 Valid Instructor Launch Short Role 25 Valid Student with Unknown Role

Message passed is NOT LTI 1.3 JWT Launch Instructor with Short Role Value Launch Student with Unknown Role

6 Missing JWT Fields 16 Valid Instructor Launch Unknown Role 26 Valid Student with No Role

One or more JWT fields missing Launch Instructor with Unknown Role Launch Student With No Role

7 JWT Timestamps Invalid 17 Valid Instructor Launch No Role 27 Valid Student No Names

Exp and Iat Fields invalid Launch Instructor With No Role Launch Student Only Email

8 Message Type Invalid 18 Valid Instructor Launch Email Only 28 Valid Student Launch Names Only

message_type Claim Missing Launch Instructor Only Email Launch Student Only Names

9 Role Claims Invalid 19 Valid Instructor Launch Names Only 29 Valid Student Launch No PII

role Claim Missing Launch Instructor Only Names Launch Student No PII

10 Deployment Claim Invalid 20 Valid Instructor No PII 30 Launch Student Resource Link Only

deployment_id Claim Missing Launch Instructor No PII Launch Student Only Resource Link

JSON Claim 非正常系 正常系



Test Results: No.1 ~ No.12 (Error Case)
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# Test Name Error Message Error Log
No KID Sent

KID not passed in JWT Header

Incorrect KID Sent

Incorrect KID passed in JWT Header

Wrong LTI Version

LTI version passed is not 1.3

Missing LTI Version

No LTI version passed in claim/ version

Invalid LTI Message

Message passed is NOT LTI 1.3 JWT

Missing JWT Fields

One or more JWT fields missing

JWT Timestamps Invalid

Exp and Iat Fields invalid

Message Type Invalid

message_type Claim Missing

Role Claims Invalid

role Claim Missing

Deployment Claim Invalid

deployment_id Claim Missing

Launch No resource_link_id

Launch With Missing resource_link_id

User Claim Invalid

user Claim Missing

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/pylti1p3/message_launch.py\", line 617, in validate_jwt_signature\\n    jwt.decode(id_token, public_key, algorithms=[\\'RS256\\'], options=self._jwt_verify_options)\\n', '  File \"/var/task/jwt/api_jwt.py\", line 119, in decode\\n    decoded = self.decode_complete(jwt, key, algorithms, options, **kwargs)\\n', '  File \"/var/task/jwt/api_jwt.py\", line 106, in decode_complete\\n    self._validate_claims(payload, merged_options, **kwargs)\\n', '  File \"/var/task/jwt/api_jwt.py\", line 142, in _validate_claims\\n    self._validate_exp(payload, now, leeway)\\n', '  File \"/var/task/jwt/api_jwt.py\", line 177, in _validate_exp\\n    raise ExpiredSignatureError(\"Signature has expired\")\\n', 'jwt.exceptions.ExpiredSignatureError: Signature has expired\\n', '\\nDuring handling of the above exception, another e

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

"{'message': 'An uncaught exception happened while servicing this request. You can investigate this with the `zappa tail` command.', 'traceback': ['Traceback (most recent call last):\\n', '  File \"/var/task/handler.py\", line 540, in handler\\n    with Response.from_app(self.wsgi_app, environ) as response:\\n', '  File \"/var/task/werkzeug/wrappers/base_response.py\", line 287, in from_app\\n    return cls(*_run_wsgi_app(app, environ, buffered))\\n', '  File \"/var/task/werkzeug/test.py\", line 1096, in run_wsgi_app\\n    app_rv = app(environ, start_response)\\n', '  File \"/var/task/zappa/middleware.py\", line 55, in __call__\\n    response = self.application(environ, encode_response)\\n', '  File \"/var/task/flask/app.py\", line 2464, in __call__\\n    return self.wsgi_app(environ, start_response)\\n', '  File \"/var/task/app.py\", line 33, in __call__\\n    return self.app(environ, start_response)\\n', '  File \"/var/task/flask/app.py\", line 2450, in wsgi_app\\n    response = self.handle_exception(e)\\n'

pylti1p3.exception.LtiException: Can't decode id_token: Signature has expired

pylti1p3.exception.LtiException: Invalid message type

pylti1p3.exception.LtiException: Missing Roles Claim

pylti1p3.exception.LtiException: deployment_id is not set in jwt body

pylti1p3.exception.LtiException: Missing Resource Link Id

pylti1p3.exception.LtiException: Must have a user (sub)

pylti1p3.exception.LtiException: JWT KID not found

pylti1p3.exception.LtiException: Unable to find public key

pylti1p3.exception.LtiException: Incorrect version, expected 1.3.0

pylti1p3.exception.LtiException: Incorrect version, expected 1.3.0

pylti1p3.exception.LtiException: Invalid id_token, JWT must contain 3 parts

pylti1p3.exception.LtiException: Invalid message type
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Platform Testing Case
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• Tests for LTI v1.3 Core:
– 42 Test Cases

• Tests for Deep Linking:
– 8 Test Cases

• Tests for Names and Role 
Provisioning Services
– 9 Test Cases

• Tests for Assignment and Grade 
Services
– 18 Test Cases



Platform Core Test Cases: 42 Success
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Test Type Test Name Test Type Test Name Test Type Test Name Test Type Test Name

Student - Get the Full Payload Student - Get the Student UID Payload Teacher - Get the Full Teacher Payload Teacher - Get the Teacher UID Payload

Receive Full Student Payload Receive Student UID Payload Receive Full Teacher Payload Receive Teacher UID Payload

Student - Payload is LTI 1.3 Student - Payload is LTI 1.3 Teacher - Payload is LTI 1.3 Teacher - Payload is LTI 1.3

Payload Received is LTI 1.3 Payload Received is LTI 1.3 Payload Received is LTI 1.3 Payload Received is LTI 1.3

Student - Payload Timestamps Correct Student - Payload Timestamps Correct Teacher - Payload Timestamps Correct Teacher - Payload Timestamps Correct

Payload Timestamps Correct Payload Timestamps Correct Payload Timestamps Correct Payload Timestamps Correct

Student - Payload Signing Algorithm Correct Student - Payload Signing Algorithm Correct Teacher - Payload Signing Algorithm Correct Teacher - Payload Signing Algorithm Correct
Payload Signed with Agreed Algorithm Payload Signed with Agreed Algorithm Payload Signed with Agreed Algorithm Payload Signed with Agreed Algorithm

Student - Payload Signed Correctly Student - Payload Signed Correctly Teacher - Payload Signed Correctly Teacher - Payload Signed Correctly

Payload JWT Signing Correct Payload JWT Signing Correct Payload JWT Signing Correct Payload JWT Signing Correct

Student - Payload Complete Student - Payload Complete Teacher - Payload Complete Teacher - Payload Complete

Payload Contains Required Params Payload Contains Required Params Payload Contains Required Params Payload Contains Required Params

Student - Payload LTI Version Correct Student - Payload LTI Version Correct Teacher - Payload LTI Version Correct Teacher - Payload LTI Version Correct

Payload Contains Correct LTI Version Payload Contains Correct LTI Version Payload Contains Correct LTI Version Payload Contains Correct LTI Version

Student - Payload Roles Correct Student - Payload Roles Correct Teacher - Payload Roles Correct Teacher - Payload Roles Correct

Payload Roles Are Correct Formats Payload Roles Are Correct Formats Payload Roles Are Correct Formats Payload Roles Are Correct Formats

Student - Payload Params No Whitespace Student - PII Not Passed Teacher - Payload Params No Whitespace Teacher - PII Not Passed

Payload Values Don't Have Extra Whitespace Payload Does Not Contain PII Payload Values Don't Have Extra Whitespace Payload Does Not Contain PII

Student - Payload Values Affirmed Student - Payload Params No Whitespace Teacher - Payload Values Affirmed Teacher - Payload Params No Whitespace

Payload Values Affirmed Correct Payload Values Don't Have Extra Whitespace Payload Values Affirmed Correct Payload Values Don't Have Extra Whitespace

Student - Payload Values Affirmed Teacher - Payload Values Affirmed

Payload Values Affirmed Correct Payload Values Affirmed Correct

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

Payload

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

Payload

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

Payload

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

JSON Claim

Payload

JSON Claim

JSON Claim



Results / Previous Test / Next Test
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• Test Option
• (See Payload)
• Submit Test
• Submit Log or エビデンス画面
• Next Test
• Previous Test
• Result
• 全ての項目をPassedにする

テストケースの実行ステップ

37



Error テストケース
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Test Description: KID not passed in JWT Header

39

OpenSSL::PKey::PKeyError in Lti::LaunchesController#create

①

②

③



Test Description: Launch LTI 1.3 Message as Instructor
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https://lti-ri.imsglobal.org/lti/tools/3550/launches/26854
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Submit Log
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pylti1p3.exception.LtiException: JWT KID not found

43

"{'message': 'An uncaught exception happened while servicing this request. 
You can investigate this with the `zappa tail` command.', 'traceback': 
['Traceback (most recent call last):¥¥n', ' File ¥"/var/task/handler.py¥", line 
540, in handler¥¥n with Response.from_app(self.wsgi_app, environ) as 
response:¥¥n', ' File ¥"/var/task/werkzeug/wrappers/base_response.py¥", 
line 287, in from_app¥¥n return cls(*_run_wsgi_app(app, environ, 
buffered))¥¥n', ' File ¥"/var/task/werkzeug/test.py¥", line 1096, in 
run_wsgi_app¥¥n app_rv = app(environ, start_response)¥¥n', ' File 
¥"/var/task/zappa/middleware.py¥", line 55, in __call__¥¥n response = 
self.application(environ, encode_response)¥¥n', ' File 
¥"/var/task/flask/app.py¥", line 2464, in __call__¥¥n return 
self.wsgi_app(environ, start_response)¥¥n', ' File ¥"/var/task/app.py¥", line 
33, in __call__¥¥n return self.app(environ, start_response)¥¥n', ' File 
¥"/var/task/flask/app.py¥", line 2450, in wsgi_app¥¥n response = 
self.handle_exception(e)¥¥n', ' File ¥"/var/task/flask/app.py¥", line 1867, 
in handle_exception¥¥n reraise(exc_type, exc_value, tb)¥¥n', ' File 
¥"/var/task/flask/_compat.py¥", line 39, in reraise¥¥n raise value¥¥n', ' File 
¥"/var/task/flask/app.py¥", line 2447, in wsgi_app¥¥n response = 
self.full_dispatch_request()¥¥n', ' File ¥"/var/task/flask/app.py¥", line 1952, 
in full_dispatch_request¥¥n rv = self.handle_user_exception(e)¥¥n', ' File 
¥"/var/task/flask/app.py¥", line 1821, in handle_user_exception¥¥n 
reraise(exc_type, exc_value, tb)¥¥n', ' File ¥"/var/task/flask/_compat.py¥", 
line 39, in reraise¥¥n raise value¥¥n', ' File ¥"/var/task/flask/app.py¥", line 
1950, in full_dispatch_request¥¥n rv = self.dispatch_request()¥¥n', ' File 
¥"/var/task/flask_debugtoolbar/__init__.py¥", line 125, in 
dispatch_request¥¥n return view_func(**req.view_args)¥¥n', ' File 
¥"/var/task/app.py¥", line 174, in launch¥¥n message_launch_data = 
message_launch.get_launch_data()¥¥n', ' File 
¥"/var/task/pylti1p3/message_launch.py¥", line 437, in 
get_launch_data¥¥n return self._get_jwt_body()¥¥n', ' File 
¥"/var/task/pylti1p3/message_launch.py¥", line 290, in _get_jwt_body¥¥n 
self.validate()¥¥n', ' File ¥"/var/task/pylti1p3/message_launch.py¥", line 
275, in validate¥¥n return self.validate_state()¥¥¥¥¥¥n', ' File 
¥"/var/task/pylti1p3/message_launch.py¥", line 614, in 
validate_jwt_signature¥¥n public_key = self.get_public_key()¥¥n', ' File 
¥"/var/task/pylti1p3/message_launch.py¥", line 512, in get_public_key¥¥n 
raise LtiException(¥"JWT KID not found¥")¥¥n', 

'pylti1p3.exception.LtiException: JWT KID not 
found¥¥n']}"



• RI Team 「DA-LTI-Training TestSuit」 に参加する
• (1) TS Tool Testing (RI Toolをテストする)

– プロファイル入力{Product Type: Tool}
– RI Tool 作成
– TSのTool情報に作成したRI Tool情報を入力
– テストケース実施

• (2) TS Platform Testing (RI Platformをテストする)

トライアル
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