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LTI® v1.3 Reference Implementation Test Tool

&> |IMS GLOBAL

o, A2 : = Home & a - c ¥ & a D y \ Y y dale : 3 qe : ~ 1 . = E .
% Learning Tools Interoperability - : - fasm: DACLTE (raining

* https:/lti-ri.imsglobal.org/

o LTI 1.30>zab—2a>/4FHT AN E]EE: Core, Deeplink, AGS, NRPS
— Manage Platforms: Platform{’EBk « 5% TE « EEHEIR/E(Y — LS Bh)
— Manage Tools: Tool/ER « 5% TE
— Generate Keys: PKIF—{ERk
* Instructions: Tool & Platform®a%TE & PlatformhSTool DI ENFER RN
— Step 1: PKI ¥—4ERk
— Step 2: Platform {ERk « 5% 7E
— Step 3: Platform Deployment Key YER%
— Step 4: Tool YERK
— Step 5: Platformh*5Tool#C &l (5% TE)
« 1>7FAb - Course
— Y=Y
> SAYTAFLZ - A TAF 1

aA—4/0—)L RI Platform & - RI Tool
T



https://lti-ri.imsglobal.org/
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RI Test Tool FE2EIFJIE &1

@ | ReferenceTool X & Development Resources | IMS ¢ X+ v = O X

< > C O B =2 https//www.imsglobal.org/development-resources B & v © 0o 4 # =

ecora ReCOora ceruncauorn vewdns
CLR Consumer ~

CLR Provider
CLR Editor
Common Cartridge Specification Valid Test Sets Test Suite - Member Validator @ IMS Global OR RI x|+ v - o x

Common Cartridge Common Cartridge O 8 32 hitpsy/or-riimsglobal.org/admin/teams/new B W% om < @ =

Tools Certification Process =
IMS GLOBAL Tome
OneRoster

Learning Information Systems Specification LIS Tools Test Suite - Sync Agent D O Welcome back!

Test Suite - Ref Agent

Academic Sessions

LIS Certification Process

Courses New Team
. - — Rf _ W . EU Classes Teams allow you to group or optionally share resources with others in the IMS Reference Implementation environment
earning Tools Interoperability pecification eference ﬁsa*rﬁe a t Sui
et fion AR RSN E NN L RN R RN RN RN NN S B
Create new team Use existing team
Line Item Categories
. " . . . Name Use DA-LTI-Training team
Learning Tools Interoperability Specification Test Suite .
Proctoring Services
Description
. Join team with shareable token
The team owner can find the team token on their teams page.
. . . . . ave
Learning Tools Interoperability Specification LTI-RS Open Source Resource Search Test Suite -Service Providers Enrollments
Resource Search Resources Manager Team Token

Test Suite -Service Consumers Users

OneRoster Specification Data Files and CSV Test Suite - CSV Validator
Test Sets . .
Test Suite - Data Providers
Test Suite - Data Consumers R . e
OneRoster Certification htt o //lt m 1 b 1 /
Process DS . 1-r1.1 sg O a .Org
Open Badges Specification Reference Badge Connect Test Suite

Implementation

Question and Test Specification Valid Test Sets Test Suite - Member Validator
Interoperability Sample Code QTI Certification Process
About 1EdTech Technical Activities Members v
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Rl Test Tool F2EFIIE 777%2

https://Iti-ri.imsglobal.org/

Q@ ReferenceTool X + v - O X

&« C O E] 52 https://Iti-ri.imsglobal.org % * m

ﬁ
1l

IMS GLOBAL

Learning Tools Interoperability

Home Manz Manage Platforms Generate

‘(1EDTECH Q@)=

HOME
L0 i n @ IMS Global OR RI x |+ v - o X
g = c O 8 = https//or-riimsglobal.org/admin/teams/new B &Y o mp £ P =
L 4 IMS GLOBAL Home Release Notes Coming Soon Logout
& OneRoster ? ?
Login  Create new account  Reset your password ‘
® orgs
’ Welcome back!
Username or email address. * .
— Academic Sessions
t-hata@imsjapan.org| ’
Enter your username or email address. ” Eonree New Team
Password * ” cl
asses . . . .
Teams allow you to group or optionally share resources with others in the IMS Reference Implementation environment
eeoc0000 youtogrovp oroptionaly ?
Enter the p: ord that accompani our username. Line Items
Create new team Use existing team
g in Line Item Categories
Name Use DA-LTI-Training team
Results
Description . y
Resources P Join team with shareable token
The team owner can find the team token on their teams page.
ave
Enroliments
Team Token

Users

Demographics
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Resource Linkh'BY—)LEEE JOTACED/\SA—FHER
— STEP1 - STEP2 - STEP3 - STEP4

Platform/Tool DIEH=EE I quﬂE(L_’)LVCd)ﬁEu N

LTI Advantage HEEEDAEERN

— T4—=TUIICLDEEENEIC, \y—)b-Uy—ZLi_E}Rb“EJﬁEO
— AGS/NRPSOHEEEZMESZ O] BE

TeamPBEBEED G R
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TeamBIEAD S AT LB FH)(Claimed)

LTI Platforms LTI Tools

Add or manage Tool configurations.

Unclaimed IR1% L TETTTTTTTIITE

Add or manage Platform configurations.
pmmummE l>

mpumEnmE
Add Platform pmEEmE mmm

[EVR B Unclaimed Tools

LTI Platforms Unclaimed Tools

test digi riz-tool 1 test LTI
Add or manage Platform configurations, 2

Add Platform Client Id: test Client Id: digi Client Id: client1 Client Id: AT

Your Platforms Unclaimed Platforms

Tool launch URL: httpsy/lti- Tool launch URL: httpsi/ti- Tool launch URL: httpsi/lti- Tool launch URL: https://Iti-
/2810/launches /2806/launches /3325/launches /2807/launches DA_TDOI_TESt01 DA_TOOI_COnfOI'm
Tool Deep Link URL: Tool Deep Link URL: Tool Deep Link URL: Tool Deep Link URL:
our Platforms TR UT TP, https://iti-riimsglobalorg https://iti-riimsglobalorg httpsy/ti-riimsglobal.org htpsy/ti-riimsglobal.org . N . .
DA _Platform_Test01 Your Pati Jtitools Jtitools Jiiftools Jtiftools Client Id: client_01 Client Id: imstestc
/2810/deep _link_launches /2806/deep _link_launches /3325/deep _link_launches /2807/deep _link_launches
) . [ beChallenge Straighterline Platform KeombeaLname Tool OIDC Login Initiation Tool OIDC Login Initiation Tool OIDC Login Initiation Tool OIDC Login Initiation Tool launch URL: https://lti— Tool launch URL:
Client Id: client_01 URL: https://Iti URL: https://Iti URL: https://Iti URL: https://Iti tiimsglobal.org/lti/tools tiimsglobalorg/It
et s et S ettt o il st v oy
Tool Deep Link Endpoint: Tool Deep Link Endpoint: Tool Deep Link Endpoint: Tool Deep Link Endpoint: Tool Deep Link Endpoint: Tool JWT Key Set URL: Tool JWT Key Set URL: Tool JWT Key Set URL: Tool JWT Key Set URL:
Lo hitp//devptp.pearson.com OAuth2 Access Token URL: OAuth2 Access Token URL: Koombea_deel link_endpoint https://iti-riimsglobalorg https://iti-riimsglobalorg https://It-riimsglobalorg https://It-riimsglobalorg . .
https://Iti-ri.imsglobal.org Ipeptiitifaunch Outh? Access Token URL: JHi/t0ols/2807/ wel- Tool Deep Link URL: Tool Deep Link U
. ut \ccess Token URL: latforms. latforms. s://Mti-ri.imsglobal.ore ki ks ki ke ki ks kr ks PR PR
/lti/tools i v A v o om0 e - - o httpsy//Iti-ri.imsglobal.org https://lti-riimsgle
o veess tokens (Deiee Delete Delete Delete - X
/3468/deep_link_launches g‘,;;/imsrmkm 0IDC Auth URL: hitps/iti- 0IDC Auth URL: hitpsi/iti- 13318laccess ok ! ! ) /lti/tools /lti/tools
— g /3468/deep_link_launches /3474/deep_link |
OAuth2 Access Token URL: tiimsglobalorg/platiorms ) = /318/authorizations/new — S— — —
https://lti-ri.imsglobal.org [ = R [ooee) _ Tool OIDC Login Initiation Tool OIDC Login
e e URL: https://Iti- URL: https://Iti-
atforms [ view ato | - . -
P . * ri.imsglobal.org/Iti/tools ri.imsglobal.org/It
[ i s i | R ST
/3821/access_tokens ‘. P——— “ /3468/login_initiations /3474/login_initia’
OIDC Auth URL: https://Iti- L e ° * Tool JWT Key Set URL: Tool JWT Key Se
riimsglobal.org/platforms L 4 rs * L 2 https://Iti-ri.imsglobal.org https://Iti-ri.imsgl¢
/3821/authorizations/new L 4 r's Py * /Iti/tools/3468/.well- /lti/tools/3474/.we
known/jwks.json known/jwks.json

Unclaim this Platform

[
claimed AL
View Tool Launches View Tool Launche:

Unclaim this Tool Unclaim this Tool

.,
Iy
Iy
IS
*
N
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@ IMS Global OR RI x |+ . - 5 o

CTE IR R EELEE Name Description Team Token

Home Release Notes Coming Soor Logout

IMS GLOBAL

OneRoster

daf2dc78-

Academic Sessions

s New Team D} \2022 flOf-45 1b_
Classes Teams allow you to group or optionally share resources with others in the IMS Reference Implementation environment D‘ \ L I I

Project LTI | bd3c-
Training Class | 1ae5ee9a295

T . .
Line ltem Categories ra I n I n g
Name Use DA-LTI-Training team

Results

Description

Resources Join team with shareable token 7
The team owner can find the teamn token on their teams page.
Enrollments
Team Token
Users
Listing Teams
Ecosystems
Id Name Description Key Secret Team Token
Manage Team
279 DA-LTI- DA2022 Project LTI 957d43ca-80ec-11ed- 957d4be0-80ec-11ed- daf2dc78-f10f-451b- =
Help Training Training Class b800-22feaa8ca79f b60e-22feaa8ca79f bd3c-1ae5ee9a2957
Collapse
@ ReferenceTool X + v = (] X
¢« @] O 8 &2 hitps/lti-riimsglobal.org 0y % & £ iz’ =

&) IMS GLOBAL

Learning Tools Interoperability

Home Manage Tools Manage Platforms Generate

10
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» Team [ DA-LTI-Training] [CEZHN19 3

e Platform h'5 Tool ZECEII B
—¥AR1—Y > EE)Claim > TooltcHh
— 1-HH&ER > EEITOTAERR > TooltTH)

o 25WIISHD T, Filz2PlatforméTool# 3% TE
— Deeplink

— AGS, NRPS

CLIEET B

11
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LTIRVI3RIVUIZL >R - A2TUAIFT—23> FAM Y=L

Home

VPN E -

LTI Platforms

Add or manage Platform configurations.

Add Platform

Platform_X

FEET 7Y
T

P Login

N

Y
My Page

77y b7 x—LERTE

/—"__‘——._._’-'_‘—-—.____a—‘__-‘—-—‘—
Tool #1801 &1 >

<P JoTR bR
F— 2 (TILR) ¥E kL

ResourceLink
./

\//’L(_\

GET/POST
>

LTI Tools

Tool Y Add or manage Tool configurations.

gl

=

Y/ —ILER

redirect to the target_link_uri

TILR

N
Y

Redirect
GET/POST <

Y= R —T 4 BEBR 4 vBAIT Y RRA |
3rd party login initiation endpoint

Tool Ak 7 T A
T — 2 (AuthR)1FRL |

7Ty b 74— LOIDCFEILT ¥ K4 » b
Platform OIDC Authentication endpoint

PKI: Private Key SIEEY 4 T R B

v

r N

JWKS SHEFL AR R
JSON Web Key id_token ERk
Set Redirect

AuthR

~— @/

Redirect
POST

Id_token,
state

STEP2 Redirect
PKI: Private Key
v — g (Launch) T i A > b - -
redirect_uri J\NKS
» t JSON Web Key
\ Set )

FREE L AR > ZREEE

E—
Display

Tool | —
Resource

xr——____—_________z

Tool Resource
Target_link_uri

Resourcelinkix(E

redirect to the target_link_uri

12



iiViS Japan Society

Zh i 1 —H#F2 E): New User Launch

% ReferenceTool X ReferenceTool X ReferenceTool x o+ v - o x @  Referencelool X ReferenceTool X | Referencelool X Referencelool X Referencelool

573621 8 W B < &

@ | ReferenceTool X ReferenceTool

ps://Ii-ri imsglobal.org/platforms/3821/resource links/74599/roster &

bt

imsglobal.org/pla

<« (¢}
IMS GLOBAL Home Team: DA-THTraining {

IMS GLOBAL e ini
Learning Tools Interoperability Home earn: DA-LTLTraining Learning Tools Interoperability

Platforms / DA _Platform Test01 DA _Platform_Test01 / Resource_TITLE / Roster

DA_Platform_Test01 Roster for Resource_TITLE

Edit Platform You may also add other users to the roster below by launching as them

Users in Roster

 J
L 3 .
User vser @ =

Resource Links

L4

Hane Klocko

Name: Abraham Watsica Name: Tynis!

L4
L4
L4
Student: Yes ’ .
L4
L 4
L4

Lemke

Student: Yes

Launch Resource Link (OIDX)

Platform Keys |
@ | Referencelool x| Referencetoo! x | Referencetool X RefersncsTool X Referst

- L 4
Results L
'S 'S =
L

Client Id: client 01 ‘

https://ii-riimsglobal.org/platforms/3821/resource links

« c

Tool Deep Link Endpoint: {{fs:/lt-riimsglobal.org/lti/tools/3468/deep_Ii

e U

OAuth2 Access Token URL: mﬁ Iti-riimsglobal.org/platforms/3821/acqf IMS GLOBAL » Homel

Learning Tools |

0IDC Auth URL: https://Iti- |msq&al org/platforms/3821/authorization:

Platform's public key: -----BEGIN PU &Evr MIBANBgkqhkiGIW0E 8
zp+lql UXggCQaOt BrzyaQy DA_Platform_Test01 / Courses / Resource Links I

/nawxzkmsxwBrLquJQﬂQ»quQkbugK'?LzszqM X72ufghbUSCBZEN
TIVa/ifk2KRKCRENIDQSWVECRDXnbPcyEiuZVuCdaFB380CZmDetEBsyAWB!
23 WRHYVICATQhap8FrWb2GOGHYCZOgsrvua BB 2NMGHKDARDKbWLH3ISH

© 2018-2020
Al rights reserved.

--BEGIN RSA PRIVATE MIIEowIBAAKCA(

Platform’s private key:

Resource Links for COURSE_TITLE

Py These are LTI Resource Links setup for this course. S

* Add Resource Link

Resource Link

Description: Resource_TITLE
Description

Tool URL: https://Iti-
riimsglobal.org/lti/tools
/3468/launches

&
L]
L
L
v
L
Title: Resource TITLE .
e &
L
4
L
L]
L
&

Select User for Launch

- .
g\g IMS GLOBAL

earning Consorti

13



—H3EIRFLH): User Launch

© | i Fpe— x | rewent e re— x4 v - o ox P P pe— = p— [Fe— x 4 - o x © | i

DA _Platform_Test01 Resource Links for COURSE_TITLE Roster for Resource_TITLE
Users in Roster
mn
guunn® == Y |

S pun
= Ty

Name: b Vs Name:Tnen Hane Kiocko

Lo

BEGIN PUBLI K.

[T can : ‘ Q:} IMS GLOBAL®

J Learning Consortium

Initiating Login from Tool for Resource_TITLE Make Authentication Request back to Platform DA_Tool_Test017 o e @
Authentication Request Validation from Tool &

1 Spec Notes (OpeniD Connect Spec

&) !IMs GLOBAL

The parameters can either be passed s query parametrs using the The parameters can i T Spec Notes OpeniD Connect Spec Notes rhing Consortium
HITTP GET method orbe passe s HTML form values that ae auto- HITP GET method orbe passed as HTML form valuestht areato-

submitted i the ser Agent, and ths are transrite v the HTTP submited in the User Agen,and ths e tansrited v the HTTP

=/

The parameters can either be. hitps//openid net/specs/or id-connect-core-1.0 himiZAuthRequest

Paremeters Recieved from Tool

response_type: i token (require,the tool must se a value

vedirect_ur: htps:/triimsglobal org/iftools/3463 launches

response. mode: form_post
dient id: client 07

scope: openid (1

sate:
XakgoaorAIC
u o
Xaugation tax0)
NOHIXVI3O:
S ThmoDC
Gt queypaamters beig gt . v .
onoriic ». : sy
55 it rimsglobotory MOMEpLVYIOVY2p JE20ROIHWCT * i KaL-
G OrAsaA e value used to maintainstate between
A1 G MO B 0 A matan siae et the request and the calback
i st sy @ W —

ot ey i the e g i 74seo i_message.hint: 7459 (require,

prompt: none (opticnal, The

prompt none s

nonce: 3GHOBBIBb 01052 o

Learning Consortium

IMS GLOBAL® e (%) IMS GLOBAL' Q;E IMS GLOBAL’

9 Learning Consortium S Learning Consortium N4

& iMs Japan Society

14
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Web Service : Platform X

Bl 5-5)55%7E/Key Generate

@) IMS Japan Society

Bl Tool HENERE

Web Service : Tool X

(Platform) Name: DA_Platform_TestO1

Platform public key: ----- BEGIN PUBLIC KEY----- MIIBIjAN----- END PUBLIC KEY-----

Platform well-known/jwks URL: https://Iti-ri.imsglobal.org/platforms/3821/platform_keys/3502.json
Platform private key: ----- BEGIN RSA PRIVATE KEY----- MIIEMeY----- END RSA PRIVATE KEY-----

Tool JWT Key Set URL: https://Iti-ri.imsglobal.org/Iti/tools/3468/.well-known/jwks.json

Client Id: client_01
Platform Keys Name: Key1
Deployment ID: 1

Course

Id: 54655

Label: COURSEO0OQ1
Title: COURSE_TITLE
Type: TEST

Lineitem: 51277

Resource link: 74599

Resourceid: Resourceid001

Label: LineltemLabel001

Score maximum: 100

Tag: LineltemTag001

Start Date Time: 2022-12-26 00:00:00 UTC
End Date Time: 2022-12-29 00:00:00 UTC

Resource Link

Id: 74599

Title: Resource_TITLE

Description: Resource_TITLE Description

Lineitems: .. /3821/contexts/54655/line_items
Lineitem: .. /3821/contexts/54655/line_items/51277

Login initiation url: https://Iti-ri.imsglobal.org/Iti/tools/3468/login_initiations
OIDC Auth URL: https://Iti-ri.imsglobal.org/platforms/3821/authorizations/new
Tool link url(Tool URL): https://Iti-ri.imsglobal.org/Iti/tools/3468/launches

Tool Deep Link Endpoint: https://Iti-ri.imsglobal.org/Iti/tools/3468/deep_link_launches

OAuth2 Access Token URL: https://Iti-ri.imsglobal.org/platforms/3821/access tokens

(Tool) Name: DA _Tool_Test01
Platform Keyset URL: https://Iti-ri.imsglobal.org/platforms/3821/platform_keys/3502.json

Tool Private Key: ----- BEGIN RSA PRIVATE KEY----- JTg= ----- END RSA PRIVATE KEY-----
Tool JWT Key Set URL: https://Iti-ri.imsglobal.org/Iti/tools/3468/.well-known/jwks.json

Client Id: client_01

Deployment ID: 1

Tool OIDC Login Initiation URL: https://Iti-ri.imsglobal.org/Iti/tools/3468/login_initiations
Platform OIDC Auth URL https://Iti-ri.imsglobal.org/platforms/3821/authorizations/new
Tool launch URL: https://Iti-ri.imsglobal.org/Iti/tools/3468/launches

Tool Deep Link URL: https://Iti-ri.imsglobal.org/Iti/tools/3468/deep_link_launches

OAuth2 URL: https://Iti-ri.imsglobal.org/platforms/3821/access_tokens

15


https://lti-ri.imsglobal.org/lti/tools/3468/.well-known/jwks.json
https://lti-ri.imsglobal.org/lti/tools/3468/launches
https://lti-ri.imsglobal.org/platforms/3821/access_tokens

D ims Japan Society

Platform: 77 v b7+ — L Tool : v —JL
5%

4R 1] At AR =) 1] = RA

ID/Name RIEIEZLFR ID/Name RIEIELZ R

iss —an iss .
D registration.issuer Platform@BIURL | oictration.issuer Tool&AIURL
deployment ID Y 7B F Client ID client001 H 7R F
0IDC O#MEAr 74 >~
Login Initiation URL URL
authorization_reque OIDC

st_endpoint

FEL LY FRA > b

target_link_url

Dy —X v oEsfa

TV RRAV B T RFEA b
URL . DeepLinkiZ &
target_link_url TV RHEAY R
launch return_url
URL
OAuth2 Access
Token URL
Public Key Generate Key Generate Key
PK] Private Key Generate Key Generate Key

JWT Key Set URL

jwks_uri

JWT Key Set URL

jwks_uri

16
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Platform — Tool Properties Pair Comparison

Platform Name Tool Name

Tool Client ID
Tool Deployment ID

Platform Private Key

Platform Public Ke

Input value Generate Keys | Rl Generate & Assigned

17
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LTIRVI3RIVUIZL >R - A2TUAIFT—23> FAM Y=L
T4 =7 U Yo

LTI Platforms z LTI Tools

Add or manage Platform configurations.

77y b7 +x—LERTE

Add or manage Tool configurations.

Add Tool

Deep Link \‘/_}I/EQE
STEP1 Request
' ' Too 'fg—lj;l‘f ' GEH[’FC{)ST Y—FAN—FBBO S VHIY FARA > b
7 — 2 (TILR)#EAK : l

3rd party login initiation endpoint
75y k74— LOIDCRIT > KA1 > foies Ry Ry Py
Platform OIDC Authentication endpoint ! ¢ - Redirect
STEP2
[ PKI: Private Key ] SUELY 4 TR Mg

Al A

[ PKI: Private Key ]
v —AEEIFR (Deep Link) T Kl A > b
[ JWKS ] PTLAFEY R e redirect_uri

JSON Web Key Set id_token{ERk Redirect

POST »I [ JWKS ]
Id_token, state JSON Web Key Set
e : A
STEP3 Deep Link STEP4

selected g SR L R R
Return
( ) v
77w b 74— /LDeep Link ReturnT > FaRA > Redirect STEPS TWT
Feep_link_return_url endpoint

STEP6 r‘ JPO:O’T . Deeplinking Response:®E

Tool Resource
Target_link_uri

N
Deeplinking Response e - ™
— JWT #5F My Page
eeplLinkingResponse > Deep Link
Store
Response

18



RI : Reference Implementation
JID7 LR AT IAFT—2 3>

1EDTECH LTI 1.3 E3&ZEVY—I)l
INSTRUCTIONS STEP1~55¥#lifiHxE
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LTI® v1.3 Reference Implementation

[ ]

D TS 9H TRIURLIZZ Y EALET,
https://Iti-ri.imsglobal.org/

@ ~NVEDFEF—2ar A= —EELET,
Home
Manage Tools
Manage Platforms
Generate Keys
Release Notes
Login/Logout

@ lLoginl R A ZFEIRLET,
New TeamB[EH N R RSINET,
FRRIZF—LZTIERLT=Y . BBFEF—LZERLIZY. team tokenZ AL T
[Join TeamJRAVZFIRL T, HEF—LIZSMIT A EMAHEKRFET,

20



i’ iViS Japan Society

LTI® v1.3 Reference Implementation

[ ]

@ FSHHTCRIURLIZZZEALET,
https://Iti-ri.imsglobal.org/

@ ~NYEDFES =230 - A= —FHERLET,
Home
Manage Tools
Manage Platforms
Generate Keys
Release Notes
Login/Logout

@ Home B EZHIRT A5 E (L. FIR TS50 Y- 2T [ZHomeZEEELET,
HomeA=—a—ETIYORGI)vIZKYAUTHFAAZ21—ZFFK R
()2 0% HLULNVET THRUZEER
18] T &4 &R
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Step 1: Generate public / private key pair

[ ]

@ IR ITZ0H - 2T 2l Generate Keys |EIEZFHEET
Step 15BAARI D[ Generate Keys ') U7z ERLET,

@ FFRA2T DGenerate KeysBHEHI[ZKeyMN R RSN TWNEELXEZLET,
PRIVATE KEY (i& & Z {8l)
PUBLIC KEY (EIE 4 )

@ CNB2DDKEY [ EPlatformAEL T, THFRACITAACOAE—LTREFELTEEET,
@ Generate KeysEEIIEAL T IZ2ZDEFIZL T, HomeBE@EIZRYEY,

22
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Generate Keys: Platform

MITEowIBAAKCAQEApfsRsrpNLX2/h3kRivMDzp+Jql7XfoW21h2nRMVRJobgNGkM
0d4TBdJXggCQaOtW8ITolk28KBrZyaCW6SPC++viqIPM4FY O/ecD+8p/n8wX3kP1
9xYIBrLL2qJQc7Q+UZsQkxFbgK7TOL2zfGgMX72ufghbUSC8zENUFQM+wPjIW2Hy
Qo8bz9XOwyCnJ5yrV1bwx9QEbKGu38k1p5X4TIVxilJ/itk2Z KRKCRO6NiDQSWvVECRD
XnbPcyEiuZVuC3aFB380CZmDetEBsyAWBzG+2r3rWRHY vICd7Qhap8FrWb2G0OGhY
CZ0gsrvuaQq2NMGtKDAfxDxbwLh3rSmIn2F+bwIDAQABAoIBAFjGDBU3p4epNgNT
MZrL10Gv+oR4wbEd+yY W/hu+HUUp66HUfbklea8nbT505u320S4TU4T1Zrlcgxdg
GNbhFax/4V+QKoth/2q1 YGAPUms5UZrDZo6¢7tYHMxjgr37y7FHhSeAe7TH3LASXZ
gGlO6r1aSjWGarDdfZ0Sdao3bhzvFIfPOIMpwg3izHzFQ1JHQU VbbF/eEuoECVz8
xL6w1MD+DJO/4+W4tukZa7GuGW/GgxTR78X1Y skrl WMSYpHWZC91nQZ05SZmVK4Q5
JKDE/Ec/10t68htdliSEcaChGCJstOEoJC7kNyrNY+XrIKkbSTVdnubCpftz284s
PSVm26ECgYEAz9rDRmjvPmCbgBDxcWvgndfjnnpJKK4n2bqUqejofxJ/K6ebtgS4
hTrJRPBGOJTpcU/HFI8nnM+wLonkYmhJBs38ahENoi7mvOPYt3kv4QbWTNyqchX6
oW/ItN1EeqxkPFsXHtCybmpVNQgS;j2vcgINjc2jsnpbpqwl/vs8§TpWksCgYEAzGIM
So0DtWoM+sSifIR7TIDCKNNSzI0ORatPWff0Sq0Evgz5hu8k89ZYwIXMGaGfqloY
P+ttJP+kdbjl32Q2Csnrnj3R+PBPTUNGbaQrMkD 16k 1pbzNIL6VOU+0dnDHMQ4z1

1Y 7wwJcR3IXrs6 ANcl0BgBsyW4jJtB20dw5aVe0CgY EAniMdMIODidysUgoR964Q
7198vYRI+eOHPVdqbYo03d3VIwQwFwjyOWSd715Fc+OVEiLmB44U5s3+QvcajdhnU7
Th8zrGrfCYZPbjMrPaPI5pZyErZMQ11vhgWBKVKy1/YyqKzQ8VPsfQ8PV+x48Y3U
9sindq1M48zp; TXhg88LjvMCgY B4tIWIdA 11k5rkfTZhkCAcqmé4prM+pO0eM6moT5
4GPdsLsrKmgyGlbegYTY 8mjp/blUgW7+V5ulUjGxlo3AB8J/EOSUTxPd3IxgAzKgK
2DU1sIxF9b47jrGiiPsvksW4VOOEQ+/gAScAcnR2npHm+KzY Cjl31xeuW2CXvhhB
DzWipQKBgEbqyNZxnTvfi30rUCFPAOXWob2i1JH2QQFovbMNul OHJWjhh+m9WAj9
8nJQSEZePswTEwVNhPxwUsoQVKMYKS8PcSCkVp58rxQS6xGfeil QMgK8SDQ41XLLb
A8wHkQnh6w3jRpPcaHdmQw4+FZq5uJNhzvXYwYbYutJOnMeYNTWT

MIIBjANBgkqhkiGO9WOBAQEFAAOCAQSAMIIBCgKCAQEApfsRsrpNLX2/h3kRivMD
zp+Iql7XfoW2Ih2nRMVRJIobgNGkMod4TBdJXggCQaOtW81Tolk28KBrZyaCW6SPC
++viqIPM4FY O/ecD+8p/n8wX3kP19xYIBrLL2qJQc7Q+UZsQkxFbgK7TOL2zfGqgM
X72ufghbUSC8ZENUFQM+wPjIW2HyQo8bz9XOwyCnJ5yrV1bwx9QEbK Gu38k1p5X4
TIVxiJ/itk2KRKCRONIDQ5SWVEcRDXnbPcyEiuZVuC3aFB380CZmDetEBsyAWBzG+
2r3rWRHYvVICd7Qhap8FrWb2G0GhY CZOgsrvuaQq2NMGtK DA fxDxbwLh3rSmIn2F+
bwIDAQAB

IMS GLOBAL
Learning Tools Interoperability

Generate Keys

Generate Keys (private + public). These SHOULD only be used for development / implementation purposes. For production,
you should generate these yourself or receive them from a partner.

Generate New Set
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Public Key to JWK: Platform

https://russelldavies.github.10/jwk-creator/
https://Iti-ri.imsglobal.org/platforms/3821/platform keys/3502.json

“keys”: {

“Lty”: “RSA”.
“6" "AQAB”.

“n”: “pfsRsrpNLX2_h3kRivMDzp—
Jal7XfoW2Ih2nRMVRJobgNGkMod4TBdJXggCQaOtW8ITolk28KBrZyaC
W6SPC——viglPM4FYO_ecD—-8p_n8wX3kP19xYIBrLL2qJQc7Q—
UZsQkxFbgK7TOL2zfGgMX72ufghbUSC8zENUFQM-
wPjIW2HyQo8bz9XOwyCnJ5yrV1bwx9QEbKGuU38k1p5X4TIVxiJ_itk2KRk
CR6NiDQ5WvEcRDXnbPcyEiuZVuC3aFB380CZmDetEBsyAWBzG—
2r3rWRHYvICd7Qhap8FrWb2G0GhYCZOgsrvuaQq2NMGtKDAfxDxbwLh3
rSmin2F-bw”,

Y/

“kid”: “8zKjva3a_bugbJ2l_zr7LUGINIYJGZYubTO8-

DeJdbQ”,
“alg”: "RS256”,
“use”: “sig”
]

}

----- BEGIN PUBLIC KEY-----

MIIBIjANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEApfsRsrpNLX2/h3kRivMD
zp+Jql7XfoW2lh2nRMVRJobgNGkMod4TBdJIXggCQaOtW81Tolk28KBrZyaCW6SPC
++viqIPM4FYO/ecD+8p/n8wX3kP19xYIBrLL2qJQc7Q+UZsQkxFbgK7TOL2zfGqM
X72ufghbUSC8zZENUFQM-+wPjIW2HyQo8bz9XOwyCnJSyrV1bwx9QEbKGu38k1p5X4
TIVxiJ/ifk2KRkCR6NiDQSWVEcRDXnbPcyEiuZVuC3aFB380CZmDetEBsyAWBzG+
2r3rWRHYVICd7Qhap8FrWb2G0GhY CZOgsrvuaQq2NMGtKDA fxDxbwLh3rSmIn2F+
bwIDAQAB

@ | ReferenceTool

C

ReferenceTool ReferenceTool ReferenceTool

O 8 https//russelldavies.github.io/jwk-creator/

JWK Creator

Create a JSON Web Key (JWK) from an RSA private or public key.

Iti-ri.imsglobal.or G make jwks - C mkjwk - JSON We JWK Creator X = + v - [m] X

0y ¢ O B £ 8

This tool is for existing keys. If you want to generate a new key and the corresponding JWK then use mkjwk

This works on RSA keys only and expects them to be encoded in PEM format. If you have a certificate, you'll need to extract the public key: openss| x509 -in certificate. pem

-pubkey —noout

Options

Public Key Use
Algorithm
Key ID

PEM encoded key

Sianina v
RS256 v

3_buqgbJ2I_zr7LUGINnIYJGZYubTO8-DeldbQ

2r3rWRHYvICd7Qhap8Frwb2GoGhyCz
OgsrvuaQq2NMGtKDAfxDxbwLh3rSmin
2F+

bwIDAQAB

————— END PUBLIC KEY-----

A\ <

JWK
L, ,
“Kty”: “RSA”,
“n”: % Z§§rpNLX2,h3kR i vMDzp-Jq17XfoW2 Th2nRMVRJobaNGkMod4TBdJXggCQa0tW8 | Tok28KBrZyaG
e ,
“alg”: “RS256".
“kid”: "8zK jva3a_bugbJ2|_zr7LUGINIYJGZYubT08-DeJdbQ”,
use”: “sig”
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C

Q iViS Japan Society

mkjwk: simple JSON Web Key generator

ReferenceTool ReferenceTool

O B https//mkjwk.org

mkjwk

simple JSON Web Key generator

ReferenceTool ReferenceTool

Iti-ri.imsglobal.or

G make jwks - ¢

mkjwk - JSON \' X | JWK Creator aF -

% B < O O

A JSON Web Key (JWK) is a cryptographic key or keypair expressed in JSON format. This site offers a mechanism to easily
generate random keys for use in servers and other projects.

This server will never log or store any generated keys. The source code for this server is available on GitHub for inspection and re-
use. If you would like to generate your own key locally (so as not to trust a remote service with your secret keys), you can use the
command line utility version of the library that powers this site.

EC

Key Size

oct OKP

Key Use Algorithm

2048 ¢ RS256:RSA! v SHA-256 v

Public and Private Keypair

"pti ML
"kty":
g

"d": "b:
"e": "Al
"use":
"kid":

rnzkgbDRrxeYiwINjFY6QXx2t9ZNggly-NbD8GrpURz

"RSA"
WVb3j9iGODgEKSPSCZVXSG6TY3LGYAVQL7UIIZASGFA:

xImBn3VG723LI1Ik7EieG6r]-1X2EUQsS7P5ZqQNDMUI

QAB"

"sigh

"n3K_iVC52nscLdpgIpp3WCkacwOSWUTMGPAXhLLPMR
KMguPLOUiZk 1A@FtWIXBXG_GZDoIt1PHKadnbnBodk

"Qj_wxgKSxVH2pkfXgEdoJesC558Tz8bA3x9prqZruxel

RS256"

"Fxav1LCyhlWSc2UXGK201XekHeTxjsweDSik8mINg5u
" -aYI5AbGQrcQ291asDGAbSjtd198kE_eeyhy8rqjzdss

Copy to Clipboard

Public and Private Keypair Set

"p": "_rnzkqbDRrxeYiwINjfY6QXx2t9ZNggly-Nbj
"kty": "RSA"

": "-uWVbj9iGODggK5PSCZvxSq6TY3LGYAVQL7U!
": "bxImBn3VG72jLI1Jk7EieG6r]-1X2EUQsSS7P

"e": "AQAB"

"sigh
"n3K_iVC52nscLdpgIpp3WCkacwOSWUTMGP,
UKMguPL9UiZk1A@FtWIXBXG_GZDoIt1PHKa

wxqKSXVH2pk FXgEdoJesC5S8Tz8bA3X9
"RS256"
: "Fxav1LCyh1WSc2UXGK201X@kHeTxjsweDSi

"n": "-aYI5AbGQrcQ291aSDGAbSjtd198KE_eeyhy:

Copy to Clipboard

Show X.509
Generate

Public Key

: "n3K_iVC52nscLdpgIpp3WCkacwOSWUTMGPAXhLLpMRI
: "RS256"
": "-aYI5AbGQrcQ291aSDGAbSjtd198KE_eeyhy8rqjzdss

>

Copy to Clipboard

https://mkjwk.org/

“Lty”: “RSA”,

“e”: “"AQAB”,

“use”: “sig”.

“kid”: “n3K_iVC52nscLdpgJpp3WCkacwOSWUTMGPAxhLLpMRK”,

“alg”: "RS256”,

“n”: "~aYI5AbGQrcQ291aSDGAbSjtdI98kE_eeyhy8rqjZds8JJ2Y5h1
dzqJzC1VWdUa7bY807F40Y8kakTvwIpbdnpodJjVEONRAZzTPJRtXKXWfbuwA
JZSK wCqQLOgs_clyQJ1eijdY8skbBefD2H86ILUDMAZEWaiUfFF8zRBiZsj3hT
t0J2QZRy4_732b2Yf7SWH3uOFTJQHuU1mDkPslisgkYDfzEnKGzZQVr3fK9fY
RWWQansrPJVBGZnDT70Y7yPk30jnXrYWDeA6eN_iQ1VHp9smCB8f65DdE
0eD024gk OMZgj5dizq9FrxNpl56HMYOzfARbmC10ztRWVIQ3EZw”

}
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Step 2: Create Platform (LMS)

]

@ FFRT Y 2T [ZManage Platforms |BEIEZF=E T,
Step 2(1.)87BHR M [ Manage Platforms 1) V7 ERLE T,

@ PlatformZz ¥R IZEMLET,
[Add PlatformJ7R2 & EIRLET,

@ NamelTFAFA A, BOMNHAML LT VEEGEREAALET,

(f51) : DA Platform Test01 NamelIAELTHETFET
@ [Client] T ¥ A A AHIZ, BADHBILOTVBELLGERTEANLES,
(f51) : client 01 ClientlZIAEBLTHETFET

® [Audience] T F AR A HREIZ, BAMHEALOT VEHLGEZAZEANLET,
(5]) : https://1ti-ri.imsglobal.org
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D imMs Japan Society

Step 2: Create Platform (LMS)

rceTool X | Referencelool x o+ v Gl @ | Reforencelool X RefernceTool X | ReferenceTool x o+ v Gl

= < c

X | ReferenceTool x o+ v Gl @ | Reforencelool X Refer

B o @ = < c

© | Referencetool x

e msglobalorsorme s LR

T —— kS

c cpsit-rimsclobalor/olarorms 5%

IMS GLOBAL Team: DAL Traning IMS GLOBAL Team: DA-LT-Traning IMS GLOBAL Team: DA-LT-Traning

Leaming Tools Interoperability Leaming Tools Interoperability

Leaming Tools Interoperability

New platform New platform

Name Name
LTI Platforms DA_Platform_Test01
Add or manage Platform configurations. Client Client
dent 01

Audience Audience

https://iti-riimsglobalorg

Tool Deep Link Service Endpoint Tool Deep Link Service Endpoint
ORI  icaimed Platforms
Platform Public Key Platform Public Key
Please claim your existing Platform by clicking "Unclaimed Platforms", or 2 i O " e e e
add 2 new Platorm with *Add Platform” button above. SAWRHYVICATQhapBFW2G [SDa— f
e be logged in to claim a Platf buiDAGAS v
fou must be logged i to claim a Platform p B iy P
Platform Prvate Key Platform Prvate Key
an WUSOQVKMYKBRESCRVp 5B QS6xGlel 1QMAKESDQATXLLD i
ABWHKC 3y B
4 —-+~-END RSA PRIVATE KEY----- i
Mustinclude either a Tool Public Key or JWT Key Set URL Mustinclude either a Tool Public Key or JWT Key Set URL
Tool Public Key Tool Public Key
y y

©2018-

Al rights res

f Service

ReferenceToo! X efrenceToo X | Relerencetool x o+ v o x
c O B 5 hiips//iiriimsglobalorg/platforms o % g & &=
hitpsy/lt-riimsglobalorg
Miftools OAuth2 Access Token URL: OAuth? Access Token URL: Ot Access Token URL:
/2672/deep_link launches htps://iti- hitps://iti p
Jplatforms Iplatforms. Jplatforms
OAuth2 Access Token URL: /3187/access tokens /3819/access tokens /25T0/access tokens
httpsy/Iti-riimsglobalorg
Jplatforms 0IDC Auth URL: hitps://ti- 0IDC Auth URL: https://ti- 0IDC Auth URL: htps://ti-
/1754/access tokens fobl
0IDC Auth URL: hitps://ti
riimsglobal.org/platforms Delete | Ovlete [Detee J
/1758/authorizations/new
=)
OnCourse LT! Local PG-DEV DA Platform Test01 DanD LTI-Test-Platform
Client Id: 9545551212 Client Id: client 01 Client Id: 23745632
Tool Deep Link Endpoint: Tool Deep Link Endpoint: Tool Deep Link Endpoi Tool Deep Link Endpoint:
httpsy/api.brightspace.com https://ti-riimsglobal.org
OAuth2 Access Token URL: Jauthvioken OAuth2 Access Token URL: iftools
httpsy/lti-riimsglobal.org hitps://t-riimsglobal.org /2314/deep.link Jaunches
Iplatforms OAuth2 Access Token URL: Jplatforms
/3820/access_tokens hitps/lti-riimsglobal.org /3821/access.tokens OAuth2 Access Token URL:
Jplatforms https://iti-riimsglobal.org
0IDC Auth URL: htps://iti- 12572 4access.tokens 0IDC Auth URL https/ti- Jpltiorms
riimsglobal.org/platforms tiimsglobal org/platforms F25THacesss.tokens
/3820/authorizations/new oIDC Auth 382
riimsglobal.org/platforms 0IDC Auth URL: https://ti-
Delete /2572/authorizations/new Delete riimsglobal.org/platforms
/2577 /fauthorizations/new
Delete
d
—
O Platiom Teso1 A v Osnusazse [xxzmermno () assmmseeno () vewam 16 x

JWT Key Set URL

JWT Key Set URL

ReferenceTool X Refer

[¢] 08 =

Successfully claimed Platform

LTI Platforms

Add or manage Platform configurations

Add Platform

AR Unclaimed Platforms

DA Platform_Test01

Client Id: client 01
Tool Deep Link Endpoint:

OAuth? Access Token URL:
https//lt-riimsglobal.org
Jplatforms

/3821/access tokens

0IDC Auth URL: hitps/
riimsglobal.org/platforms
/3821/authorizations/new

Delete

View Platform

Unclaim ths Platform

DA Platiorm Testo! A v O yxusssne

ceTool

DA _Platform_Test01

Tok Do ok rdpin.

i

5 q scriRCM. ey

P20 R PTUNGH LD O Dt
RSB BN AIMOOrAA

Toos bt

&5 IMS GLOBAL
S

Learning Consortium
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D ims Japan Society

Step 3: Add Deployment to Platform

[ ]
D FelF E1E B LT=PlatformZ [ Your Platforms |— & [Z:BMNLE T,

[Unclaimed PlatformJ 27 Z:EIRL ICtrl-FlIIZEUR—VRNEXFRELET,
Platform @ ¥R H— K[ Claim this PlatformJ7RF > ZEIRLE T,
@ %EIZ E@Platform@'%*ﬁ"&fzﬁbiﬂ'o
['Your Platforms | — & &R H—F D[ View PlatformJ R FFERLET,
@ FTTAALAURDKeys)EERELET
[Platform Keys| 7a—T 74> - R2%&ERLFET,
@ T7AaA4 A MD(Keys)EBELET
[Add Platform Key I/ R2> % :E IRLET,
® NamelTFAFAAFHIZ, BB LOTLESLGTLEZAALET,

(451) : Keyl NameldAELTHETET,
® [Deployment IDJTFACADFEIZ,. BRHAHALOT LVELLLEIEZANLET,
) : 1

@ [SavelRALEBIRLET . .



(@)

) iViS Japan Society

Step 3: Add Deployment to Platfor

X | Referencelool x o+ v Gl @ | Reforencelool X RefernceTool X | Referencelool x o+ v Gl

© | Referencetool x

< c

ps:/ii-rl imsglobalorg/plarforms

< c O 8 2 hpsi/iriimsglobalorg/plaforms % % B4 P=
IMS GLOBAL

Successfully claimed Platform

Leaming Tools Interoperat

DA _Platform_Test01

DA Platform Test01 / Platform Keys
LTI Platforms

Add or manage Platform configurations nasemton

Add Platform Courses
e LTI Platform Keys

Add or manage Platiorm Key configurations

Pr— Add Platform Key
Tt Da ik Enpain:

AR Unclaimed Platforms ORI e ok URL s vl gt 21 s

DA Platform_Testo1 TR QSO AT OO SN .
AT CUOTVATAI SN NGO/
Client Id: client 01 BT 2o TSNS bSO

Tool Deep Link Endpoint: o MGON

OAuth? Access Token URL: é
https://li-riimsglobal.org
Jplatforms

/3821/access tokens

0IDC Auth URL: hitps:/!
riimsglobal.org/platforms
/3821/authorizations/new

DGRBS QNI TOHAS

[eee My

=
ous oo Q‘E, IMS GLOBAL
2/

T - ) e Pracy Polcy Terms o Sence UearalngiConsortivim
€5)Ms GLoBAL

Learning Consortium

DA Platform Test01 ~ v FRTARZTR ) XXFRFEERO ) RECAFIEEN) ) wEWGw 1 #0148 x
S ———————————————————————————————————
e x ik X | Relerncalol s e - x @ | ReferenceTool x ceTool X | ReferenceTool 3 7 o x @ | ReferenceTool x ceTool X | ReferenceTool L v (=] x
$ 2 e R e belley % = < e} teps/i- imsglobalorg/platforms/382plaform keys/35 L5 ] e < e} imsglobal org/oltforms/362 v L5 [ =
IMS GLOBAL . Team: DA-TtTrining IMS GLOBAL - A IMS GLOBAL Hora P

Leaming Tools Interoperability

Leaming Tools Interoperabilt
9 perability Learning Tools Interoperability

New platform_key T ——
DA Plfom Test1 / Platfor ey

Name
Name: eyl
Key!
Platform: 3621

Deployment ID
Deployment ID: 1

LTI Platform Keys

Add or manage Platform Key configurations

Save
Back Add Platform Key

Edit | Back

Keyl

Platform: DA Platform Test01
Deployment ID: 1

well-known/jwks URL
httpsy/lti-riimsglobal.org
Jplatforms
/3821/platform keys
/3502js0n

Delete

Q‘ﬁ IMS GLOBAL camorsn Q:Pj?‘ IMS GLOBAL T

Learning Consortium ~ Lear g Consortium

S —4




D ims Japan Society

Step 2: Create Platform (LMS)
[ ]

® [Platform Public Keyl]T ¥+ XL A DI, Stepl THERLL T=Public KeyZ=adE—LE T,
[————-BEGIN PUBLIC KEY----- | ¥2T—-———-END PUBLIC KEY--—- | &ZHE T,

@ [Platform Private Keyl]7T ¥ XA J##IZ. Stepl THERL L f=Private KeyZxaE—LZE T,
[p— BEGIN RSA PRIVATE KEY----- ] j— END RSA PRIVATE KEY----- 138

HFET
[SaveliZ22 7 ZIRLFET

HE: ®,09I12201T

[ Tool Deep Link Service Endpoint J73F X~ A AL, TooERRIZAALET

[TWT Key Set URLITF RS A NHEIE. TooERRICAILEFT,

[ Tool Public Key]7TF XA AL, EALFEL A, ToolDPublic KeylXEZEZ R
FBHDTIEEL, [TWT Key Set URLIZFERALET,
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Step 3: Add Deployment to Platform

[ ]
D FelF E1E B LT=PlatformZ [ Your Platforms |— & [Z:BMNLE T,

[Unclaimed PlatformJ 27 Z:EIRL ICtrl-FlIIZEUR—VRNEXFRELET,
Platform @ ¥R H— K[ Claim this PlatformJ7RF > ZEIRLE T,
@ %EIZ E@Platform@'%*ﬁ"&fzﬁbiﬂ'o
['Your Platforms | — & &R H—F D[ View PlatformJ R FFERLET,
@ FTTAALAURDKeys)EERELET
[Platform Keys| 7a—T 74> - R2%&ERLFET,
@ T7AaA4 A MD(Keys)EBELET
[Add Platform Key I/ R2> % :E IRLET,
® NamelTFAFAAFHIZ, BB LOTLESLGTLEZAALET,

(451) : Keyl
® [Deployment IDJTFACADFEIZ,. BAHAHALOT LVELLEZEIZEZANLET,
) : 1 Deployment IDI[EAELTHEETET

@ [SavelRALEBIRLET . )



i’ iViS Japan Society

Step 3: Add Deployment to Platform

| |
R RIIEOSTEPATHEAT 5D T, FREHREAEL TS,

(i) T'well-known/jwks URL J(RIN B EIBIIZERRL TLVET )
['LTI Platform Keys | E[@E ZF RSN TLVSH4E R L F=Platform Key|F#HRH—KIZ
RLE SN TS

(i) TOAuth2 Access Token URL ], FOIDC Auth URL |(RINNBEERIIZ{ERRKL TLVET )
Platform D [F#,H—F [ View PlatformJR A ZEIRLE T,
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Step 4: Add a Tool

]

O R T 5H 2T 2 Manage Tools | BIEZFEET
Step 4(1.)87BHR D ' Manage Tools]') V7 ERLE T,

@ ToolZ#FiRIZEBMLET,
FAdd Tooll7/RAZEIRLET,

@ [Namel THFACADRIZ. BAAEALOTLEALZRAFZANILET,
(f51) : DA Tool Test01 NamelZAELTRHEZFET,

@ [Client]7F XA A1#EIZ. Platform{ERRFIZR O F-Client idx A HLZET,
(f51) : client 01

® [Deployment]7F Xk A F1#(Z. Platform Key4E BB ZiR 8 F-Deployment ida A 71
LFET,
(f5]) : DeploymentID DA20221202
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ReferenceTool X ReferaceTool X | Referencelool

c - imsglobal org/ /oo

IMS GLOBAL

Leaming Tools Interoperability

LTI Tools

Add or manage Tool configurations

Please claim your existing Tool by clicking *Unclaimed Tools", or add a new.
Tool with "Add Tool” button above.

You must be logged in to claim a Tool.

©201
Al rights reserved. Pr

% | Refeencelool

@,

),

Team: DAL Traning

IMS GLOBAL

Learning Consortium

Step 4: Add a Tool

o x @ | Rotooncetoa X Refewnctool X | Reteencetool
L g < c O 8 =@ hupsy/ii-iimsglobalorg/litools/new

IMS GLOBAL

Leaming Tools Interoperability

New Tool
Name

DA_Tool_Test01

Client
client 01
Private key
TQHBOO]18QmBI1qxHicqQidplb +smSFiz9difNQhCtG
HZ7HDZDO!

~--~-END RSA PRIVATE KEY-——--
Deployment
1
Keyset url
https://it-riimsglobal org/platforms/3821/platform_keys/3502json
Oauth2 url
https://iti-ri imsglobal org/platforms/3821/access tokens
Platform oidc auth url
https://iti-riimsglobal.ora/platforms/3821/authorizations/new

Back

© 2018-2020 IMs €
All rights reserved. P

ReferenceTool X ReferenceToo! x4 v

Team: DA-LT-Traning

Learning Tools Iteroperability

) iViS Japan Society

ReferenceTool X Referencelool X ReferenceToo! X | ReferenceTool X ReferenceToo! x o+ v o x

taps/li msglobalorg/ i/ ols/ 3460 8 % L

IMS GLOBAL

Team: DA-LT-Traning

Tool was successflly created.

Name: DA Tool Test01

Client: client 01

Private Key: -——--BEGIN RSA PRIVATE KEY-———- RNgfIm+ielfidai
1K2DZSHOM

1yPYROAWIY 1xdGU8aChd( k dzdTn8df IQHOI4 cd)/dZENTZL D n
/ZPQRe ovC 5
EOFKrOvdzhiUkeBO: fim9VZQID/

1AD+7bC UmzzbPa/9

20K \gzC+KKo730BL gpHq31111 SHMSLCogeifve

u INSPASCU3/yoOUVC2FOdKOFKET+SL7A

/ijRygiwt 24mAPSEC a
K K0s2TN-+ HI7jB 1 ONnf+u)QnFukZ725hh
WWivdgXVXvyMIVn6OBTIBXYyrbC2yyIFYKwiBTThCDSGTyHZ/iiyg8CgYEAKMg UNFyBQes6kcV/82FQ +edqQiCKisSOUHTOY60a
p D+Dd qqNkaQOESS( DuVBOUsd QPVITE

QUWTNKurUSC 0C4ba
012950 bC 1j3DVIKH
NPOIWS7d-+2QksBNKKGRaJtHkv+XrYQSNQBxhYA134DzbiX2YB7 1piGMQBQF2UEP.

2VUHTL

BgCb+2JiDDFsCgegNT)
LIP43h+upnTMPNIOXARSMINKC +5KsISQf3tLYCZSTFYFpssxQSCPAmAQHTOOGUUT
MBQXACGAP3WNgi jixPgOvwikg i

TQHBOO] qQjdp! ox HZ7HDZDC Ja5vIGKtITC
PRIVATE KEY-—---
Deployment ID: 1
Keyset URL: hitps:/lti- platorm_keys/350:

OAuth2 URL: httpsy/It-riimsglobal.org/platforms/3821/access_tokens

Platform OIDC Auth URL https://Iti-rimsglobal.org/platforms/3821/authorizations/new

Edit | Back
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Generate Keys: Tool

----- BEGIN RSA PRIVATE KEY----- -----BEGIN PUBLIC KEY-----

MIIEogIBAAKCAQEAmfY/AYKko+5g1 InPR8IZLDxim32/MxQnRNg9fl m+ielfl4ai MIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAmfY/AYKko+5g1InPRSIZ
ERQhdKhWFV5rKN8nEjanpIDA7gQPBUrGsMRKE;jI3VXstm24alLoESN1KzDZtSHoM LDxim32/MxQnRNg9flm+ieJfl4aiERQhdKhWFV5rKN8nEjanpJDA7gQPBUrGsMRk
1yPYROAWIY 1xdGU8aCbdOIZs2usL xGUVNEZ8gDzk/ucHi+dZd Tn8dP+LwuQHoli4 EjI3VXstm24alLoESN1KzDZtSHoM 1yPYROAWIY 1xdGU8aCbdOI1Zs2usLxGUVNEZS
¢dJ/dzENTZU9FFF67yighLsse035WAHH4cDHuXsWuOv3/rDWyNaBPMW77n/ZPQRe gDzk/ueHi+dZdTn8dP+LwuQHO0li4cd)/dzZENTZU9FFF67yighLsse035WAHH4cDH
yNSTBXS6/kSTvukQdE/TFiYn7v2FkIAQSOVCdQSjewXUnwoyAQvp2saBSnhjHs7 uXsWuOv3/rDWyNaBPMW77n/ZPQReyNSTBXS6//kSTvukQdE/TFiYn7v2FKIAQSOV
EOFKrOvdzhIUkeBO4zIryt4y8c+Ju3FVIim9VZQIDAQABAOIBAFJ32HPemnyPc5te CdQSjewXUnwoyAQvp2saBSnhjHs7EOFKrOvdzhIUkeBO4zIryt4y8c+Ju3FVIimOV
EXrIANEHpWbPeEzKRh1AD+7bClaci4Ri3Pd4aFlos7DN12UT28CNNEmMUmzzbP4/9 ZQIDAQAB

811GUrDL44YLaOKLIYB//TtoBISF51AgzC+KKo730iBUlqVWcXr1FRPgpHq31J1f
SHMSLCogciFvq870HagBXYjqMNY0orKwZp0BGmvtDi7PL832tzayELk8x3MrLPUe
LNZqAvbivZKGOEEezUuznf0l3KcDg2N+O0WDawWMw0a7cu3tVOvsTXZu2V2vVbpK
xn9Wc8e3qZoY1eiNW2GIlvCyInSPASCu3/yoOuvC2FOdkoFKET+5L7A/jjRygiwt ® B
a4mAPSECgYEAxuhuqh9+iJ4/jrul7/aSzZKeXDOdkvP15PqnvWdhPhceGijqTjF5 e
nJK7jRhjc32nGELQSkOs2TN+HJ7jBCeNun31dOR+R200ONnf+uJQnFukZ725hhVee
WWIlvdgXVXvyMJVn6069TIBXYyrbC2yylFYKwiB1ThCDsG7yHZ/iiyg8 CgY EAxjMg
UNI1FfyBQes6kcV/82FQ+le4qQfCKrsSOuHTO0Y 60a/A6pWmHK4AkqdqzJulzyD+Dd

Generate Keys

Generate Keys (private + public). These SHOULD only be used for development / implementation purposes. For production,

qqNkaQOE98C{DxPg94c4Y2hOuVbCrDuVB0usd19B+emMNEE3w3kpWZIc+QPv6i7E e e S G P U QR
6sP6ARJznvoOvr4/HY dpMXfegbzAQIwiTNKurUsCgYBI9BUqtR{XUVIbSCOC4ba

eU012gSQUn5eVoTRVip3YHk89QbC+Sh2gebilDDRuiNgJZ1Js7qgy18U1j3DV1KH
NP0igW97d+2QksBNKKGRqJtHkv+XrYQ5nQ8xhYA134DzbiX2YB71plGmQBQF2UEP
06jNs5viGUggACzVuH7UhwKBgENNS8Ohii4oLAClj6MWzUdpoaURityjjNUTS57HIJ
BgCb+zJjDDFsCgegNTINpMeiXXTO6HFcwOIHiYtUdu8Y OglcetKPEywpATyZkxcC
JIP43h+upnTMPNJI9X4RSMNK C+sKsISQf3tLkY Cz5TFY FpssxQ5SCP4mqQHTO0OGUu7
M6QXAo0GAP3WINgj0ak3P+S2k2{BjiXPg0vwilkq+OmS5P9jiNmHJOTMvVMXSAL2TpR
1XW8lheyy4v3t/mv0JaJLTQHBO0O;r8QmSil qxHfcqQjdpJb+smSFiz94ifNQhctG
6pxxjR+igXmX2AS5eCHZ7HDZDOh6nkcu/oApUaSv1Gkt+JTGjuRg=

35



3 iViS Japan Society

Public Key to JWK: Tool

https://russelldavies.github.10/jwk-creator/
https://It1-ri.imsglobal.org/1ti/tools/3468/.well-known/jwks.json

@ | ReferenceTool  ReferenceTool ~ ReferenceTool ~ ReferenceTool  ReferenceTool  lti-riimsglobal.c G makejwks  mkjwk-JSONV | JWKCreator X | lti-riimsglobalc ~ + v - O X
{
"keyS”: { C Q8 https://russelldavies.github.io/jwk-creator/ N % O M d 8 =
"kty": ”RSA”,
et AQAB’, . JWK Creator
n : mf9_AYKko—5g1InPR8IZLDxim32_MxQnRNg9f1m-
ieJfl4aiERQhdKhWFV5rKN8nEjanpJDA7gQPBUrGsMRKE; I3V Xstm24alL Create a JSON Web Key (JWK) from an RSA private or public key.
oESN1KzDZtSHoM1yPYROAWIY 1xdGU8aCbdOIZs2usL.xGUVNEZ8gDzk This tool is for existing keys. If you want to generate a new key and the corresponding JWK then use mkjwk
_ueHi—dZdTn8dP— This works on RSA keys only and expects them to be encoded in PEM format. If you have a certificate, you'll need to extract the public key: openss| x509 -in certificate. pem
LwuQHOli4cdJ_dzENTZU9FFF67yighLsse035WAHH4cDHuXsWuOv3_rDW ~pubkey -noout
yNaBPMW77n_ZPQReyNSTBXS6_kSTvukQdE_TFiYn7v2FKIAQSOVCdQ ]
SiewXUnwoyAQvp2saBSnhjHs 7TEOFKrOvdzhlUkeBO4zIryt4y8c- Options IWK
Ju3FVfm9vzQ”, , - U g
g Public Key Use | sianina v kty”: “RSA”,
kid”: I 9. Atkko-Sg1 nPRB1ZLDxinG2 MxGrRNEOf i e L4a ERGRGKHNFVSr KNEnE janp OATe0PBLr
” . . ” Algorithm  Rs256 v T - S
W—SV—POZJUJIKENV,? K"LEGEgIEQthe:;kLngCQJTdIbI ’ i:g sfg\slfPOZJuj iK6NvCKLEGEING2tXe3kLIQfCATdIbI",
alg’: "RS256, Key ID  7JujiK6NVCKLEGEINQ2tXe3KLOQFCQjTdIbI | use”: “sig
”use”: "Sig” PEM encoded key /TFiYn7v2FkIAQSOV """""""""" 2 . >
} CdQSjewXUnwoyAQvp2saBSnhjHs7EOF
} KrOvdzhIUkeBO4zIryt4y8c+Ju3FVfmoV
ZOIDAQAB
————— END PUBLIC KEY----- .
----- BEGIN PUBLIC KEY----- 7
MIIBIjANBgkqhkiGOwWOBAQEFAAOCAQSAMIIBCgKCAQEAMY/AYKko+5g1 InPRSIZ
LDxim32/MxQnRNg9fIm+ieJf14aiERQhdKhWFV5rKN8nEjanpJDA7gQPBUrGsMRk

EjI3VXstm24alLoESN1KzDZtSHoM1yPYROAWIY 1xdGU8aCbdO1Zs2usLxGUVNEZS
gDzk/ueHi+dZdTn8dP+LwuQHO0li4cdJ/dzENTZU9FFF67yighLsse035WAHH4cDH
uXsWuOv3/rDWyNaBPMW77n/ZPQReyNSTBXS6//kSTvukQdE/TFiYn7v2FKIAQSOV
CdQSjewXUnwoyAQvp2saBSnhjHs7EOFKrOvdzhlUkeBO4zIrytdy8c+Ju3FVImOV
ZQIDAQAB
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Step 4: Add a Tool

]

aD [Keyset url]7F A+ A 78I, STEP34# & TAELT=well-known/jwks URLZ A AL

F9,
(f51) : https://Iti-ri.imsglobal.org/platforms/3793/platform keys/3482.json

[Oauth2 urll 7 X+ A F7IME(Z. STEP3%# & TAELT=0Auth2 Access Token URL%

AALFET,
(51) : https://Iti-ri.imsglobal.org/platforms/3793/access tokens

[Platform oidc auth url]l7F A A AEIZ. STEP3#f# E TAELF=OIDC Auth URL%

AALFET,
(451) : https://1ti-ri.imsglobal.org/platforms/3793/authorizations/new

@D ['Create Tooll7R A% FEIRL . ToolFERLE T,
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Step 4: Add a Tool

Name: DA Tool Test01

Client Id: client 01

Tool launch URL: https://lti-ri.imsglobal.org/Iti/tools/3468/launches

Tool Deep Link URL: https://Iti-ri.imsglobal.org/Iti/tools/3468/deep link launches

Tool OIDC Login Initiation URL: https://Iti-ri.imsglobal.org/Iti/tools/3468/login_initiations
Tool JWT Key Set URL: https://lti-ri.imsglobal.org/1ti/tools/3468/.well-known/jwks.json

@ | Reforencelool X ReferenceTool % ReferenceTool X Referencelool X Referencelool x 4+ v - o x @ Referencelool X ReferenceTool % ReferenceTool

O B8 == hitp <« [¢] O 8 == hp

View Tool Launches
Claim this Tool

Iti-riimsglobal.org/It/tools

View Tool Launches
Claim this Tool

it-riimsglobal org/platiorms/3821/edi

Home.

Editing platform

DA Platform_Test01

Raptivy DA _Tool _Test01
Client
client 01 Client Id: Client Id: client 01
225060000000000121
Y Tool launch URL: https://Iti-
Audience

Tool launch URL: https://Iti-
riimsglobal.org/lti/tools
/3464/launches

iimsglobal.org/lti/tools

hitps://lti-riimsglobal.org /3468/launches

Tool Deep Link URL:
https://lti-riimsglobal.org
/Mti/tools

/3468/deep_link launches

Tool Deep Link Service Endpoint .
Tool Deep Link URL:

httpsy/lti-riimsglobal.org
/Hi/tools
/3464/deep _link launches

https://It-riimsglobal.org/It/tools/3468/deep_link_launches

Platform Public Key
Tool OIDC Login Initiation

URL: https/Iti-
tiimsglobal.org/lt/tools

BEGIN PUBLIC KEY
MIIB/ANBgkqhkiGIwOBAQEFAAOCAQEAMIIBCGKCAQEADfsRsrpNLX2/h3kRivMD

Tool OIDC Login Initiation
URL: https://Iti-

2p+Jql7XfoW2lh, {4TBAIXggCQaOtWSI WespC 4 riimsglobal.org/lti/tools /3468/login _initiations
/3464/login_initiations
Platform Private Key Tool JWT Key Set URL:
5 Tool JWT Key Set URL: https://lti-riimsglobal.org
i Ll R httpsy/lti-riimsglobal.org JMtiftools 3468/ well-
" v [ltiftools/3464/ well- known/jwks,son
44TBAXggCQa0! WESPC + +viq OfecD 1 v knownyjwks son
[etete
Delete
Must include either a Tool Public Key or JWT Key Set URL [ Delet
View Tool
ool Publc Ky P  view o
View Tool

Claim this Tool

JWT Key Set URL

htps://Iti-riimsglobal.org/Iti/tools/3468/ well-known/jwks json

Save DA Tool_Testo1 AV

INTAMERA) ) AXF/ARPERAQ

X Referencelool

View Tool Launches

Claim this Tool

| rEEnAsEEn0 [ wmnaw

X ReferenceTool x4+

% 77 om < &=

LTI Tools

Add or manage Tool configuratiors.

Add Tool

DA ToolTest01

Client Id: clent 01

Toollaunch URL s/t
diimsglobalorg/litools
/3468 aunches

Tool Daep Link URL:
hitps/li-imsglobalorg
inool

73468 deep_link launches

Tool OIDC Login Iitation
VR hitps/ti-
imsglobalorg/tifools
73468login_intatons
Tool JWT Key Set URL:
hitps/irimsglobalorg
iRools/3468/ wel:
known/jwksjson

View Too Launches

Ui s Too!

) IMS GLOBAL’
Y)
'\/

Learning Consortium

R R x
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Step 5: In Platform tab, view your Platform

[ ]
O FFEERLT-PlatformDEFHE=RRLET,

[Manage Platform]# 2 % ZRL . ERLT=[PlatformIh—FZHEELET,
[PlatformJA—K D[ View PlatformJRF 2 EIRLFE T,
@ AU THFAMEREL T, CourselFFREZTEL. BMLET,
[Courses] 7aA—TA > RAVEERLET,
@ [Add Coursel7R2 & EIRLET,

@ Course|FEHRZERTELE T,

[LabellTF AR A AEIZ, BEHLETNILZA A COURSEONZAALET,
[Title]TF A A AEIZ, BHERARILAHI: COURSE TITLE)YZ A ALET,
[ Type of context]7TF A A AEIZ, EHIGEHEW: TEST)ZAHNLEFT,

@ ITSaveﬂT\QD’EE?RL/iTo 39
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Step 5: In Platform tab, view your Platform

X Referencelool x 4+ v - o x @  Referencelool X ReferenceTool X | Referencelool X Referencelool X Referencelool x4

% % S « c O B 5 hitps/ti riimsglobalorg/platiorms/352

v - o x @ | Reforancetool X ReferenceTool X | Referencelcol X Referencatoot
& p 4 &=

% ReferenceTool X Referencelool X Referencelool x4

& m s @ = « c O 8 == htpsy/ii-riimsglobal org/platforms/382

@  Referencelool X ReferenceTool

<« () O 8 = https/ti-riimsglobalorg/platforms/382
Home

Home.

Home.

Context was successfully created.

New platform_context

DA _Platform_Test01 / Courses
Label
COURSE001 DA _Platform_Test01 / Courses
Title
Courses for DA_Platform_Test01 O
These are LTI Courses setup in the platform.
Typsiof context Courses for DA_Platform_Test01

TEST These are LTI Courses setup in the platform

B e

Back

Course

Label: COURSE001
Title: COURSE_TITLE
Type: TEST

(] (0] (o)

e e
rT———

5 IMS GLOBAL' o 0 s 5 IMS GLOBAL' -

Al rights reserved. Priv / Learning Consortium

©2018-2020 IV

Al rights reserved. Pri e ~ / Learning Consortium
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Step 5: In Platform tab, view your Platform

[

]

® PlatformEFIFR REIEICRYEY ,

ANYETDFET =230 - )Mo TIVhI— LB IRIVEZEIRLET,
® V=R VEHEHRTEL., BMLET,

[Resource Links| 7a—T#4 > - R2ZFEIRLET,

[Add Resource Links]J7/RA & ERLET,
D )I—=A) U IEHREEELET,
[Context| T I A I A2 —miba—RAAMLEERLET,
[Title]7TF ACADEIZ, BHREZARILH: Resource TITLEYZAALFET,
[Description]] 7 A A DI, BHEEHRAZANDLET,

[Tool link url |TEERZY—JLEEHI D Tool launch URL IM5aE—LTEHRELE T,

(@ lNLogin initiation url IR %Y — L EEMI DI Tool OIDC Login Initiation URL | AV 53
to - L/—C EQEE Lij_ o

FSavel KA EBIRLET )
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Step 5: In Platform tab, view your Platform

@ | ReferenceTool X | ReferenceTool X | ReferenceTool X ReferenceTool X ReferenceTool x 4+ v = B 22 @ | ReferenceTool X | ReferenceTool X ReferenceTool X ReferenceTool X ReferenceTool x 4+ v - o X

@ O 8 &= https//lti-riimsglobal.org/platforms/3821/resource links/new [\5E4 m s P

n
T

<« c O B =2 httpsy/li-riimsglobal.org/platforms/3821/resource links -5 3 [

IMS GLOBAL : o : i o Logout (TN IMS GLOBAL : Team: DAL Trsning

Learning Tools Interoperability Learning Tools Interoperability S —

New platform_resource_link

DA _Platform_Test01 / Courses / Resource Links

Context Custom claim content
COURSE TITLE -
. Title (this would normally be handled with custom substitution attributes)
Resource Links for
Resource_TITLE Expected format is: {"acolor olor_count': 2} - double quotes
These are LTI Resource Links setup for this course. required
Description
‘Add Resource Link This will add these attributes to the custom claim for this resource link:
Resource_TITLE Description .
"https://purl.insglobal.org/spec/1ti/clain/custom”: {
Tool link url . ve pluen
acolor blue”,
"color_count”: 2

https://lti-riimsglobal.org/Iti/tools/3468/launches R

¥
Login initiation url

O Proctored (via IMS Proctoring Services Specification, default is false)
https://lti-riimsglobal.org/Iti/tools/3468/login_initiations

Role (leave blank for Learner)

[ User identifier only for launch, no Pl such as first name, email etc.

Save

Back

All rights reserved. P

A nes. o o o 5 Qjﬁ* IMS GLOBAL o o o e &= |MS GLOBAL’
=/ mﬁ

Al rights reserved. Privacy Policy | Ter c s Learning Consortium : Q:} IMS GLOBAL®
J 8.9) Leiiihs consariiam
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Step 5: In Platform tab, view your Platform
[ ]

AD PlatformzEIzR REImICERYET
B T DIBackl) 07z EIRLET,
ANYETDFES—230 - Yoo ToYNIA—LRAIR2EERLET,

A [Courses] 7aA—T A - RAVEERLFET,

B SATATLEREERELET,
[View Line Items]/RF % EIRLE T,

[Add Line ItemsJ7R Az ZEIRLE T,
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Step 5: In Platform tab, view your Platform

@ | ReferenceTool X | ReferenceTool X | ReferenceTool X ReferenceTool X ReferenceTool x 4+ v = B 22 @ | ReferenceTool X | ReferenceTool X | ReferenceTool X ReferenceTool X ReferenceTool x 4+ v = B 22

0 vy m 4 P = « (e} 08 54655 line.items [5I0 m 4 P =

//li-ri imsglobal.org/platforms/3621/c.

<« [¢] 06

//li-ri imsglobal.org/platforms/3621/c.

IMS GLOB. ‘ S re ; Rt IMS GLOBAL ‘ S re ; e o Logout (R

(e DAy Learning Tools Interoperability

AL
Learning Tools Interoperability

DA Platform _Test01 / Courses Platforms / Resource Links / Line Items
Courses for DA_Platform_Test01 Line Item for
These are LTI Courses setup in the platform. These are LTI Resource Links setup for this course.

Add Course Add Line Item

- = =

Course L 3 ReferenceTool X ReferenceTool X ReferenceTool X ReferenceTool X ReferenceTool x + v - o X @ ReferenceTool X ReferenceTool X ReferenceTool X ReferenceTool X ReferenceTool x ar v - o X

<« [¢] ti-ri imsglobal.org/pla: m s ®= <« c O B == httpsy/ii-riimsglobal.org/platforms/3821/contexts/54655/line_items/51277 [ S ® =
Label: COURSE001

IMS GLOBAL s 3 IMS GLOBAL p Y A . . . e
Title: COURSE_TITLE Learning Tools Interoperability gone ! ! DI Ty Learning Tools Interoperability bens g Team: DA-LT!-Training
Type: TEST
View Delete New Line Iltem Line item was successfully created.

Resource link Resource link: 74599

Launch Deep Link Flow (OIDC)
Resourceid
Launch Deep Link Flow
Resourceid001

Score maximum

Score maximum: 100

Label: LineltemLabel001

Tag: LineltemTag001

Start Date Time: 2022-12-26 00:00:00 UTC
100 : End Date Time: 2022-12-29 00:00:00 UTC

Lo Edit | Back

' LineltemLabel001

Tag

LineltemTag001

Start date time
2022/12/26

End date time
2022/12/29

Save

Back

All rights reserved. Privacy Policy | Terms of Service

Learning Consortium

© 2018-2020 IMS Global Learning Consortium gﬁ Xy IMS GI_OBAI_D1
)
=/

s s ey Pty oo S ‘ IMS GLOBAL"

All rights reserved. Privac erms c Learning Consortium
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Step 5: In Platform tab, view your Platform

[ ]

AT ATLIERETERELET

[Resource link| ZILE O A= a—MB)Y—R Y% BIRLET,

[Resourceid7F AR A BHEIZ. 8 HEIDA: Resourceid001)Zx AALET,

[Score maximumJ7TFACANFIZ. ZRAAT7((ER)EANILEFT,
ERAAI7IE. null LLSAD 0 KYKEFLVEIE

[Labell 7R A DHIZ. BHGESNIL(H: LineltemLabel001)Z A ALFET,

[TaglTFALAFEIZ, #E4E2T (H: LineltemTag001)Z A AILET,

[Start date time]TF AR A DHEIZ. R BZAL AN AALET,

[End date time] T ¥ XA DEIZ. L THZALU AN AALET,

[Savel R 3z EIRLET,

45



i\ iViS Japan Society

Step 5: In Platform tab, view your Platform
[ ]

@D Platform!E#RZENMEEELFT o

Platform—E&EEmEICEYE Y,

EE TD[Backl) U7z ERLET,

ANYETDFES— a1 )G Platforms]iR 2% ERLET .
Platform&F RS BEImZRRLET .

[PlatformJ—F D[ Edit PlatformJ7RF 2 EIRLE T,

TEDEZEMLET

['Tool Deep Link Service Endpoint | ¥z — LD Tool Deep Link URL 15
HOE—LTERELET,

[JWT Key Set URL J1E#H%"Y—ILEEHID Tool IWT Key Set URL | saE—L
TERELET,

[Savel RFZZIRLET,
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Step 5: In Platform tab, view your Platform

[ ]

PlatformzFHIEE AR IRSN TSI EZHERLFTT,
Platform—EEHEHZRRLET .
{E R L1=[PlatformJA—F D[ View Platforml R 2z ERLET,

QN JY—R)oEHRERTRL., EIFEERLIZ)Y—R) U O%FEZLET,
[Resource Links| 7aA—T A RFZFEIRLET,

(22) EIFEERLI-UY—R) U D1EERAI—F D[ Select User for LaunchJRA 2 Z:ZEIRL

F9.

(23) FIFEERLIZ)Y—R) V1R —F D[ Launch with New User]RA 2 EIRL

F9,

24) EIFEERLTI-UY—R) U D1EEHRA—F D[ Perform LaunchJRA 2 ZEIRLET,

(25) BBRMELLRESNTWLSIFERIE. R—U D E&RIZT Successful Launch | T/ RS
NnNEx9,
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Zh i 1 —H#F2 E): New User Launch

% ReferenceTool X ReferenceTool X ReferenceTool x o+ v - o x @  Referencelool X ReferenceTool X | Referencelool X Referencelool X Referencelool

573621 8 W B < &

@ | ReferenceTool X ReferenceTool

ps://Ii-ri imsglobal.org/platforms/3821/resource links/74599/roster &

bt

imsglobal.org/pla

<« (¢}
IMS GLOBAL Home Team: DA-THTraining {

IMS GLOBAL e ini
Learning Tools Interoperability Home earn: DA-LTLTraining Learning Tools Interoperability

Platforms / DA _Platform Test01 DA _Platform_Test01 / Resource_TITLE / Roster

DA_Platform_Test01 Roster for Resource_TITLE

Edit Platform You may also add other users to the roster below by launching as them

Users in Roster

 J
L 3 .
User vser @ =

Resource Links

L4

Hane Klocko

Name: Abraham Watsica Name: Tynis!

L4
L4
L4
Student: Yes ’ .
L4
L 4
L4

Lemke

Student: Yes

Launch Resource Link (OIDX)

Platform Keys |
@ | Referencelool x| Referencetoo! x | Referencetool X RefersncsTool X Referst

- L 4
Results L
'S 'S =
L

Client Id: client 01 ‘

https://ii-riimsglobal.org/platforms/3821/resource links

« c

Tool Deep Link Endpoint: {{fs:/lt-riimsglobal.org/lti/tools/3468/deep_Ii

e U

OAuth2 Access Token URL: mﬁ Iti-riimsglobal.org/platforms/3821/acqf IMS GLOBAL » Homel

Learning Tools |

0IDC Auth URL: https://Iti- |msq&al org/platforms/3821/authorization:

Platform's public key: -----BEGIN PU &Evr MIBANBgkqhkiGIW0E 8
zp+lql UXggCQaOt BrzyaQy DA_Platform_Test01 / Courses / Resource Links I

/nawxzkmsxwBrLquJQﬂQ»quQkbugK'?LzszqM X72ufghbUSCBZEN
TIVa/ifk2KRKCRENIDQSWVECRDXnbPcyEiuZVuCdaFB380CZmDetEBsyAWB!
23 WRHYVICATQhap8FrWb2GOGHYCZOgsrvua BB 2NMGHKDARDKbWLH3ISH

© 2018-2020
Al rights reserved.

--BEGIN RSA PRIVATE MIIEowIBAAKCA(

Platform’s private key:

Resource Links for COURSE_TITLE

Py These are LTI Resource Links setup for this course. S

* Add Resource Link

Resource Link

Description: Resource_TITLE
Description

Tool URL: https://Iti-
riimsglobal.org/lti/tools
/3468/launches

&
L]
L
L
v
L
Title: Resource TITLE .
e &
L
4
L
L]
L
&

Select User for Launch

- .
g\g IMS GLOBAL

earning Consorti
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—H3EIRFLH): User Launch

© | i Fpe— x | rewent e re— x4 v - o ox P P pe— = p— [Fe— x 4 - o x © | i

DA _Platform_Test01 Resource Links for COURSE_TITLE Roster for Resource_TITLE
Users in Roster
mn
guunn® == Y |

S pun
= Ty

Name: b Vs Name:Tnen Hane Kiocko

Lo

BEGIN PUBLI K.

[T can : ‘ Q:} IMS GLOBAL®

J Learning Consortium

Initiating Login from Tool for Resource_TITLE Make Authentication Request back to Platform DA_Tool_Test017 o e @
Authentication Request Validation from Tool &

1 Spec Notes (OpeniD Connect Spec

&) !IMs GLOBAL

The parameters can either be passed s query parametrs using the The parameters can i T Spec Notes OpeniD Connect Spec Notes rhing Consortium
HITTP GET method orbe passe s HTML form values that ae auto- HITP GET method orbe passed as HTML form valuestht areato-

submitted i the ser Agent, and ths are transrite v the HTTP submited in the User Agen,and ths e tansrited v the HTTP

=/

The parameters can either be. hitps//openid net/specs/or id-connect-core-1.0 himiZAuthRequest

Paremeters Recieved from Tool

response_type: i token (require,the tool must se a value

vedirect_ur: htps:/triimsglobal org/iftools/3463 launches

response. mode: form_post
dient id: client 07

scope: openid (1

sate:
XakgoaorAIC
u o
Xaugation tax0)
NOHIXVI3O:
S ThmoDC
Gt queypaamters beig gt . v .
onoriic ». : sy
55 it rimsglobotory MOMEpLVYIOVY2p JE20ROIHWCT * i KaL-
G OrAsaA e value used to maintainstate between
A1 G MO B 0 A matan siae et the request and the calback
i st sy @ W —

ot ey i the e g i 74seo i_message.hint: 7459 (require,

prompt: none (opticnal, The

prompt none s

nonce: 3GHOBBIBb 01052 o

Learning Consortium

IMS GLOBAL® e (%) IMS GLOBAL' Q;E IMS GLOBAL’

9 Learning Consortium S Learning Consortium N4

& iMs Japan Society
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Conformance Test Tool &2 F B 53

ReferenceTool X D Development Resources | IMS ¢ X

4

O 8 &2 hitps//www.imsglobal.org/development-resources

Common Cartridge

Learning Information Systems

Learning Tools Interoperability
Learning Tools Interoperability
Proctoring Services
Learning Tools Interoperability

Resource Search

OneRoster

Open Badges

Question and Test
Interoperability

About 1EdTech

Specification

Specification

Specification

Specification

Specification

Specification

Specification

Specification

CLR Consumer
CLR Provider
CLR Editor

Valid Test Sets

Common Cartridge
Tools

LIS Tools

Reference
Implementation

LTI-RS Open Source
Resources

Data Files and CSV
Test Sets

Reference
Implementation

Valid Test Sets
Sample Code

Assignment and
Grades v2

Resource Search
Manager

Badge Connect

Technical Activities

B &% @

RECUTU GETumncation Uetdns

Test Suite - Member Validator

Common Cartridge
Certification Process

Test Suite - Sync Agent
Test Suite - Ref Agent

LIS Certification Process

Test Suite

Test Suite

Test Suite -Service Providers

Test Suite -Service Consumers

Test Suite - CSV Validator
Test Suite - Data Providers
Test Suite - Data Consumers

OneRoster Certification
Process

Test Suite

Test Suite - Member Validator

QTI Certification Process

Members

@

&) IMS Japan Society

ReferenceTool X Learning Tools Interoperability (X + v = o X

c O B =@ https//wwwimsglobal.org/lti-certification-suite B & % m < P

Membership  Events  News  Global  Specifications My 1EdTech  Log out

WORKSTREAMS ~ STANDARDS v CERTIFIED PRODUCTS » LEARNING IMPACT ~ LEADERSHIP~

Learning Tools Interoperability (LTI) Certification Suite

The goal of the LTI Certification Test Suite is to encourage interoperable implementations of both systems such as LMSs or portals (Platforms) and External Applications or Content
(Tools)

To achieve certification to the latest version of LTI v1.3 and the LTI Advant3
Services v2.0), viit the test suite here:
https://ltiadvantagevalidator.imsglobal.org/ltiadv/certification.htm

Techmwdl A < Members

[ 3 a

IMS LTI Advantage - Certification 5. X

c O 8 2 hitpsyf

IMS GLOBAL

LTI Advantage

Member User Setup

LTI Advantage Certification Suite -v 1.1.1f

Confirm your contact information below

Your Name Your Email

Takahiro Hata t-hata@imsjapan.org

©2018IMS G

All rights reserved

https://Itiadvantagevalidator.imsglobal.org/ltiadv/index.html

51


https://ltiadvantagevalidator.imsglobal.org/ltiadv/index.html

iViS Japan Society

Conformance Test Results &

https://Itiadvantagevalidator.imsglobal.org/ltiadv/certification.html

» Tests for LTI v1.3 Core:
- 30 TeSt Ca Ses Test Description: No LTI Version Passed in JWT

Test Delivers Launch Without LTI Version

 Tests for Deep Linking:
— 8 Test Cases

* Tests f.or Names a.nd Role
Provisioning Services

— 5 Test Case S
Please Insert Your Log Messages Demonstrating Success or Failure:

11T VAIUS W, THE \ 7 Val/ Ladny IGOR app-gy L » 11IE 139U, 11 IUI_UISPALul_ISYUES L\ 1Y = SE11.UIDP ALl L_ISYUES AN,

\"/var/task/flask_debugtoglbar/_init__py\", line 125, in dispatch_request\\n  return view_fung(**reg.view_args)\\n', " File

. \'/var/task/app.py\", line 174, in launch\\n message_launch_data = message_launch.get_launch_data()\\n,* File \"/var
/task/pyltilp3/message_launch.py\", line 437, in get_launch_data\\n return self._get_jwt body(\\n," File \"/var

/task/pyltilp3/message_launch.py\’, line 290, in _get_jwt_body\\n self.validate()\\n," File \"/var/task/pylti1p3

{
i

Test Options Test Payload Test Results

Submit Result Log From Your Tool Logs

% Py 9% P U U Uy Uy U3 Uy U% 9y 03 §3 99 9% §p Py BB PY 9 VR UM VR PG 7% 0B 09 U@ €% 0% 43 03 O3

, line 275, in validate\\n  return self.validate_stateQ\\\\\\n', ' File \"/var/task/pylti1p3

/message_launch.py\", line 654, in validate_r ge\\n res = validator.validate(jyt_body)\\n',* File \"/var/task/pylti1p3
/message_validators/resource_message.py\", line 8, in validate\\n self.run_common_validators (jut_body)\\n',* File \"/var v
/task/pyltilp3/message_validators/abstract.py\", line 21, in run_common_validators\\n  raise LtiException(\\'Incorrect

version, expected 1.8.0\\)\\n', 'pylti1p3.exception.LtiException: Incorrect version, expected W.S.U\\n'])“\ /A

Submit Log

If You Are Unable To Retrieve Log Messages

Upload Your Screenshot Of The Tool Running To Indicate SUCCESS ONLY:

| BR...| TP AUBERENTVE A

Submit Screenshot

If Your Testing Shows a Failure For This Test, Please Input Message in the the Log Above and Set the Switch to OFF

LT11.3 Assignments and Grades Results

L7113 Grade Book Entries Received
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LTI v1.3 Core Test Cases: 12 Error, 18 Success

3 iViS Japan Society

# Test Name # Test Name # Test Name
1 |NoKID Sent 11 [Launch No resource_link_id 21 [Valid Instructor Email Without Context
KID not passed in JWT Header Launch With Missing resource_link_id Launch Instructor With Email No Context
2 [Incorrect KID Sent 12 |User Claim Invalid 22 |Valid Student Launch
Incorrect KID passed in JWT Header user Claim Missing Launch LTI 1.3 Message as Student
3 |Wrong LTI Version 13 |Valid Instructor Launch 23 |Valid Student Launch with Roles
LTI version passed is not 1.3 Launch LTI 1.3 Message as Instructor Launch Student with Multiple Role Values
4 |Missing LTI Version 14 |Valid Instructor Launch with Roles 24 |Valid Student Launch Short Role
No LTI version passed in claim/version Launch Instructor with Multiple Role Values Launch Student with Short Role Value
5 (Invalid LTI Message 15 [Valid Instructor Launch Short Role 25 |Valid Student with Unknown Role
Message passed is NOT LTI 1.3 JWT Launch Instructor with Short Role Value Launch Student with Unknown Role
6 |Missing JWT Fields 16 [Valid Instructor Launch Unknown Role 26 [Valid Student with No Role
One or more JWT fields missing Launch Instructor with Unknown Role Launch Student With No Role
7 MNWT Timestamps Invalid 17 [Valid Instructor Launch No Role 27 [Valid Student No Names
Exp and lat Fields invalid Launch Instructor With No Role Launch Student Only Email
8 |Message Type Invalid 18 [Valid Instructor Launch Email Only 28 |Valid Student Launch Names Only
message_type Claim Missing Launch Instructor Only Email Launch Student Only Names
9 |Role Claims Invalid 19 |Valid Instructor Launch Names Only 29 |Valid Student Launch No PII
role Claim Missing Launch Instructor Only Names Launch Student No PlI
10 |Deployment Claim Invalid 20 |Valid Instructor No PII 30 |Launch Student Resource Link Only

deployment_id Claim Missing

Launch Instructor No PII

Launch Student Only Resource Link
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@ | ReferenceTool X IMSLTI Advantage - Certification S X+ v = & %
@ | ReferenceTool X IMSLTI Advantage - Certification S X+ v = & %

roduct htrl & ¢ © m £

< (e} O & =2 hups//liachantagevalidatorimsglobalorg/

0 * om < ® < c O e T e e ey

IMS GLOBAL About

LTI Advantage

IMS GLOBAL About

LTI Advantage

Product

LTI Advantage Certification Suite

mber Setup

LTI Advantage Certification Suite -v 1.1.1f

Confirm your contact information below Setup your test configuration data below
Your Name Your Email Product Name Product Version
Takahiro Hata thata@imsjapan.org DA _Tool_Test01 0.5

Product Type

a= OPlatform ~ ® Tool

@ | ReferenceTool X IMSLTI Advantage - Certification S X+ v = &

c 0 8=
-
©20181M g n IMS GLOBAL R @ | Refeenceroo! X | IMS LT Advantage - Cetcation 5 X |+ v - o X

LTI Advantage
c

tips://ltiacantagevalidatorimsglobalorg/1

Allrights reserved. P
O B = https//Hiadvantagevalidatorimsglobal.org/ltitoolinstructions htmi

IMS GLOBAL
arning Consortium LTI Advantage

eserved. Privacy Policy

Instructions

LTI Advantage Certifi 1 Instructions (Tool Testing)

Please Print the Below if this is your First Attempt

Confirm your Company/Group Name below

Company/Group Name

{ imsjapan|

Tool Testing Instructions

@ Q v 1]rs — |+ Bmz-4 v eIz »

LTI® Advantage Certification Suite Instructions

For Tool testing the Certiication Suite is emulating a Learning Platform. As a result we will be
¥ Afewthings to

0
remember.

. You wil be inputting setup information for your Tool that willdictate how we call your
Tool. Itis imperative that data correctly - ty

set the parameters for all testing that s done later

You wil be recording the setup data from the Certfication Suite as you would a new
Learning Platform

I you already have a Course, a Teacher, and a Student in your testing environment you
may insert those values in the selup screens and the suite willattempt to use your
pre-existing values (o do the launches.

The first setup screen requires you to input the OIDC and launch URL values that are required
for g your Tool. Input each of the reat v
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IMS GLOBAL

LTl Advantage

Your Tool Con

Tool End-Point to Receive Launches
ik )
https:/lti-ri imsglobal org/ti/tools/3468/launches

0IDC Login Initiation URL
(Note: this s your toofs OIDC iniition URI)

https:/ti-ri imsglobal.org/ti/tools/3468/login_initiations

Tool OIDC Launch Redirect URL

foryour Tool.

hitps://itriimsglobal org/lt/tools/3468/launches

Tool End-Point to Receive Deep Link Launches

i arl that

https://lti-ri.imsglobal.org/ti/tools/3468/deep_ink_launches

Tool OIDC Redirect Deep Linking URL

1n0IDC for your Toofs Deep Linki

https://itriimsglobal org/lt/tools/3468/deep_link_launches

Start Testing With
(Note: You Should Know What You Are Doing to Sip Core Tsting!)
Deep Linking Linking UI Flow

Names and Roles Service

Assignments and Grades Service

IMS GLOBAL

LTI Advantage

LTI Advantage Certification Suite (Tool Testing)

d the General Details of Platform Settings for Certification Suite

—

Certification Configuration Details

Testing iss Value
(Note: the cert suite will send this value in the OIDC initialization)

https://Itiadvantagevalidator.imsglobal.org

0IDC Auth URL
(Note: this is the URL value for your Tool's OIDC auth call)

https://Iti i imsglobal.org/Ititool/oit L.html

Platform Well-Known/JWKS URL

https://oauth2server.imsglobal.org/jwks

OAuth2 Access Token URL

htps: imsglobal htm!

ortium

Please Choose the Details of the Testing Setup - Platform Test Emulation

Conformance Test Tool 2/3

) IMS GLOBAL

LTI Advantage

About

P

S

atform Configuration Deta

Your Client Id (Record this Valuel)

imstester_fccf968

Service Key Setup:
(Note: You MUST Choose ONE of the options below!)

We Reqire a Private Key From the Platform
@ We Deploy a Tool JWKS
We Provide a PEM Public Key To Platforms

Enter Your Tool's JWKS Server:
(This must provide RS256 JWK values for the provided KID)

https://Iti-i.imsglobal.org/Iti/tools/3468/ well-known/jwks.json

©2018 IMS Global Learning Consortium.
Allrights reserved. Privacy Policy

'S

@

ReferenceTool X IMS LTI Advantage - Certification 51 X |+

c

O 8 == htips: 3 htm! o @

IMS GLOBAL

LTI Advantage

Platform Configuration (PART II1)
LTI Advantage Certification Suite (Tool Testing)

Please Record the Deploymentld for this Cert Suite Testing

&2 IMS Japan Society

Platform Configuration Details

Please Record the Deployment ID

We are only modeling a single-tenant deployment model. The Cert Suite has Provisioned the deployment for this client_id
Record the Deployment ID below.

Deployment Id (Provisioned for Tool Testing)

testdeploy

018 IMS bal Le: Consortium.
Allrights reserved. Policy
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Conformance Test Tool 3/3

@ | ReferenceTool X IMS LTI Advantage - Certfication S X |+

IMS GLOBAL About

LTI Advantage

-
i

« (o} https://Itiadvantagevalidatorimsglobal.org/ltitool/no-back 54 O £

IMS GLOBAL

LTI Advantage

for Learner, Instructor, and Context

User Setup Generate! Test Verifies KID Required in Header
Test Status: NOT RUN
Input Teacher Details Input Student Details
Teacher 1d (LiSquid): 39890 ] Studentd (LS guid: 40899 ]
Teacher FrstName:  [Lauren ] Swudent FirstName: [Carrie ]
TeoohrMiddeNome: [Gaten sucentmicdeNome e ]
TeacherlastNeme  [Haton | swenttostame: vl ]
S — R TestOptions  TestPayload  TestResults
Teacher Email Lehutton@distriet1.com | Student Email clowell@districti.com | —_—

Choose User for Test

Course Setup Student v

]
I

IMS GLOBAL T —Ty
Course Labe! Biology 102
Course d ss03483
Course Type: Setect ype. [ Course Section v
(0ptional) Resource Id bb5d2b5a040b4349261511)

Save Settings

28 s ol Ly G Your Tool Configuration
Custom Variable Name 1 Custom Variable Value 1 - v
Custom Variable Name 2 Custom Variable Value 2
Custom Variable Name 3 Custom Variable Value 3
Custom Variable Name 4 Custom Variable Value 4
Custom Variable Name 5 Custom Variable Value 5

113 At o s et

©2018IMS Globa

Allights reserved. 5 6
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