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• LTI 1.3 開発支援リソース
– LTI 1.3 日本語ガイダンス資料
–開発実装に向けた解説

• 1EdTech LTI 1.3 実装支援ツール
– Reference Implementation : リファレンス・インプリメンテーション : RI
– Conformance Test Tool : コンフォーマンス・テスト・ツール

内容
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LTI 1.3 開発支援リソース
開発実装に向けた解説
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LTI 1.3 開発支援リソース

4

ToolPlatform IMS Security Framework
業界標準技術 : OAuth2.0 , OIDC

Reference Implementation Test Tool: RI
参照実装テストツール

仕様: LTI 1.3 Core, Advantage
データモデル : Claim(JSON)

LTI Bootcamp Materials
オープンソース・ライブラリ

IMS Conformance Test Tool
適合テスト・システム

オープンソース

Moodle
Tao

Sakai

オープンソース

IMS Global
Github

Bootcamp

「信頼できる唯一の情報源 (Single Source of Truth; SSOT)」



LTI Bootcamp Materials
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https://github.com/IMSGlobal/ltibootcamp
•Code Libraries

• PHP Library: 1.3 core + services
• Open Assessment Technologies, TAO's PHP 

Libraries
• 1.3 core
• Deep Linking
• Names & Roles
• Symfony Bundle

• Open University of Catalonia's Java libraries
• LTI 1.3 & LTI Advantage Java Library
• Spring Boot LTI Advantage library
• Java LTI 1.3 Example App

• Unicon Spring Boot Java LTI Advantage 
Demo/starter

• Node JS Library 1.3 Core and Services
• PyLTI 1.3: Python library

Example of usage PyLTI1p3 library 
within Flask framework

オープンスタンダード

オープンソース

コミュニティ

https://github.com/IMSGlobal/lti-1-3-php-library
https://github.com/oat-sa/lib-lti1p3-core
https://github.com/oat-sa/lib-lti1p3-deep-linking
https://github.com/oat-sa/lib-lti1p3-nrps
https://github.com/oat-sa/bundle-lti1p3
https://github.com/UOC/java-lti-1.3
https://github.com/UOC/spring-boot-lti-advantage
https://github.com/UOC/java-lti-1.3-provider-example
https://github.com/Unicon/tool13demo
https://github.com/Cvmcosta/ltijs
https://github.com/dmitry-viskov/pylti1.3


LTI 1.3 実装エンジニアからの共通した質問
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LTI®v1.3の資料は、どこにありますか?
英語ではなく日本語の資料はありませんか?

システム連携の標準知識
(OAuth2.0やOpen ID Connect)は必要ですか?
どのような手順で実装を進めるのが良いですか?

開発用のツールはありますか?



LTI 1.3 日本語ガイダンス資料(案)
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【第1章】LTI®v1.3実装に必要な知識

【第3章】IMS Global LTI®v1.3実装手順ベストプラクティス



ユーザ・ブラウザ

Webシステム

プラットフォーム
Platform

学習管理システム
IMS , LMS , SIS
学習eポータル

Webシステム

ツール
Tool

デジタル教材/ツール
ドリル , 教科書

MEXCBT

先生

学習者

準備

学習

ID 管理 ID 管理

ID連携機能

ディープリンク機能

リソースリンク機能

サービス連携機能

 先生が、Platformに、Tool
が提供するデジタル教材の
ディープリンクを登録する

 ToolとPlatformが
相互に学習履歴な
どの特定のデータ
を送受信する

 利用者が、Platformから、Toolに
ログイン操作なしでID連携する

 利用者が、Platformの
リソースリンクから
Toolにアクセスしてデ
ジタル教材を表示する
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ユーザ・ブラウザ

プラットフォーム
Platform

学習管理システム

セキュリティ認証モデル

ツール
Tool

デジタル教材/ツール

メッセージ
サービス

リソースリンク(SSO , 起動)

Deep Linking v2.0 (DL)機能

Assignment and Grade Services v2.0 (AGS)機能

Names and Role Provisioning Services v2.0 (NRPS)機能

IMS認定
プラットフォーム

必須項目

IMS認定
ツール
区分

Certified

Completed

CORE機能

ADVANTAGE機能
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リソースリンク
(SSO , 起動)

Deep Linking 
v2.0 (DL)機能

Assignment and 
Grade Services 
v2.0 (AGS)機能

Names and Role 
Provisioning 
Services v2.0 
(NRPS)機能

CORE機能 ADVANTAGE機能

LTIv1.3仕様

ISFv1.1仕様

OpenID Connect仕様

メッセージ・セキュリティと
署名

Message Security and 
Message Signing

セキュアWebサービス
Securing Web Services

OpenID Connect 
with JWT-based 

message 
exchanges

OAuth 2.0 
Authorization 
Code Grant 

OAuth 2.0 Client 
Credential Grant

ISF: IMS Security Framework
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ユーザ・ブラウザ

プラットフォーム
Platform

学習管理システム
IMS , LMS , SIS
学習eポータル

ツール
Tool

デジタル教材/ツール
ドリル , 教科書

MEXCBT

事前連携設定 :事前の信頼関係に基づく連携

ID Provider
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ユーザ・ブラウザ

プラットフォーム
Platform

学習管理システム

ツール
Tool

デジタル教材/ツール

ID Token

ID Provider

ツール起動開始

Auth Endpoint Initiate Login
エンドポイント

ID Token 
Endpoint

SSO/Claim

state

セキュリティ認証モデル

サードパーティからのログインの開始(Initiating Login from a Third Party)
暗黙的フロー(インプリシットフロー: Implicit Flow)

リダイレクト
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『プラットフォームとツールとブラウザが、OpenID Connectの「サード
パーティからのログインの開始」と「暗黙的フロー」により安全に、JWTで

メッセージ(id_token)やサービスを送受信して連携する仕組み』

「サードパーティからのログインの開始」と「暗黙的フロー」の具体的なシーケンス

プラットフォームとツールの事前連携設定値

サードパー
ティからの
ログインの

開始

CORE機能、
Advantage
機能に対応
した認証レ
スポンス・
クレームの

作成

ログイン認
証リクエス
トの作成と
リダイレク
ト送信

id_token形
式に変換

(JWS)した
認証レスポ
ンスをツー
ルにPOST

認証レスポ
ンスを検証
しリソース
リンクの起

動
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Tool_YPlatform_X 学習者ブラウザ

Login

My Page

ResourceLink

Tool 初期ログイン
リクエスト

データ(TILR)作成
Platform_A-Tool_A

LTI設定
GET/POST

TILR

Tool 認証リクエスト
データ(AuthR)作成

Redirect

サードパーティ開始ログイン用エンドポイント
3rd party login initiation endpoint 

Redirect
GET/POST

AuthR
プラットフォームOIDC認証エンドポイント
Platform OIDC Authentication endpoint

認証リクエスト検証

認証レスポンス
id_token作成

Redirect

Redirect
POST

Id_token, 
state

ツール起動用(Launch)エンドポイント
redirect_uri

認証レスポンス検証

ResourceLink送信
Display

Tool
Resource

Platform_A-Tool_A
LTI設定

Tool Resource
Target_link_uri

redirect to the target_link_uri

redirect to the target_link_uri

STEP1

STEP2

STEP3

STEP4

JWKS
JSON Web Key 

Set

PKI: Private Key

JWKS
JSON Web Key 

Set

PKI: Private Key

https://platform_x.edu https://tool_y.edu
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Tool 初期ログイン
リクエスト

データ(TILR)作成

Tool 認証リクエスト
データ(AuthR)作成

Redirect

プラットフォームOIDC認証エンドポイント
Platform OIDC Authentication endpoint

認証レスポンス
id_token作成

Redirect

STEP1 STEP2

Tool_YPlatform_X

サードパーティ開始ログイン用エンドポイント
3rd party login initiation endpoint 

ツール起動用(Launch)エンドポイント
redirect_uri

Tool_Y Platform_X Tool_YPlatform_X

STEP3

データ1 データ2 データ3

エンドポイント1(EP1) エンドポイント2(EP2) エンドポイント3(EP3)

{
"iss": "https://platform.edu/platform_iss",
"lti_deployment_id": "Deployment12345",
"login_hint": "userid_12345",
"target_link_uri": "https://tool.edu/lti/tools/54321/launches",
"lti_message_hint": "tool_resourse_0001",
"client_id": "client_54321"
}

{
"response_type": "id_token",
"scope": "openid",
"response_mode": "form_post",
"prompt": "none",
"login_hint": "userid_12345",
"redirect_uri": "https://tool.edu/lti/tools/54321/launches",
"lti_message_hint": "tool_resourse_0001",
"client_id": "client_54321",
"state": "eyJ0eXAiOi",
"nonce": "35cc475ad6f2e26fbaef"
}

{
"iss": "imsjdk3210",
"aud": "client_imsjdk3210",
"iat": 1647435839,
"exp": 1647436139,
"sub": "f1677a48c32a7881fced",
"nonce": "35cc475ad6f2e26fbaef",
"https://purl.imsglobal.org/spec/lti/claim/version": "1.3.0",
"locale": "en-US",
"https://purl.imsglobal.org/spec/lti/claim/message_type": "LtiResourceLinkRequest",
"given_name": "Trena",
"family_name": "Gleichner",
"middle_name": "Medhurst",
"picture": "http://example.org/Trena.jpg",
"email": "Trena.Gleichner@example.org",
"name": "Trena Medhurst Gleichner",
"https://purl.imsglobal.org/spec/lti/claim/deployment_id": "Deployment3210",
"https://purl.imsglobal.org/spec/lti/claim/target_link_uri": "https://tool.edu/lti/tools/2043/launches",
"https://purl.imsglobal.org/spec/lti/claim/resource_link": {
"id": "39368",
"title": "Japanese 101 ResourceLink Title for Students",
"description": "Japanese 101 ResourceLink Description for Students"
}
}
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Tool_YPlatform_X 学習者ブラウザ

Tool 初期ログイン
リクエスト

データ(TILR)作成
Platform_A-Tool_A

LTI設定
GET/POST

TILR サードパーティ開始ログイン用エンドポイント
3rd party login initiation endpoint 

Platform_A-Tool_A
LTI設定

STEP1

{
"iss": "https://platform.edu/platform_iss",
"login_hint": "userid_12345",
"target_link_uri": "https://tool.edu/lti/tools/54321/launches",
"lti_message_hint": "tool_resourse_0001",
"lti_deployment_id": "Deployment12345",
"client_id": "client_54321"
}

• validate_oidc_login: リクエストデータ検証
• 必須クレームがリクエストデータにあるか確認: iss, login_hint
• 事前設定値との比較: (リクエストデータ : レジストレーションデータ)

• {iss : Platform ID}, {lti_deployment_id : DeploymentID}, {client_id : ClientID}
• target_link_url :リソースリンク起動用エンドポイント

16



Tool_YPlatform_X 学習者ブラウザ

Tool 認証リクエスト
データ(AuthR)作成

Redirect

Redirect
GET/POST

AuthR
プラットフォームOIDC認証エンドポイント
Platform OIDC Authentication endpoint

Platform_A-Tool_A
LTI設定STEP2

{
"iss": "https://platform.edu/platform_iss",
"lti_deployment_id": "Deployment12345",
"login_hint": "userid_12345",
"target_link_uri": "https://tool.edu/lti/tools/54321/launches",
"lti_message_hint": "tool_resourse_0001",
"client_id": "client_54321"
}

{
"response_type": "id_token",
"scope": "openid",
"response_mode": "form_post",
"prompt": "none",
"login_hint": "userid_12345",
"redirect_uri": "https://tool.edu/lti/tools/54321/launches",
"lti_message_hint": "tool_resourse_0001",
"client_id": "client_54321",
"state": "eyJ0eXAiOi",
"nonce": "35cc475ad6f2e26fbaef"
}

Tool 初期ログイン
リクエスト

データ(TILR)作成

17



{
"iss": “https://platform.edu",
"aud": "client_54321",
"iat": 1647435839,
"exp": 1647436139,

"sub": "userid_12345",
"nonce": "35cc475ad6f2e26fbaef",
"https://purl.imsglobal.org/spec/lti/claim/version": "1.3.0",
"locale": "en-US",
"https://purl.imsglobal.org/spec/lti/claim/message_type": "LtiResourceLinkRequest",
"given_name": "Trena",
"family_name": "Gleichner",
"middle_name": "Medhurst",
"picture": "http://example.org/Trena.jpg",
"email": "Trena.Gleichner@example.org",
"name": "Trena Medhurst Gleichner",
"https://purl.imsglobal.org/spec/lti/claim/deployment_id": "Deployment3210",
"https://purl.imsglobal.org/spec/lti/claim/target_link_uri": "https://tool.edu/lti/tools/2043/launches",
"https://purl.imsglobal.org/spec/lti/claim/resource_link": {

"id": "tool_resourse_0001",
"title": "Japanese 101 ResourceLink Title for Students",
"description": "Japanese 101 ResourceLink Description for Students"
}
}

Tool_YPlatform_X

認証リクエスト検証

認証レスポンス
id_token作成

Redirect

Redirect
POST

Id_token, 
state

ツール起動用(Launch)エンドポイント
redirect_uri

STEP3

PKI: Private Key

{
"response_type": "id_token",
"scope": "openid",
"response_mode": "form_post",
"prompt": "none",
"login_hint": "userid_12345",
"redirect_uri": "https://tool.edu/lti/tools/54321/launches",
"lti_message_hint": "tool_resourse_0001",
"client_id": "client_54321",
"state": "eyJ0eXAiOi",
"nonce": "35cc475ad6f2e26fbaef"
}

ヘッダー サインペイロード. .

学習者ブラウザ

データ2

データ3

エンドポイント3(EP3)

Id_token JWS(JSON Web Signature)
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Id_token

ヘッダー サインペイロード. .

JWS(JSON Web Signature)
JWT(JSON Web Token)
https://jwt.io/ 

{
"alg": "RS256",
"typ": "JWT"

}

dBRKj9vt3JZWTc7-
tsT6Rftf_7QWGfyrQ7wXMWoFSl1AXPaUrw
zrPmqKSgW7FTprR8NUSG8hf_SHiVmSii88
S90n2E9mz9NavHLLD8ke4Oxjor9DXnw-
iIXimBQ-yFvoZLqRD_U0-
Rk8rQxJvjYqfxk9DpvmnZH2S4e0BSjemqLF
UVExTIfragV0MECwiD6mw8MzK2K-
bDuO8vIU68KwNNws82pASmsBj1riKQbfrf
0sGfViUQLKzZ8Rs6p0VjfcEQi7VjBuO-
aFgT07WTxKonXZlmtlHH2310KX1q2RIQZ
Ms-
pGUXBfdlRhPa2vgDDR2fsBHh0MxpSxfKQ
YW8Dxbg

eyJhbGciOiJSUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJodHRwczovL3BsYXRmb3JtLmV4YW1wbGUub3JnIiwic3ViIjoiYTZkNWM0NDMtMWY1MS00NzgzLWJhMWEtNzY4NmZmZTNiNTRhIiwiYXVkIjpbIjk2M
mZhNGQ4LWJjYmYtNDlhMC05NGIyLTJkZTA1YWQyNzRhZiJdLCJleHAiOjE1MTAxODU3MjgsImlhdCI6MTUxMDE4NTIyOCwibm9uY2UiOiI3ZmU1NDViYi00NTkzLTRhNmEtOGVmMy1lMWJhYTJhMGM2O
TUiLCJuYW1lIjoiTXNKYW5lIE1hcmllIERvZSIsImdpdmVuX25hbWUiOiJKYW5lIiwiZmFtaWx5X25hbWUiOiJEb2UiLCJlbWFpbCI6ImphbmVAZXhhbXBsZS5vcmciLCJodHRwczovL3B1cmwuaW1zZ2xvYmFsLm
9yZy9zcGVjL2x0aS9jbGFpbS9kZXBsb3ltZW50X2lkIjoiMDc5NDA1ODAtYjMwOS00MTVlLWEzN2MtOTE0ZDM4N2MxMTUwIiwiaHR0cHM6Ly9wdXJsLmltc2dsb2JhbC5vcmcvc3BlYy9sdGkvY2xhaW0vbWV
zc2FnZV90eXBlIjoiTHRpUmVzb3VyY2VMaW5rUmVxdWVzdCIsImh0dHBzOi8vcHVybC5pbXNnbG9iYWwub3JnL3NwZWMvbHRpL2NsYWltL3ZlcnNpb24iOiIxLjMuMCIsImh0dHBzOi8vcHVybC5pbXNnbG9i
YWwub3JnL3NwZWMvbHRpL2NsYWltL3JvbGVzIjpbImh0dHA6Ly9wdXJsLmltc2dsb2JhbC5vcmcvdm9jYWIvbGlzL3YyL21lbWJlcnNoaXAjSW5zdHJ1Y3RvciJdLCJodHRwczovL3B1cmwuaW1zZ2xvYmFsLm9
yZy9zcGVjL2x0aS9jbGFpbS9yZXNvdXJjZV9saW5rIjp7ImlkIjoiMjAwZDEwMWYtMmMxNC00MzRhLWEwZjMtNTdjMmE0MjM2OWZkIiwiZGVzY3JpcHRpb24iOiJBbiBhc3NpZ25tZW50IHRoYXQgaXMgYW4g
ZXhhbXBsZSIsInRpdGxlIjoiRXhhbXBsZSBBc3NpZ25tZW50In0sImh0dHBzOi8vcHVybC5pbXNnbG9iYWwub3JnL3NwZWMvbHRpL2NsYWltL2NvbnRleHQiOnsiaWQiOiJjMWQ4ODdmMC1hMWEzLTRiY2Et
YWUyNS1jMzc1ZWRjYzEzMWEiLCJsYWJlbCI6IkVDT1IgMTAxIiwidGl0bGUiOiJFeGFtcGxlIENvdXJzZSIsInR5cGUiOlsiaHR0cDovL3B1cmwuaW1zZ2xvYmFsLm9yZy92b2NhYi9saXMvdjIvY291cnNlI0NvdXJz
ZU9mZmVyaW5nIl19fQ.dBRKj9vt3JZWTc7-tsT6Rftf_7QWGfyrQ7wXMWoFSl1AXPaUrwzrPmqKSgW7FTprR8NUSG8hf_SHiVmSii88S90n2E9mz9NavHLLD8ke4Oxjor9DXnw-iIXimBQ-yFvoZLqRD_U0-
Rk8rQxJvjYqfxk9DpvmnZH2S4e0BSjemqLFUVExTIfragV0MECwiD6mw8MzK2K-bDuO8vIU68KwNNws82pASmsBj1riKQbfrf0sGfViUQLKzZ8Rs6p0VjfcEQi7VjBuO-
aFgT07WTxKonXZlmtlHH2310KX1q2RIQZMs-pGUXBfdlRhPa2vgDDR2fsBHh0MxpSxfKQYW8Dxbg

base64urlEncode
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base64urlEncode 
Header

ドット
.

base64urlEncode
Payload



公開鍵暗号:  (Public-key cryptography)
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• 公開鍵暗号は、「公開鍵」「秘密鍵」の2種類のペアの非対称暗号鍵を使う暗号化方式
• 片方の鍵を使って暗号化したものはそれと対になっているもう一方の鍵を使用しなければ復号できな
い

• 電子署名は電子文書を秘密鍵で暗号化し、公開鍵で復号化されます ペイロード

base64urlEncode 
Header
ドット

.
base64urlEncode

Payload

https://www.networld.co.jp/product/digicert/pro_info/digicert0003/20210101000100.html


Tool_YPlatform_X 学習者ブラウザ

Redirect
POST

Id_token, 
state

ツール起動用(Launch)エンドポイント
redirect_uri

認証レスポンス検証

ResourceLink送信
Display

Tool
Resource

Tool Resource
Target_link_uri

redirect to the target_link_uri

STEP4

JWKS
JSON Web Key 

Set

ヘッダー

サイン

ペイロード

Id_token
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Tool_YPlatform_X 学習者ブラウザ

Login

My Page

Deep Link
Request

Tool 初期ログイン
リクエスト

データ(TILR)作成
Platform_A-Tool_A

LTI設定
GET/POST

TILR

Tool 認証リクエスト
データ(AuthR)作成

Redirect

サードパーティ開始ログイン用エンドポイント
3rd party login initiation endpoint 

Redirect
GET/POST

AuthR
プラットフォームOIDC認証エンドポイント
Platform OIDC Authentication endpoint

認証リクエスト検証

認証レスポンス
id_token作成 Redirect

Redirect
POST

Id_token, state

ツール起動用(Deep Link)エンドポイント
redirect_uri

認証レスポンス検証

JWT 
DeepLinking Response送信

Platform_A-Tool_A
LTI設定

Tool Resource
Target_link_uri

STEP1

STEP2

STEP3 STEP4

JWKS
JSON Web Key Set

PKI: Private Key

JWKS
JSON Web Key Set

PKI: Private Key

https://platform_x.edu https://tool_y.edu

プラットフォームDeep Link Returnエンドポイント
deep_link_return_url endpoint

Redirect 
POST

DeepLinkingResponse

DeepLinking Response
JWT 検証

DeepLinkingResponse
Store

My Page

Deep Link
Response

Deep Link
Selected

&
Return

STEP5

STEP6
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1EDTECH LTI 1.3 実装支援ツール

RI : Reference Implementation
リファレンス・インプリメンテーション
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LTI® v1.3 Reference Implementation Test Tool
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1EdTech 公式開発テストツール

Platform & Tool

https://lti-ri.imsglobal.org/

Core & Advantage 

本プロジェクト用 ID

RI Tool

RI Platform

設定

設定 設定

設定

開発Tool

開発Platform



LTI® v1.3 Reference Implementation Test Tool
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• LTI 1.3のシミュレーション/テストが可能
– Manage Tools
– Manage Platforms
– Generate Keys

• Instructions
– Step 1: Generate public / private key pair
– Step 2: Create Platform (LMS)
– Step 3: Add Deployment to Platform
– Step 4: Add a Tool
– Step 5: In Platform tab, view your Platform

https://lti-ri.imsglobal.org/

RI Tool

RI Platform

設定

設定 設定

設定

開発Tool

開発Platform



1EDTECH LTI 1.3 実装支援ツール

Conformance Test Tool
コンフォーマンス・テスト・ツール
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Conformance Test Results

27

• Tests for LTI v1.3 Core:
– 30 Test Cases

• Tests for Deep Linking:
– 8 Test Cases

• Tests for Names and Role 
Provisioning Services
– 5 Test Cases

• Tests for Assignment and 
Grade Services

https://ltiadvantagevalidator.imsglobal.org/ltiadv/certification.html



IMS RI: LTI Platform properties for setting

28

Platform Name imsjdkpl3210

Platform Tool Client ID client_imsjdk3210

Platform Tool Deployment ID Deployment3210

Platform Public Key Ref. Platform’s Public Key

Platform OIDC Auth URL https://lti-ri.imsglobal.org/platforms/2292/authorizations/new

Platform launch return_url URL https://lti-ri.imsglobal.org/platforms/2292/returns

Platform OAuth2 Access Token URL https://lti-ri.imsglobal.org/platforms/2292/access_tokens

Platform JWT Key Set URL https://lti-ri.imsglobal.org/platforms/2292/platform_keys/2124.json

Platform Private Key Ref. Platform’s Private Key

Platform User Info login_hint: 347462

Platform Context Info lti_message_hint: 39368 

Web Service : Platform X



IMS RI: LTI Tool properties for setting
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Tool Name imsjdk3210

Tool Client ID client_imsjdk3210

Tool Deployment ID Deployment3210

Tool Public Key Ref. Tool’s Public Key

Tool OIDC Login Initiation URL https://lti-ri.imsglobal.org/lti/tools/2043/login_initiations

Tool launch URL https://lti-ri.imsglobal.org/lti/tools/2043/launches

Tool Deep Link URL https://lti-ri.imsglobal.org/lti/tools/2043/deep_link_launches

Tool JWT Key Set URL https://lti-ri.imsglobal.org/lti/tools/2043/.well-known/jwks.json

Tool Private Key Ref. Tool’s Private Key

Tool Context Info(Resource) lti_message_hint: 39368 

Web Service : Tool X



Platform – Tool Properties Pair Comparison

30

Platform Name Tool Name
Tool Client ID

Tool Deployment ID
Platform OIDC Auth URL Tool OIDC Login Initiation URL
Platform launch return_url URL Tool launch URL
Platform OAuth2 Access Token URL Tool Deep Link URL
Platform Private Key Tool Private Key
Platform Public Key Tool Public Key
Platform JWT Key Set URL Tool JWT Key Set URL
Platform User Info N/A
Platform Context Info Tool Context Info(Resource)

Web Service : Tool XWeb Service : Platform X

Input value Generate Keys RI Generate & Assigned



分類
Platform : プラットフォーム Tool : ツール

名称 例 説明 名称 例 説明

ID
iss

registration.issuer http://platform.edu Platform識別URL ID/Name http://tool.edu 識別URL

deployment ID plat001 サブ識別子 Client ID client001 サブ識別子

エンドポイント
URL

OIDC 
Login Initiation URL

https://tool.edu/login_i
nitiations

①初期ログイン
URL

authorization_reque
st_endpoint

OIDC
認証エンドポイント

target_link_url https://tool.edu/launch リソースリンク起動用
エンドポイント

target_link_url https://tool.edu/dl_lau
nch

DeepLink起動用
エンドポイント

launch return_url
URL

OAuth2 Access 
Token URL

PKI JWT Key Set URL jwks_uri JWT Key Set URL jwks_uri

31



Tool_YPlatform_X

LTI®v1.3 RI プラットフォーム LTI®v1.3 RI ツール
STEP1

事前登録設定確認
ツール設定1 プラットフォーム設定1

32



Tool_YPlatform_X 学習者ブラウザ

Login

My Page

ResourceLink

Tool 初期ログイン
リクエスト

データ(TILR)作成
Platform_A-Tool_A

LTI設定
GET/POST

TILR

Tool 認証リクエスト
データ(AuthR)作成

Redirect

サードパーティ開始ログイン用エンドポイント
3rd party login initiation endpoint 

Redirect
GET/POST

AuthR
プラットフォームOIDC認証エンドポイント
Platform OIDC Authentication endpoint

認証リクエスト検証

認証レスポンス
id_token作成

Redirect

Redirect
POST

Id_token, 
state

ツール起動用(Launch)エンドポイント
redirect_uri

認証レスポンス検証

ResourceLink送信
Display

Tool
Resource

Platform_A-Tool_A
LTI設定

Tool Resource
Target_link_uri

redirect to the target_link_uri

redirect to the target_link_uri

STEP1

STEP2

STEP3

STEP4

JWKS
JSON Web Key 

Set

PKI: Private Key

JWKS
JSON Web Key 

Set

PKI: Private Key

https://platform_x.edu https://tool_y.edu
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34
34

ToolPlatform

https://lti-ri.imsglobal.org/
https://support.imsglobal.org/support/solutions/articles/48001182944-how-do-i-work-with-the-lti-reference-
implementation-

Login Req. Send/Back URL w/Data

Launch Req. Send/Back URL w/id_token
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ToolPlatform

https://lti-ri.imsglobal.org/
https://support.imsglobal.org/support/solutions/articles/48001182944-how-do-i-work-with-the-lti-reference-
implementation-

Login Req. Send/Back URL w/Data

Launch Req. Send/Back URL w/id_token



STEP1~3: Tool Resource Link

36

• STEP1:
– Tool link url

• https://lti-
ri.imsglobal.org/lti/tools/2043/launches

– Login initiation url
• https://lti-

ri.imsglobal.org/lti/tools/2043/login_initiations
• STEP2:

– Tool link url
• http://3.113.82.107:8080/launch/

– Login initiation url
• http://3.113.82.107:8080/login/

• STEP3:
– Tool link url

• https://35aqbwtzjl.execute-api.ap-northeast-
1.amazonaws.com/dev/launch/

– Login initiation url
• https://35aqbwtzjl.execute-api.ap-northeast-

1.amazonaws.com/dev/login/

https://lti-ri.imsglobal.org/lti/tools/2043/launches
https://lti-ri.imsglobal.org/lti/tools/2043/login_initiations
http://3.113.82.107:8080/launch/
http://3.113.82.107:8080/login/


STEP1: ‘RI Platform’ to ‘RI Tool’

37

ToolPlatform



STEP2: ‘RI Platform’ to ‘Python Sample Tool’ 

38

Example of usage PyLTI1p3 library within Flask framework

https://stackoverflow.com/questions/67882261/modulenotfounderror-no-module-named-werkzeug-posixemulation


STEP3: ‘RI Platform’ to ‘OBV2 Validator Tool’

39

OBV2-Validate-ToolWeb Service : Platform Reference Implementation

OBV2: Assertion URL

{
"https://purl.imsglobal.org/spec/lti/claim/custom": {

"obv2": "https://badges.imsglobal.org/public/assertions/1geQXkWnQnW0BkWcO3jSPA"
}

}



Generate Keys

40

Platform Public Key Tool Public Key

Platform Private Key Tool Private Key

-----BEGIN PUBLIC KEY-----
MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEA9DGQ2GpzBUYmO1SXblcf
rEk6IADVhSTsN0xstJYzSpzypM/DVa/0AP6Wb1FIOAlfo3wDKCwFMCAOra2Glxmk
OMn7Yg4mR7Ew3johbgxCJTgCmb7+XlvRF9IWqf1WSrbUbqRUcj0vDi+nh/Nj/X34
bZPa18qQMkBEq4S+qpICi1JRlc9IjYM1JN03MsLWk937oY5v32jAaZ07cffXeW7H
nsdgtOmsyzw9VtMYF/YsBaOpv1joHT1nuF/tTOmUkEj8dJAL0RbwjITVoxoMfLgy
T059NslngJXNu4SWmuW8EQ9n2UONrFpugkZF/vDHyQTveu4fIJcVWYU9Sui4COH5
zQIDAQAB
-----END PUBLIC KEY-----

-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----

-----BEGIN PUBLIC KEY-----
MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEApt9yDqsKMsywZd7dm22e
MPm3poPjaKJhzv0zcg9zrZAvpbE2ZoRC/fXSDi6dt7JSDKeBjAm6WoCERc0BpePQ
Wp2HGFuu+USBkXo+fsWSSnqcVFw0S1OppGMfzLkrvXSwDyJm2pu6C/fbSun5Kzan
iWh1nkvebaMt/BiPhF6rR60Itn3aULviZAgMtD41JQKnzouTFU2cCAmzONb7l9zd
U5kFbhpb3X++bAqZDt3F0+mYRvdtU8njJO09kbCbuGRHd/UuPi3F9ghqOeC0ndyM
mLpdxKvCgLDOqJjhVRV7gvE4IBVoLBTKAs7XSP7kV8uHjehnHnem9MO+B5dPRwJ+
EwIDAQAB
-----END PUBLIC KEY-----

-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----

https://lti-ri.imsglobal.org/keygen/index
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• Member User Setup
• Member Company Setup
• Product Setup

42
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ユースケース
学習eポータル Reference Implementation

LTI1.3 Platform
MEXCBT接続テスト環境

LTI1.3 Tool

テスト
選択

テスト
メニュー

準備
メニュー

成績
メニュー

テスト
受験

テスト
レビュー

テスト
レビュー

①

②

③

④

⑤

教員 学習者

LtiDeepLinkingRequest

LtiDeepLinkingResponse

LtiResourceLinkRequest

Score publish service

LtiResourceLinkRequest

テスト
メニュー

テスト
レビュー

Response
Database

①②MEXCBTのテストを検索し、学習eポータルに登録
③学習eポータルに登録されたテストを起動
④テスト結果(点数)をeポータルに返却
⑤テストレビュー(テスト結果詳細表示)を起動
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APPENDIX



LTI Tools: Add or manage Tool 
configurations.
• Name: imsjdk3210
• Client: NOT YET KNOWN
• Private key: Ref. Tool Private key
• Deployment: NOT YET KNOWN
• Keyset url: NOT YET KNOWN
• Oauth2 url: NOT YET KNOWN
• Platform oidc auth url: NOT YET KNOWN

https://lti-ri.imsglobal.org/lti/toolsSTEP1



Tool Step1



Claim Tool : imsjdk3210



LTI Tools: Add or manage Tool 
configurations.
• Name: imsjdk3210
• Client: NOT YET KNOWN
• Private key: Ref. Tool Private key
• Deployment: NOT YET KNOWN
• Keyset url: NOT YET KNOWN
• Oauth2 url: NOT YET KNOWN
• Platform oidc auth url: NOT YET KNOWN
• Tool unique Info: Call Url from Platform (RI: generate by RI)

• Tool launch URL: 
• https://lti-ri.imsglobal.org/lti/tools/2043/launches

• Tool Deep Link URL: 
• https://lti-ri.imsglobal.org/lti/tools/2043/deep_link_launches

• Tool OIDC Login Initiation URL: 
• https://lti-ri.imsglobal.org/lti/tools/2043/login_initiations

• Tool JWT Key Set URL: 
• https://lti-ri.imsglobal.org/lti/tools/2043/.well-known/jwks.json

https://lti-ri.imsglobal.org/lti/toolsSTEP2



New platform
• Name: imsjdkpl3210
• Client: client_imsjdk3210
• Audience: imsjdk3210  Tool Name
• Tool Deep Link Service Endpoint

• https://lti-ri.imsglobal.org/lti/tools/2043/deep_link_launches
• Platform Public Key: Ref. Tool Private key
• Platform Private Key: Ref. Tool Private key
• Must include either a Tool Public Key or JWT Key Set URL

• Tool Public Key
• JWT Key Set URL Tool JWT Key Set URL

• https://lti-ri.imsglobal.org/lti/tools/2043/.well-known/jwks.json

STEP1



Platform Step1



Claim Platform: imsjdkpl3210



New platform
• Name: imsjdkpl3210
• Client: client_imsjdk3210
• Audience: imsjdk3210  Tool Name
• Tool Deep Link Service Endpoint

• https://lti-ri.imsglobal.org/lti/tools/2043/deep_link_launches
• Platform Public Key: Ref. Tool Private key
• Platform Private Key: Ref. Tool Private key
• Must include either a Tool Public Key or JWT Key Set URL

• Tool Public Key
• JWT Key Set URL Tool JWT Key Set URL

• https://lti-ri.imsglobal.org/lti/tools/2043/.well-known/jwks.json
• OAuth2 Access Token URL: 

• https://lti-ri.imsglobal.org/platforms/2292/access_tokens
• OIDC Auth URL: 

• https://lti-ri.imsglobal.org/platforms/2292/authorizations/new

STEP2

https://lti-ri.imsglobal.org/lti/tools/2043/.well-known/jwks.json




New platform
• Name: imsjdkpl3210
• Client: client_imsjdk3210
• Audience: imsjdk3210   Tool Name
• Tool Deep Link Service Endpoint

• https://lti-ri.imsglobal.org/lti/tools/2043/deep_link_launches
• Platform Public Key: Ref. Tool Private key
• Platform Private Key: Ref. Tool Private key
• Must include either a Tool Public Key or JWT Key Set URL

• Tool Public Key
• JWT Key Set URL Tool JWT Key Set URL

• https://lti-ri.imsglobal.org/lti/tools/2043/.well-known/jwks.json

• OAuth2 Access Token URL: 
• https://lti-ri.imsglobal.org/platforms/2292/access_tokens

• OIDC Auth URL: 
• https://lti-ri.imsglobal.org/platforms/2292/authorizations/new 

• Deployment ID: Deployment3210
• well-known/jwks URL 

• https://lti-ri.imsglobal.org/platforms/2292/platform_keys/2124.json

STEP2

https://lti-ri.imsglobal.org/lti/tools/2043/.well-known/jwks.json


OAuth2 Access Token URL: 
https://lti-ri.imsglobal.org/platforms/2292/access_tokens

OIDC Auth URL: 
https://lti-ri.imsglobal.org/platforms/2292/authorizations/new









Resource Links for Instructor



Resource Links for Student



Execute Resource Link 1



Execute Resource Link 2



Launch Student Resource Link Flow

Tool

Platform



Authentication Request: Paremeters
Recieved from Tool• scope: openid (required, must contain the openid scope value) 

• response_type: id_token (required, the tool must use a value of id_token) 
• response_mode: form_post (required, tools and platforms must support a value of 

form_post) 
• prompt: none (optional, The tool should use a value of none. In the future a re-launch flow 

may support additional values being used here) 
• client_id: client_imsjdk3210 (required, client identifier valid at the Platform) 
• redirect_uri: https://35aqbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/launch/

(required, This URI must exactly match a value pre-registered with the platform) 
• login_hint: 347983 (required, tools and platforms must support a value of form_post) 
• lti_message_hint: 39399 (required, a platform opaque identifier identifying the user to login) 
• state: state-c2dd39dc-e57b-4bff-b4a5-c50dc8f71bf3 (required, opaque value used to 

maintain state between the request and the callback) 
• nonce: 633a8b6595074d96a8fa9b455ce7199ab2d4d1c6e2e711eba88bfa98254733f2

(optional, string value used to associate a client session with an ID token, and to mitigate 
replay attacks) 





LTI Conformance Test Error Message:https://ltiadvantagevalidator.imsglobal.org/ltiadv/certificatio
n.html

{
"badtestonly": "12345",
"alg": "RS256"

}

Test Description: KID not passed in JWT 
Header
Test Verifies KID Required in Header
Test Status: NOT RUN

Jwt.io
Decode
Header

https://opennccchelp.nccommunitycolleges.edu/support/solutions/articles/42000082518-lti-1-3-troubleshooting-and-technical-documentation-for-opennccc

https://community.brightspace.com/s/article/LTI-Advantage-Developer-FAQ-s

A: Kid should only ever be included in the header and not in the payload.



LTI v1.3 and LTI Advantage Certification Test Suite

• Tests for LTI v1.3 Core:
• 30 Test Cases

• Tests for Deep Linking:
• 8 Test Cases

• Tests for Names and Role Provisioning Services
• 5 Test Cases

• Tests for Assignment and Grade Services

https://ltiadvantagevalidator.imsglobal.org/ltiadv/certificatio
n.htmlLearning Tools Interoperability Advantage Conformance Certification 

Guide
IMS Final Release
Version 1.3
https://www.imsglobal.org/spec/lti/v1p3/cert/



LTI Conformance Test: Setting 1https://ltiadvantagevalidator.imsglobal.org/ltiadv/certificatio
n.html

• Member User Setup
• Member Company Setup
• Product Setup



LTI Conformance Test: Setting 2

Your Client Id (Record this Value!):
Ver. 0.5 == imstester_b926442

Ver. 0.6 == imstester_eb058e7

Deployment Id: 
testdeploy

Start Testing With: None

https://35aqbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/login/
https://35aqbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/launch/

Certification Configuration Details
Testing iss Value: 
https://ltiadvantagevalidator.imsglobal.org
OIDC Auth URL: 
https://ltiadvantagevalidator.imsglobal.org/ltitool/oidcauthurl.html
Platform Well-Known/JWKS URL: 
https://oauth2server.imsglobal.org/jwks
OAuth2 Access Token URL: 
https://ltiadvantagevalidator.imsglobal.org/ltitool/authcodejwt.html

Enter Your Tool's JWKS Server:
https://35aqbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/jwks/



LTI v1.3 Core Test Cases: 12 False, 18 True
# Test Name # Test Name # Test Name
1 No KID Sent 11 Launch No resource_link_id 21 Valid Instructor Email Without Context

KID not passed in JWT Header Launch With Missing resource_link_id Launch Instructor With Email No Context
2 Incorrect KID Sent 12 User Claim Invalid 22 Valid Student Launch

Incorrect KID passed in JWT Header user Claim Missing Launch LTI 1.3 Message as Student
3 Wrong LTI Version 13 Valid Instructor Launch 23 Valid Student Launch with Roles

LTI version passed is not 1.3 Launch LTI 1.3 Message as Instructor Launch Student with Multiple Role Values
4 Missing LTI Version 14 Valid Instructor Launch with Roles 24 Valid Student Launch Short Role

No LTI version passed in claim/version Launch Instructor with Multiple Role Values Launch Student with Short Role Value
5 Invalid LTI Message 15 Valid Instructor Launch Short Role 25 Valid Student with Unknown Role

Message passed is NOT LTI 1.3 JWT Launch Instructor with Short Role Value Launch Student with Unknown Role
6 Missing JWT Fields 16 Valid Instructor Launch Unknown Role 26 Valid Student with No Role

One or more JWT fields missing Launch Instructor with Unknown Role Launch Student With No Role
7 JWT Timestamps Invalid 17 Valid Instructor Launch No Role 27 Valid Student No Names

Exp and Iat Fields invalid Launch Instructor With No Role Launch Student Only Email
8 Message Type Invalid 18 Valid Instructor Launch Email Only 28 Valid Student Launch Names Only

message_type Claim Missing Launch Instructor Only Email Launch Student Only Names
9 Role Claims Invalid 19 Valid Instructor Launch Names Only 29 Valid Student Launch No PII

role Claim Missing Launch Instructor Only Names Launch Student No PII
10 Deployment Claim Invalid 20 Valid Instructor No PII 30 Launch Student Resource Link Only

deployment_id Claim Missing Launch Instructor No PII Launch Student Only Resource Link



Test Results: No.1 ~ No.12 (Error Case)# Test Name Error Message Error Log
No KID Sent

KID not passed in JWT Header
Incorrect KID Sent

Incorrect KID passed in JWT Header
Wrong LTI Version

LTI version passed is not 1.3
Missing LTI Version

No LTI version passed in claim/version
Invalid LTI Message

Message passed is NOT LTI 1.3 JWT
Missing JWT Fields

One or more JWT fields missing
JWT Timestamps Invalid

Exp and Iat Fields invalid
Message Type Invalid

message_type Claim Missing
Role Claims Invalid

role Claim Missing
Deployment Claim Invalid

deployment_id Claim Missing
Launch No resource_link_id

Launch With Missing resource_link_id
User Claim Invalid

user Claim Missing

"{'message': 'An uncaught exception happened while servicin                                                                                                          

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

"{'message': 'An uncaught exception happened while servicin                                                                                                                         

pylti1p3.exception.LtiException: Can't decode id_token: Signature has expired

pylti1p3.exception.LtiException: Invalid message type

pylti1p3.exception.LtiException: Missing Roles Claim

pylti1p3.exception.LtiException: deployment_id is not set in jwt body

pylti1p3.exception.LtiException: Missing Resource Link Id

pylti1p3.exception.LtiException: Must have a user (sub)

pylti1p3.exception.LtiException: JWT KID not found

pylti1p3.exception.LtiException: Unable to find public key

pylti1p3.exception.LtiException: Incorrect version, expected 1.3.0

pylti1p3.exception.LtiException: Incorrect version, expected 1.3.0

pylti1p3.exception.LtiException: Invalid id_token, JWT must contain 3 parts

pylti1p3.exception.LtiException: Invalid message type

9

10

7

8

5

6

3

4

1

11

2

12



pylti1p3.exception.LtiException: JWT KID 
not found

"{'message': 'An uncaught exception happened while servicing this request. 
You can investigate this with the `zappa tail` command.', 'traceback': 
['Traceback (most recent call last):¥¥n', ' File ¥"/var/task/handler.py¥", line 
540, in handler¥¥n with Response.from_app(self.wsgi_app, environ) as 
response:¥¥n', ' File ¥"/var/task/werkzeug/wrappers/base_response.py¥", 
line 287, in from_app¥¥n return cls(*_run_wsgi_app(app, environ, 
buffered))¥¥n', ' File ¥"/var/task/werkzeug/test.py¥", line 1096, in 
run_wsgi_app¥¥n app_rv = app(environ, start_response)¥¥n', ' File 
¥"/var/task/zappa/middleware.py¥", line 55, in __call__¥¥n response = 
self.application(environ, encode_response)¥¥n', ' File 
¥"/var/task/flask/app.py¥", line 2464, in __call__¥¥n return 
self.wsgi_app(environ, start_response)¥¥n', ' File ¥"/var/task/app.py¥", line 
33, in __call__¥¥n return self.app(environ, start_response)¥¥n', ' File 
¥"/var/task/flask/app.py¥", line 2450, in wsgi_app¥¥n response = 
self.handle_exception(e)¥¥n', ' File ¥"/var/task/flask/app.py¥", line 1867, 
in handle_exception¥¥n reraise(exc_type, exc_value, tb)¥¥n', ' File 
¥"/var/task/flask/_compat.py¥", line 39, in reraise¥¥n raise value¥¥n', ' File 
¥"/var/task/flask/app.py¥", line 2447, in wsgi_app¥¥n response = 
self.full_dispatch_request()¥¥n', ' File ¥"/var/task/flask/app.py¥", line 1952, 
in full_dispatch_request¥¥n rv = self.handle_user_exception(e)¥¥n', ' File 
¥"/var/task/flask/app.py¥", line 1821, in handle_user_exception¥¥n 
reraise(exc_type, exc_value, tb)¥¥n', ' File ¥"/var/task/flask/_compat.py¥", 
line 39, in reraise¥¥n raise value¥¥n', ' File ¥"/var/task/flask/app.py¥", line 
1950, in full_dispatch_request¥¥n rv = self.dispatch_request()¥¥n', ' File 
¥"/var/task/flask_debugtoolbar/__init__.py¥", line 125, in 
dispatch_request¥¥n return view_func(**req.view_args)¥¥n', ' File 
¥"/var/task/app.py¥", line 174, in launch¥¥n message_launch_data = 
message_launch.get_launch_data()¥¥n', ' File 
¥"/var/task/pylti1p3/message_launch.py¥", line 437, in 
get_launch_data¥¥n return self._get_jwt_body()¥¥n', ' File 
¥"/var/task/pylti1p3/message_launch.py¥", line 290, in _get_jwt_body¥¥n 
self.validate()¥¥n', ' File ¥"/var/task/pylti1p3/message_launch.py¥", line 
275, in validate¥¥n return self.validate_state()¥¥¥¥¥¥n', ' File 
¥"/var/task/pylti1p3/message_launch.py¥", line 614, in 
validate_jwt_signature¥¥n public_key = self.get_public_key()¥¥n', ' File 
¥"/var/task/pylti1p3/message_launch.py¥", line 512, in get_public_key¥¥n 
raise LtiException(¥"JWT KID not found¥")¥¥n', 
'pylti1p3.exception.LtiException: JWT KID not 
found¥¥n']}"



LTI Conformance Test Error Message:https://ltiadvantagevalidator.imsglobal.org/ltiadv/certificatio
n.html

{
"badtestonly": "12345",
"alg": "RS256"

}

Test Description: KID not passed in JWT 
Header
Test Verifies KID Required in Header
Test Status: NOT RUN

Jwt.io
Decode
Header

https://opennccchelp.nccommunitycolleges.edu/support/solutions/articles/42000082518-lti-1-3-troubleshooting-and-technical-documentation-for-opennccc

https://community.brightspace.com/s/article/LTI-Advantage-Developer-FAQ-s

A: Kid should only ever be included in the header and not in the payload.





Certification Configuration Details
Testing iss Value
(Note: the cert suite will send this value in the OIDC initialization)
https://ltiadvantagevalidator.imsglobal.org

OIDC Auth URL
(Note: this is the URL value for your Tool's OIDC auth call)
https://ltiadvantagevalidator.imsglobal.org/ltitool/oidcauthurl.html

Platform Well-Known/JWKS URL
https://oauth2server.imsglobal.org/jwks

OAuth2 Access Token URL
https://ltiadvantagevalidator.imsglobal.org/ltitool/authcodejwt.html

Platform Configuration Details
Your Client Id (Record this Value!)
imstester_fbe1c43

Service Key Setup:
(Note: You MUST Choose ONE of the options below!)
Enter Your Tool's JWKS Server:
(This must provide RS256 JWK values for the provided KID)
https://lti-ri.imsglobal.org/platforms/2292/platform_keys/2124.json
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