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LTI Bootcamp Materials

*Code Libraries

PHP Library: 1.3 core + services

Open Assessment Technologies, TAO's PHP
Libraries
* 1.3 core
* Deep Linking
* Names & Roles
* Symfony Bundle
Open University of Catalonia's Java libraries
LTI 1.3 & LTI Advantage Java Library
* Spring Boot LTI Advantage library
e Java LTl 1.3 Example App
Unicon Spring Boot Java LTI Advantage

Demo/starter

Node JS Library 1.3 Core and Services

PyLTIl 1.3: Python library

https://github.com/IMSGlobal/ltibootcamp

PyLTI1p31.9.1

pip install PyLTI1p3 N

Example of usage PyLTI1p3 library
within Flask framework
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https://github.com/IMSGlobal/lti-1-3-php-library
https://github.com/oat-sa/lib-lti1p3-core
https://github.com/oat-sa/lib-lti1p3-deep-linking
https://github.com/oat-sa/lib-lti1p3-nrps
https://github.com/oat-sa/bundle-lti1p3
https://github.com/UOC/java-lti-1.3
https://github.com/UOC/spring-boot-lti-advantage
https://github.com/UOC/java-lti-1.3-provider-example
https://github.com/Unicon/tool13demo
https://github.com/Cvmcosta/ltijs
https://github.com/dmitry-viskov/pylti1.3
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Platform_ X

https://platform x.edu

Platform_A-Tool A
LTIERE

Tool MERL 7 A ~
o ITX bk
7 — & (TILR)ERK,

72 v b7 4 —LOIDCFIAET >~ KA~ b

Platform OIDC Authentication endpoint

[ PKI: Private Key ]

JWKS

JSON Web Key
Set

FaEY 7 T X MREE

¥

SREFL RR v R
id tokenfERX
Redirect
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https://tool_y.edu

redirect to the target_link_uri

Tool FBEEY 7 T X k
T — X (AuthR)1E Rk

Y—FRX=FT 4B TA VATV FRA b
3rd party login initiation endpoint
J

Platform_A-Tool A

\
Login
J
\
My Page
<. ..... -
Resourcelink
- J
4 N
GET/POST
TILR
-

Redirect
GET/POST
AuthR
Redirect
POST
Id_token,
state

Display
Tool
Resource

Redirect LTIEXE

PKI: Private Key

redirect_uri

JSON Web Key

v —Lieg A (Launch)T > FRA >~ b
[ Set

|
JWKS }

EBEF L XK RAREF

ﬁf //
Tool Resource
Target link_uri

STEP4

ResourcelLinki®{E

redirect to the target_link_uri
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STEP1 STEP2 STEP3

Platform X Platform X Platform X

Y—RN—T4RBOT AV BAIURRAUb
3rd party login initiation endpoint

IRERAMMEPT)

Tool #EAOS 1>
JHITR
F—A(TILRERK

v

"iss”: "https://platform.edu/platform_iss”,

TS5y I+ —LOIDCERIETURRA -

Tool ZREEV VTR
F—AR(AuthRE X
Redirect

“response_type”: “id_token”,
“scope”: “openid”,
“response_mode”: “form_post”,

“Iti_deployment_id”: “Deployment12345”, “prompt”: “none”,

“login_hint”: “userid_12345",

“target_link_uri”:

“client_id”: “client 54321”
}

https://tool.edu/Iti/tools/54321/launches”,
“Iti_message_hint”: “tool_resourse_0001”,

“login_hint”: “userid_12345",

r

“client_id”: “client 54321",
“state”: “eyJ0eXAiOi”,

“nonce”: “35cc475ad6f2e26fbaef”

}

“redirect_uri”: “https://tool.edu/Iti/tools/54321/launches”,
“Iti_message_hint”: “tool_resourse_0001”,

Y—LEEI A(Launch) TV RFRA 2k

Platform OIDC Authentication endpoint redirect_uri

IRERAUF2EP2)

I RARA2F3(EPI)

>

FREIL AR R
id_tokenfE Rk
Redirect

“iss”: “imsjdk3210”,

“aud”: “client_imsjdk3210”,

“iat”: 1647435839,

“exp”: 1647436139,

“sub”: "f1677a48c32a7881fced”,

“nonce”: “35cc475ad6f2e26fbaef”,
“https://purl.imsglobal.org/spec/Iti/claim/version”: “1.3.0”,

“locale”: “en-US”,

“https://purl.imsglobal.org/spec/Iti/claim/message_type”: “LtiResourcelinkRequest”,
“given_name”: “Trena”,

“family_name”: “Gleichner”,

“middle_name”: “Medhurst”,

“picture”: “http://example.org/Trenajpg”,

“email”: “Trena.Gleichner@example.org”,

“name”: “Trena Medhurst Gleichner”,
“https://purl.imsglobal.org/spec/Iti/claim/deployment_id”: “Deployment3210”,
“https://purl.imsglobal.org/spec/Iti/claim/target_link_uri”: “https://tool.edu/Iti/tools/2043/launches”,
“https://purl.imsglobal.org/spec/Iti/claim/resource_link”: {

“id”: “39368",

“title”: “Japanese 101 ResourceLink Title for Students”,

“description”: “Japanese 101 ResourceLink Description for Students”

15



STEP1
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Toolu%];,\ili;\i/f > GET/POST
5 — 2 (TILR)fERk e

“iss”: "https://platform.edu/platform_iss”,

“login_hint”: “userid_12345",

“target_link_uri”: “https://tool.edu/Iti/tools/54321/launches”,
“Iti_message_hint”: “tool_resourse 0001,

“Iti_deployment_id”: “Deployment12345”,
“client_.id”: “client 54321”

Platform X

N —t—

@ IMS Japan Society

Y—FRX=T AR ITA AT FRA b
3rd party login initiation endpoint

« validate oidc_login: U Z T X b 5 — X &3
e WBIL—LNYIITRXMNT—RIZHDHHER: iss, login_hint
e FRIREELEOHB: (VI IZTAMNT—XR:LYRAML—Y 30y T—4%)

« {iss: Platform ID}, {Iti_deployment id : DeploymentID}, {client_id : ClientID}

e target link url:U Yy —XU v IEEHEITY FRA > b

16
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Platform_ X Tool Y
Redirect Tool FEEY 7 T X b
77w b 7% —LOIDCERRET ¥ FRA > b GET/POST 7 — & (AuthR) e AL Platform_A-Tool A
Platform OIDC Authentication endpoint AuthR STEP?2 Redirect LTIEXE

Tool MMEAL 7' A ~

Do TR b
=4 (TILR)fE5
{
“response_type”: “id token”,

{

” V{4 7”7

iss”: “https://platform.edu/platform_iss”,
“Iti_deployment_id”: “"Deployment12345~,
“login_hint”: “userid_12345",
“target_link_uri”: “https://tool.edu/Iti/tools/54321/launches”,
“Iti_ message_hint": “tool resourse 0001”,
“client_id”: “client_54321"
}

”7 V{4

“scope”: “openid”,
“response_mode”: “form_post”,
“prompt”: “none”,
“login_hint”: “userid_12345",
“redirect_uri”: “https://tool.edu/Iti/tools/54321/launches”,
“Iti_message_hint": "tool_resourse_0001",
“client_id”: “client_54321",
“state”: “eyd0eXAiOi”,
“nonce”: “35cc475ad6f2e26fbaef”

17
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FOaEY 7 T X MREE

FEET VY
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\/|

I

ool

v —Lieg A (Launch)T> KR4 >~ b

HEAFL ARV X nggeTCt redirect_uri
PKI: Private Key id_tokentEpk Id token
Redirect State ’

3 |

iss”: “https://platform.edu”,
“aud”: “client_54321",
“iat”: 1647435839,
“exp”: 1647436139,
“sub”: “userid_12345",
“nonce”: “35cc475ad6f2e26fbaef”,
“https://purl.imsglobal.org/spec/Iti/claim/version”:
“locale”: “en-US”,
“https://purl.imsglobal.org/spec/Iti/claim/message_type”: “LtiResourcelLinkRequest”,
“given_name”: “Trena”,
“family_name”: “Gleichner”,
“middle_name”: “Medhurst”,
“picture”: “http://example.org/Trena jpg”,
“email”: “Trena.Gleichner@example.org”,
“name”: “Trena Medhurst Gleichner”,
“https://purl.imsglobal.org/spec/Iti/claim/deployment_id”: “Deployment3210”,

130",

“https://purl.imsglobal.org/spec/Iti/claim/target_link_uri”: “https://tool.edu/Iti/tools/2043/launches”,

“https://purl.imsglobal.org/spec/Iti/claim/resource_link”: {

“id”: "tool_resourse_0001",

“title”: “Japanese 101 ResourceLink Title for Students”,
“description”: “Japanese 101 ResourceLink Description for Students”

—

T—%3

N J

T FRA > F3(EP3)

{

“response_type”: “id_token”,

“scope”: “openid”,

“response_mode”: “form_post”,
“prompt”: “none”,

“login_hint”: “userid_12345",
“redirect_uri”: “https://tool.edu/Iti/tools/54321/launches”,
“Iti_message_hint”: “tool_resourse_0001",
“client_id”: “client_54321",

“state”: “eyJ0eXAiOi”,

“nonce”: “35cc475ad6f2e26fbaef”

}

d_token T JWS(JSON Web Signature)

T

NAA—F

18



JWS(JSON Web Signature)
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base64urlEncode | |d token JWTUSON Web Token)

A https://jwt.io/

T

RAA—=F

{

"alg": "RS256",
Iltypll . ||JWT||

}

“iss" “https.// platformedu”,

“aud”: “client_54321",

“iat”: 1647435839,

“exp’ 16474361 39,

“sub” “userid 123457,

“monce”: " 35004 75 adsf2e2Bflact”,

" https/ S purlimsgokal org/spe ot clairmAversion T "1 3.07,

“locale”: “errUs”,

" https/ S purlimsgobalorg/spe ot claim/ me ssage_type” 7 LtiResourcelinkRequest”,

“given_narmme’: “Trena”,

“family_name”: " Gleichner”,

“rriddle_name”: " Medhurst”,

“picture” " http Yexample org/ Trera. jpg”,

“ermail” " TrenaGleichner@example org”,

“rarme” ;" Trena Medhurst Gleichrer”,

" https S purlimsgobalorgdspe ot claimddeglovment_id” " Deployme nt3210°,

" https S purlirmsgobal.orgspe ot clalmtarget_link ud” T httess/ A too Ledud 1t Atoolks 2043 launches”,
" https:/ / purlimsgobal org/spe o/lti/ claim/ resource link”:{

“id": " tool_resourse 0001
“title” " Japanese 101 Resourcelink Title for Students”™,
“descrption”: " Japanese 1 01 Resourcelink Descriptionfor Students™

[ base64urlEncode J NOAS [

Payload

baseb4urlEncode J

Header
Y

el

dBRKjOvt3JZWTc7-
tsTORftf_7QWGTyrQ7wXMWoFSITAXPaUrw
2rPmgKSgW7FTprRENUSG8hf_SHiVmSIii88
S90n2E9mz9NavHLLD8ke4Oxjord9DXnw-
iIXimBQ-yFvoZLgRD_UO0-
Rk8rQxJvjYqfxk9DpvmnZH254e0BSjemqlLF
UVExTIfragVOMECwiD6mw8MzK2K-
bDuO8vIUGBKWNNws82pASmsBjl1riKQbfrf
0sGfViUQLKzZ8Rs6p0OVjfcEQi7VjBuO-
aFgTO7TWTxKonXZImtIHH2310KX1g2RIQZ
Ms-
pGUXBfdIRhPa2vgDDR2fsBHhOMxpSxfKQ
YW8Dxbg

eyJhbGciOiJSUzIINilsInR5cCl6lkpXVCJ9.eylpec3MiOiJodHRwczovL3BsYXRmb3JtLmVAYWIwbGUub3Jnliwic3ViljoiYTZKNWMONDMtMWY1MS00NzgzL WIhMWEENzYANMZmZTNINTRhliwiYXVkljpbljkZM
MZhNGQALWIJYmYtNDIhMCO5SNGIYyLTIKZTATYWQyNzRhZiJdLCJIeHAIOJEIMTAXODU3MjgsImlhdCIEMTUXxMDEANTIyOCwibm9uYZ2UiOilI3ZmUINDViYiOONTkzLTRhANmEtOGVmMy1IMWIhYTIJhMGM20
TUILCJuYW1HjoiTXNKYWSIIEThemllERvZSIsImdpdmVuX25hbWUiOIKYWSIliwiZmFtaWx5X25hbWUIOIJEb2UiLCIIbWFpbCl6ImphbmVAZXhhbXBsZS5vemciLCJodHRwczovL3BlemwuaW1lzZ2xvYmFsLm
9yZy9zcGVjL2x0aS9jbGFpbS9kZXBsb3ItZW50X2IkljoiMDc5NDATODALYjMwOSOOMTVILWEZNZMtOTEOZDMANZ2MxMTUwliwiaHROcHM6LY9wdXJsLmltc2dsb2JhbChvemeve3BIYy9sdGkvY2xhaWOvbWV
zc2FnZV90eXBIljoiTHRpUmMVzb3VyY2VMaWbsrUmVxdWVzdClsImh0dHBzOi8vcHVybC5pbXNnbG9iYWwub3JnL3NwZWMvbHRpLZNsYWItL3ZIcnNpb24i0ilxLjMuMClsImh0dHBzOi8veHVybC5pbXNnbG9i
YWwub3JnL3INWZWMvbHRpL2NsYWItL3JvbGVzljpblmhOdHAGLYIwdXJsLmltc2dsb2JhbChvemevdm9jYWIvbGlzL3YyL21IbWJlcnNoaXAjSW5bzdHI1Y3RveildLCJodHRwczovL3BlemwuaW1zZ2xvYmFsLm9
yZy9zcGVjL2x0aS9jbGFpbS9yZXNvdXJjZV9saWbrljp7ImlkljoiMjAwZDEWMWYtMmMxNCOOMzRhLWEWZjMINTdjMmEOMjM20WZkliwiZGVzY3JpcHRpb24i0ilBbiBhc3NpZ25tZW50IHRoYXQgaXMgYW4g
ZXhhbXBsZSIsInRpdGxlIljoiRXhhbXBsZSBBc3NpZ25tZW50In0sImh0dHBzOi8veHVybC5pbXNnbGiYWwub3JnL3NwZWMvbHRpLZNsYWItLZNvbnRIeHQiOnsiaWQiOiJjMWQ40DdmMCIhMWEZLTRIY2Et
YWUyNS1jMzc1ZWRjYzEzMWEILCJsYWJIbCI6IkVDT1IgMTAxIiwidGI0bGUiOiJFeGFtcGxIIENvdXJzZSIsInR5cGUiOlsiaHROcDovL3BlecmwuaW1zZ2xvYmFsLm9yZy92b2NhYi9saXMvdjlvY291cnNIIONvdX)z
ZU9mZmVyaWbnll19fQ.dBRKjIvt3JZWTc7-tsTOoRftf_7TQWGTyrQ7wXMWoFSITAXPaUrwzrPmaKSgW7FTprRENUSG8hf_SHiVmSIii88S90n2E9mzI9NavHLLD8ke4Oxjor9DXnw-ilXimBQ-yFvoZLgRD_UO-
Rk8rQxJvjYqfxk9DpvmnZH2S4e0BSjemqLFUVEXTIfragVOMECwiD6mw8MzK2K-bDuO8vIU68KWNNws82pASmsBjlriKQbfrf0sGfViUQLKzZ8Rs6p0VjfcEQi7VjBuO-
aFgTO7TWTxKonXZImtIHH2310KX1q2RIQZMs-pGUXBfdIRhPa2vgDDR2fsBHhOMxpSxfKQYWS8Dxbg
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. )(i?'i@ﬁ@%‘:@j‘c 5L ULIZEDEFZNEM (TR TVDE S —HD#EZER UAITNIEIES TSR

- EBEFEREAEFXEEMEHETIESILL. AREETESILINET

NAA—F

hitps://platform edu”,

userid 12345,

“nonce”;“35ccA75adb 226 mef

“https:// purlimsgo bal org/spe o It/ claim/ versior’': "1 3.0°,

“locake”: “emUS",

“https://purl imsgiobal org/spec/Iti/ claim/ message._type - LtiResourceLinkRequest ",
rena’,

3 Medhurst”,
“picturs” :“http://example org/Trera.jog”,
“email’:“ TrenaGlsichner@example org’,

base64urlEncode
Header

N

name”:“ Trena Medhurst Gleichrer”,
“https://purl, ploymert_id”:"
tps:// purlimsglobal org/spe o/ It/ claim/targst link uri”:

dBRKjOVE3JZWTc7-

De o,
https://tooledu/Iti/tooks/2043/launches”,

base64urlEncode
Payload

eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9.eyJpc3MiOi)
odHRwczovL3BsYXRmb3JtLmV4YW1wbGUub3Jnliwi
¢3ViljoiYTZKNWMONDMtMWY1MS00NzgzL WIhMWE
tNZYANmZmZTNINTRhliwiYXVkljpbljk2ZMmZhNGQ4L
WJjYmYtNDIhMCOSNGIyLTJkZTATYWQyNzRhZiJdLC
JIeHAIOJEIMTAXODU3MjgsImlhdCIBMTUXMDEANTI

yOCwibm9uY2UiOil3ZmU1NDViYiOONTkzLTRhNmEt

OGYmMy1IMWJhYTJhMGM20TUILCJuYW1lIljoiTXNK
YWSIIEThemllIERVZSIsImdpdmVuX25hbWUiOiJKYWS
lliwiZmFtaWx5X25hbWUiOiJEb2UiLCJIbWFpbCl6imp
hbmVAZXhhbXBsZS5vemcil.ClodHRwezovL3Blemw

uaW1zZ2xvYmFsLm9yZy9zcGVjL2x0aS9jbGFpbS9kZ
XBsb3ItZW50X2IkljoiMDcSNDA1ODALYjMwOS00MT

VILWEZN2MtOTEOZDM4N2MxMTUwliwiaHROCHM6L
y9wdXJsLmltc2dsb2JhbC5vemeve3BIYy9sdGkvY2xha
WOvbWVzc2FnZV90eXBlIljoiTHRpUmMVzb3VyY2VMaW
5rUmVxdWVzdClsImh0dHBzOi8vcHVybC5pbXNnbG9i
YWwub3JnL3NWZWMvbHRpL2NsYWItL3ZIcnNpb24i

QilxLiMuMClsImh0dHBzOi8vcHVybC5pbXNnbG9iYW
wub3JnL3NwZWMvbHRpL2NsYWItL3JvbGVzljpbimh

0dHA6Ly9wdXJsLmltc2dsb2JhbC5vemevdm9jYWIvbG
1zL3YyL21IbWJlcnNoaXAjSW5zdHJ1Y3RvciJdLClodH

RwczovL3BlecmwuaW1zZ2xvYmFsLm9yZy9zcGVjL2x
0aS9jbGFpbS9yZXNvdXJjZV9saWsrljp7imlkljoiMjAw

ZDEwMWYtMmMxNCOOMzRhLWEWZjMtNTdjMmEO
MjM20WZkliwiZGVzY3JpcHRpb24i0i)BbiBhc3NpZ25
tZW50IHRoYXQgaXMgYW4gZXhhbXBsZSIsInRpdGxll
joiRXhhbXBsZSBBc3NpZ25tZW50In0sImh0dHBzOi8v
cHVybC5pbXNnbG9iYWwub3JnL3NwZWMvbHRpL2N
sYWItL2NvbnRIeHQiOnsiaWQiOiJjMWQ40DdmMC1h
MWEZLTRIY2EtYWUyNS1jMzc1ZWR]YzEzZMWEILCJs
YWJIbCI6IkVDT1IgMTAxliwidGIObGUiOi)FeGFtcGxIIE
NvdXJzZSIsInR5cGUiOlsiaHROcDovL3B1ecmwuaW1zZ
2xvYmFsLm9yZy92b2NhYi9saXMvdjlvY291cnNIIONv

dXJzZU9mZmVyaWsnll19fQ

tsTERftf_7QWGHyrQ7wXMWoF SITAXPaUrw
zrPmagKSgW7FTprRENUSG8hf_SHiVmSii88
S90n2E9mz9NavHLLD8kedOxjorSDXnw-
iIXimBQ-yFvoZLgRD_UO-
Rk8rQxJvjYgfxk9DpvmnZH2S4e0BSjemglLF
UVExTIlfragVOMECwWiD6mw8MzK2K-
bDuO8vIUEBKwWNNws82pASmsBj1riKQbfrf
0sGfViUQLKzZ8Rs6p0VifcEQi7ViBuO-
aFgTOTWTxKonXZImtIHH2310KX1q2RIQZ
Ms-
pGUXBfdIRhPa2vgDDR2fsBHhOMxpSxfKQ
YW8Dxbg

[

E=S1k

=t

X

/ /purlimsgio bal.org/spe o ti/ claim/ resource fink”: {
tool resourse 0001,

“title: Japanese 101 ResourceLink Title for Students”,
“description” " Japanese 101 ResourceLink Description for Students”
1

t

eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJI9.ey)pc3MiOi)
odHRwczovL3BsYXRmb3JtLmV4YW1wbGUub3Jnliwi
¢3ViljoiYTZKNWMONDMtMWY1MS00NzgzL WIhMWE
tNZYANmMZmZTNINTRhliwiYXVkljpbljk2MmZhNGQ4L
WJjYmYtNDIhMCOSNGIlyLTJkZTATYWQyNzRhZiJdLC
JIeHAIOJEIMTAXODU3MjgsImlhdCIBMTUXMDEANTI
yOCwibm9uY2UiOil3ZmU1NDViYiOONTkzLTRhNmEt
OGVmMy1IMWIhYTJhMGM20TUILCJuYW1lljoi TXNK
YWSIIEThemlllERVZSIsImdpdmVuX25hbWUiOIJKYWS
lliwiZmFtaWx5X25hbWUiOiJEb2UiLCJIbWFpbCl6imp
hbmVAZXhhbXBsZS5vemcil ClodHRwezovL3Blecmw
uaW1zZ2xvYmFsLm9yZy9zcGVjL2x0aS9jbGFpbS9kZ
XBsb3ItZW50X2IkljoiMDc5SNDA1ODALYjMwOS00MT
VILWEZN2MtOTEOZDM4N2MxMTUwliwiaHROCHM6L
y9wdXJsLmltc2dsb2JhbC5vemeve3BIYy9sdGkvY2xha
WOvbWVzc2FnZV90eXBlIljoiTHRpUmMVzb3VyY2VMaW
5rUmVxdWVzdClsImh0dHBzOi8vcHVybC5pbXNnbG9i
YWwub3JnL3NWZWMvbHRpL2NsYWItL3ZIcnNpb24i
QilxLiMuMClsImh0dHBzOi8vcHVybC5pbXNnbG9iYW
wub3JnL3NWZWMvbHRpL2NsYWItL3JvbGVzljpbImh
0dHA6Ly9wdXJsLmltc2dsb2JhbC5vemevdm9jYWIvbG
1zL3YyL21IbWJlcnNoaXAjSW5zdHJ1Y3RvcidLClodH
RwczovL3BlemwuaW1zZ2xvYmFsLm9yZy9zcGVjL2x
0aS9jbGFpbS9yZXNvdXJjZV9saWsrljp7ImlikljoiMjAw
ZDEwMWYtMmMxNCOOMzRhLWEWZjMtNTdjMmEQ
MjM20WZkliwiZGVzY3JpcHRpb24i0iJBbiBhc3NpZ25
tZW50IHRoYXQgaXMgYW4gZXhhbXBsZSIsInRpdGxll
joiRXhhbXBsZSBBc3NpZ25tZW50In0simh0dHBzOi8v
cHVybC5pbXNnbG9iYWwub3JnL3NwZWMvbHRpL2N
sYWItL2NvbnRIeHQiOnsiaWQiOiJjMWQ40DdmMC1h
MWEZLTRIY2EtYWUyNS1jMzc1ZWR]YzEZMWEILCJs
YWJIbCI6IkVDT1IgMTAxIiwidGIObGUiOiJFeGFtcGxIIE
NvdXJzZSIsInR5cGUiOlsiaHROcDovL3B1cmwuaW1zZ
2xvYmFsLm9yZy92b2NhYi9saXMvdjlvY291cnNIIONv
dXJzZU9mZmVyaW5nll19fQ
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Redirect
POST
Id _token,
state
JWKS
JSON Web Key
Set

% E,’“E?EIE[/XTJ‘:\/X@EEIE

Display
Tool
Resource

v —Lieg A (Launch) T > KR4 >~ b
redirect_uri

|d_token

~Ny R —
~NAO—F
V%
v

Resourcelinki:{Z

nts”,
sourceLink Descriptionfor Students”

Tool Resource
Target_link_uri

redirect to the target_link_uri
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Platform X

AY

™

v

153

ET 7Y

=]
/
https://platform x.edu
Login
-
(" My Page
Deep Link
STEP1 L Request
Tool §1H3R 74 > ([ GET/POST
A (TR, —— \ TILR
77y b7+ —LOIDCRIAT > FRA > b e
Platform OIDC Authentication endpoint futni
{ PKI: Private Key ] REEY 7 T X REE
{ JWKS ] L RV R . [ Rediect

JSON Web Key Set id_tokenfEpX Redirect

72w k74— LDeep Link ReturnT > KR4 > k

eep_link_return_url endpoint
F L STEP6

Deeplinking Response
JWT #&EE

DeepLinkingResponse
Store

|d_token, state

-

Deep Link
Selected

STEP2

\ ) - AN J

@) IMS Japan Society

https://tool_y.edu

Y—FRX—FT (A TA VBT FRA b
3rd party login initiation endpoint

Tool WAk 7 TX b
7 — % (AuthR) YEEX,
Redirect

W

{ PKI: Private Key ]

v — s (Deep Link) T KR4 >~ k
redirect_uri

STEP4

JWKS
JSON Web Key Set

SREFL XK A&EF

&
Return

DeepLinkingResponse

\

Redirect
POST

J

-
-

-

My Page R

Deep Link
Response

J

STEP5

'R

v

JWT
DeeplLinking Responsei%{s

Tool Resource
Target link_uri

),
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LTI® v1.3 Reference Implementation Test Tool

— Sl coTech ARBIFTRNY—IL

< C @ Iti-riimsglobal.org

IMS GLOBAL

Learning Tools Interoperability Google Translate.

This LTI® v1.3 Reference Implementation Test Tool is provided by IMS Global Learning Consortium. Limited functionality is provided free of charge. IMS Members

have access to the complete functionality of the tool including services and message types. Join now to experience full functionality of the tool, technical . . e e
support and certification. If you are an existing member login here for full access. http S . //ltl—rl R 1 I I l SglOb al . Org/

Instructions

We will open various configuration pages in new tabs as part of these instructions. These instructions will guide you through setting up a Tool and Platform,

culminating in a launch from RI Platform to Rl Tool.
Platform & Tool

If you wish to setup only a Tool or Platform for use with your software, it is still recommended to set up both in Rl and verify setup is good. Once verified, you can

replace the Tool or Platform in the RI with your own.

Step 1: Generate public / private key pair

Core & Advantage

Keep this page open while configuring both the Tool and Platform because you will need to copy/paste both the public + private key.

Note: These will only show one time. If you refresh the page, it will generate a new public + private key.

Step 2: Create Platform (LMS)

e [31] 5 Platform

Mg
At
Mg
)

RI Tool a—

FFTool

Mo
gl
K
gl

RI Platform s
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LTI® v1.3 Reference Implementation Test Tool

e https://lti-ri.imsglobal.org/

o LTI1.30>z1b—23>/7 AN E]RE
— Manage Tools
— Manage Platforms
— Generate Keys
* |Instructions
— Step 1: Generate public / private key pair
— Step 2: Create Platform (LMS)
— Step 3: Add Deployment to Platform
— Step 4: Add a Tool
— Step 5: In Platform tab, view your Platform

RI Tool B Platform
RI Platform X T FFTool

25



Conformance Test Tool
A IOA -~ A TAM-W—)L

1EDTECH LTI 1.3 E3&ZEY—I)l
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Conformance Test Results

https://Itiadvantagevalidator.imsglobal.org/ltiadv/certification.html

» Tests for LTI v1.3 Core:
- 30 TeSt Ca Ses Test Description: No LTI Version Passed in JWT

Test Delivers Launch Wit

 Tests for Deep Linking:
— 8 Test Cases

* Tests f.or Names a.nd Role
Provisioning Services

— 5 Test Case S
Please Insert Your Log Messages Demonstrating Success or Failure:

1QIST VAIUS WL, THE \ 7 Val/ Ladhy IGOR app.gy | » 11IE 139U, 1 IUI_UIDPAtul ISYUES L\ 1Y =~ SS1.UIDPAtul L_ISYUES AT, 1 1e

\"/var/task/flask_debugtoglbar/_init__py\", line 125, in dispatch_request\\n  return view_fung(**reg.view_args)\\n', " File

. \'/var/task/app.py\", line 174, in launch\\n message_launch_data = message_launch.get_launch_data()\\n,* File \"/var
/task/pyltilp3/message_launch.py\", line 437, in get_launch_data\\n return self._get_jwt body(\\n," File \"/var

/task/pyltilp3/message_launch.py\’, line 290, in _get_jwt_body\\n self.validate()\\n," File \"/var/task/pylti1p3

0113 Core Resuits

nunnn

Test Options Test Payload Test Results

Submit Result Log From Your Tool Logs

A

o n

/message_launch.py\" 275, in validate\\n  return self.validate_state()\\\\\\n', " File \"/var/task/pylti1p3 7113 0eep Liking Resuls

/message_launch.py\", 654, in validate_message\\n res = validator.validate(jwi_body)\\n'," File \"/var/task/pylti1p3
/message_validators/resource_message.py\", line 8, in validate\\n self.run_common_validators (jut_body)\\n',* File \"/var v
/task/pyltilp3/message_validators/abstract.py\", line 21, in run_common_validators\\n  raise LtiException(\\'Incorrect

version, expected 1.8.0\\)\\n', 'pylti1p3.exception.LtiException: Incorrect version, expected W.S.U\\n'])“\ /A

Submit Log

If You Are Unable To Retrieve Log Messages

Upload Your Screenshot Of The Tool Running To Indicate SUCCESS ONLY:

|BR...| J7ANBERENTOER A

S
Submit Screenshot

If Your Testing Shows a Failure For This Test, Please Input Message in the the Log Above and Set the Switch to OFF

27
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IMS RI: LTI Platform properties for settlng

Platform Name imsjdkpl3210

Platform Tool Client ID client_imsjdk3210

Platform Tool Deployment ID Deployment3210

Platform OIDC Auth URL https://Iti-ri.imsglobal.org/platforms/2292/authorizations/new

Platform launch return_url URL https://Iti-ri.imsglobal.org/platforms/2292/returns

Platform OAuth2 Access Token URL | https://Iti-ri.imsglobal.org/platforms/2292/access_tokens

Platform Private Key Ref. Platform’s Private Key

Platform Public Key Ref. Platform’s Public Key

Platform JWT Key Set URL https://Iti-ri.imsglobal.org/platforms/2292/platform_keys/2124.json
Platform User Info login_hint: 347462

Platform Context Info Iti_message_hint: 39368

28
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IMS RI: LTI Tool properties for setting

Tool Name imsjdk3210
Tool Client ID client_imsjdk3210
Tool Deployment ID Deployment3210

Tool OIDC Login Initiation URL | https://Iti-ri.imsglobal.org/Iti/tools/2043/login_initiations

Tool launch URL https://Iti-ri.imsglobal.org/Iti/tools/2043/launches

Tool Deep Link URL https.//Iti-ri.imsglobal.org/Iti/tools/2043/deep_link_launches
Tool Private Key Ref. Tool's Private Key

Tool Public Key Ref. Tool's Public Key

Tool JWT Key Set URL https.//Iti-ri.imsglobal.org/Iti/tools/2043/.well-known/jwks.json

Tool Context Info(Resource) Iti_message_hint: 39368
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Platform — Tool Properties Pair Comparison

Platform Name Tool Name

Tool Client ID
Tool Deployment ID

Platform Private Key

Platform Public Ke

Input value Generate Keys | Rl Generate & Assigned

30
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Platform: 72 v b 7 4+ — LA Tool : vV —JL
PR 1) atAA TR il 2 RA
iss _ s _ a1
registration.issuer http://platform.edu PlatformzssURL ID/Name http://tool.edu =2 BIURL
1D
deployment ID plat001 vk vl Ea Client ID client001 H 7B F
OIDC https://tool.edu/login_i OWHAn 74 ~
Login Initiation URL | nitiations URL
authorization_reque OIDC

T FRA b

st_endpoint

FOEET Y FRA > b

target_link_url

https://tool.edu/launch

Dy —X v oEsnfa
IV RKRA b

URL taret link url https://tool.edu/dl_lau DeepLinktE&n
getnru nch T RRA» b
launch return_url
URL
OAuth2 Access
Token URL
PKI JWT Key Set URL jwks_uri JWT Key Set URL jwks_uri

31
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Platiorm

New platform

Name N eW TO O I
¥ Learning Tools Interoperability Name
Client
Home
Client
Audience
Manage Tools
Tool Deep Link Service Endpoint Private key
Platform Public Key Z
Deployment
z
Platform Private Key
Keyset url
Y
Must include either a Tool Public Key or JWT Key Set URL
Oauth2 url

Tool Public Key

) LTI Platforms LTI Tools

Add or manage Platform configurations. Add or manage Tool configurations.

Add Platform Add Tool

Platform oidc auth url
JWT Key Set URL

32
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Aleiorm. FEET 7Y

https://platform_x.edu b https://tool_y.edu

Login

J
\
My Page

Resourcelink redirect to the target_link_uri

Tool MERL 7 A ~
Vo ITXE
7 — & (TILR)ERK,

J
<

— ' ET/POST . B . o
: T{LF?S Y= NX—FT 4R ITA VAV FRA Vb
3rd party login initiation endpoint
J

Platform_A-Tool A
LTIERE

-

i
!
Redirect Tool FBEEY 7 T X k i
75 v b7+ —LOIDCFRIET > FAHA > b GET/POST 7 — & (AuthR)YERX Platform_A-Tool_A !
Platform OIDC Authentication endpoint AuthR STEP2 Redirect LTIERE :
!
[ PKI: Private Key ] ZIEFY o T X MREF [ PKI: Private Key ] E
* . v —ILiesh A (Launch) T > KR4 >~ b :
JWKS RAL ZF R el redirect_uri JWKS :
JSON Web Key id_tokenf{Fpk 1d_token, JSON Web Key !
Set Redirect state Set :
STEP3 I L R RAREE :
Display STEP4 i
Tool ResourcelLinkix(g Tool Resource -

Resource Target link_uri

mrm_ﬁ.re_h' y PR LR | .
L L UIIR ULl
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Tool

User
(Brovlvser)

Inititing Login from Toolfor Jopanes 101 ResourceLink Tike for Students

Platform Tool

Login Req. Send/Back URL w/Data

1 1
I Select LTI link !

Roster for Japanese 101 ResourceLink Title for Students.
b

.

1 -~
Redirect to initiate tool login flow _ 1 .
Users in Roster . H 1 \
: 1 GET https://my.tool/oidc/login/<registrations.id>. . .
_ '
1 ] - - B N ‘
| | iss=<registrations.issuer> . .
! 1 login_hint=<login flow user identifier> ] 1
I | Iti_message_hint=<login flow action identifier> .
: : target_link_uri=https://my.tool/Iti/launch I i ke Aaherscation R back 1o Plaorn k2210
U J
| | 302 Redirect to Platform Auth Endpoint | .
I | _ Set state in cookie " 1
€5) s sLosaL : : P
= 1 _ GET https://my.platform/oidc/auth . f
1]
u

/* Always the same */

scope=openid
response_type=id_token
response_mode=form_post
prompt=none

/* Dependant on registration */
client_id=<registrations.client_id>
Authentication Request Validation from Tool redirect_uri=https://my.tool/lti/launch
/* Dependant on request */
login_hint=<login_hint>
Iti_message_hint=<Iti_message_hint>
state=<random string>
nonce=<random string>

@ Msciom

Launch Req. Send/Back URL w/id_token

; \

Auto posting form 0

! POST https://my.tool/lti/launch !

1
1

1 state=<state>

. id_token=<signed JWT>

1
__ GET <registrations.platform_jwks_endpbint>

i
I JWKS

Y

Validate id_token

__ 200 - Display Tool

Resource Link

Title: Japanese 101
ResourceLink Title for
Students

Description: Japanese 101
ResourceLink Description for
Students

P
!
!
!
AEE |
! I
1 I
'
'
'

Tool URL: https://Iti-
riimsglobal.org/ti/tools \ /
/2043/launches .

https://Iti-ri.imsglobal.org/ -

https://support.imsglobal.org/support/solutions/articles/48001182944-how-do-i-work-with-the-Iti-reference-
implementation- 34
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Login from Tool fo Japanese 101

& ims Japan Society

redirect browser to Platform for Auth | " 1
\J

Platform UA Tool .
Roster for Japanese 101 ResourcelLink Title for Students Logln Req- Send/BaCk URL W/Data
B e | | T -~
! create init login request ! I .I \
} > | L :
T
: ! GET/POST init login request k! 1 | ‘m;
I =1 .
| | I | D
| | | creatd request.incl. stal G —
Q;g MSGLOBAL &) mssioma l ; I l
I
I
I

https://Iti-ri.imsglobal.org/

https://support.imsglobal.org/support/solutions/articles/48001182944-how-do-i-work-with-the-Iti-reference-
implementation-

GET/POST authentication request | |
& I |
validate request I I €5 mscionns
| redirect auth response to tool |
! > |
POST auth response (id_token, state)
I } = > “\
. 1 1 I
1 I L .
| | | validatp auth,response 4
| I ;o ——
| | display LTI resource [ . 1 =
| ~ | o
] ] . |
| .
. |
Platform UA Tool | .
! I
! I
Resource Link ; -
Title: Japanese 101 l il
Resourcelink Title for ‘ -
Students
Description: Japanese 101 ,
ResourceLink Description for \ "
Students '
Tool URL: https://Iti- -
riimsglobal.org/Iti/tools \ /
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STEP1:

STEPZ2:

STEP3:

& ims Japan Society

STEP1~3: Tool Resource Link

Tool link url

https://Iti-

ri.imsglobal.org/Iti/tools/2043/launches

Login initiation url

https://Iti-

ri.imsqglobal.org/lti/tools/2043/login initiations

Tool link url

http://3.113.82.107:8080/launch/

Login initiation url

http://3.113.82.107:8080/login/

Tool link url

https://35aqbwtzjl.execute-api.ap-northeast-
1.amazonaws.com/dev/launch/

Login initiation url

https://35aqbwtzjl.execute-api.ap-northeast-
1.amazonaws.com/dev/login/

ReferenceTool X ReferenceTool x  +

« ¢} O 8 httpsy/iti-

IMS GLOBAL

Learning Tools Interoperability Hone

Editing Resource Link

Context

Japanese 101 Title
Title
Japanese 101 ResourceLink Title for Students

Description

Japanese 101 ResourceLink Description for Students

Tool link url
https://lti-riimsglobal.org/lti/tools/2043/launches

Login initiation url
https://Iti-riimsglobal.org/Iti/tools/2043/login_intiations

Role (leave blank for Learner)

[ User identifier only for launch, no PIl such as first name, email etc.

Save

Show | Back

|
=]
m  x

Custom claim content

(this would normally be handled with custom substitution attributes)

Expected format is: {"acolor":"blue", “color_count": 2} - double quotes
required

This will add these attributes to the custom claim for this resource link:
{

“https://purl.imsglobal.org/spec/1ti/claim/custon”: {
"acolol ! e”

[ Proctored (via IMS Proctoring Services Specification, default is false)

36


https://lti-ri.imsglobal.org/lti/tools/2043/launches
https://lti-ri.imsglobal.org/lti/tools/2043/login_initiations
http://3.113.82.107:8080/launch/
http://3.113.82.107:8080/login/

Deployment3210

Platform: imsjdkpl3210

Deployment ID:
Deployment3210

well-known/jwks URL
https://Iti-ri.imsglobal.org
/platforms
/2292/platform_keys

/2124 json

View Platform
View Platform Key

@) iiViS Japan Society

STEP1: 'Rl Platform’ to 'Rl Tool

@ IMS GLOBAI
Learning Tor P

Platforms / imsjdkpl3210

imsjdkpl3210

Edit Platform

Platform Keys
Courses
Resource Links

For Line Items view courses

Results

Client Id: client_ imsjdk3210

Platform

Tool Deep Link Endpoint: https:/lti-ri.imsglobal.org/Iti/tools/2043/deep_link launches

OAuth2 Access Token URL: https:/Iti-riimsglobal.org/platforms/2292/access_tokens

0IDC Auth URL: https:/Iti

Platform’s public key: -—-—-BEGIN PUBLIC KEY

\QEFAAOCAQBAMIIBCGKC: pzBUYmO1SXblct

FEKGIADVSTSNOXSUYZSpzyp/DVa/0AP W 1FIOAIfo3DKCWFMCAOra2G mk

OMn: TqCr Di+nh/Nj/X34
bZPa18qQMKBEGAS +pICi1RICIIYM1. dgtor Opv1joHTInuF/AT /oxoMfLgy
Q9n2U U9SUI4COHS ZQIDAQAB ---+-END PUBLIC KEY-----
Platform’s private key: - BEGIN RSA PRIVATE KEY--— MIIEpQIBAAKCAQEAIDGQ2GpzBUYMO D
IOAIfo3WDKCWFMCAOra2GhmKkO! CITgCmbT + XIVRFIWGFTWSbUBGRUGIOVDI+nh/Nj
k QPICiTIRICIIjYM1 Opvijo
HTInuF/TOm ji Qon2UON
FpugkZF/WDHYQ OH5zQIDAQA!
Pgr )
QDwWC,
gTmuqPykOCNTetCri JrP30TQ
SboiZbEC: i KLSC3C
1D6ANQ jbLGQUdik: K \
GYEAIGZT
p Qzq+iQBCal! h
aQImB1 +0Qf4U3g QsazB
PRadbeDdCL DDTSArQWDE

OHJIDRZV

KRbCSN +VWRH921DWF

T8ZmLPO2C7cSpIRP2QYIAUCGYEATCCACd

KL

SoActBZotpTYeljm 1UBIDI3kEBOOKEGYCAUGUR/ TWBoumush9zHESHQ
NFICS/TMpel

ip2Fij
/ORGMQAVZQAKfULNZTxuKp/ 5GO}S +EC

QOLVEVW7rMD 24KUhrDXBICurTqGif TCRVIC:

-----END RSA PRIVATE KEY-----

Tool's public key:

Tool's JWT Key Set URL: https/I

IMS GLOBAL"

Learning Consortium

Tool

Course

Label: Japanese 101 Label
Title: Japanese 101 Title

Type: Japanese 101: Context

View Line ltems

Launch Deep Link Flow (OIDC)

Launch Deep Link Flow

Resource Link

Title: Japanese 101
Resourcelink Title for
Students

Description: Japanese 101
Resourcelink Description for
Students

Tool URL: https://Iti-
ri.imsglobal.org/Iti/tools
/2043/launches

Select User for Launch

Resource Link

Title: Japanese 101
Resourcelink Title

Description: Japanese 101
ResourceLink Description

Tool URL: https://Iti-
ri.imsglobal.org/Iti/tools
/2043/launches

Select User for Laun

s
[rO————

IMS GLOBAL

IMS GLOBAL

Y Learning Tools Interoperability

Name: imsjdk3210
Client: client_imsjdk3210

Private Key: -----BEGIN RSA PRIVATE KEY---—-
MIIEowIBAAKCAQEAp9yDgsKMsywZd7d| jakJhzv0zeg9ziZAvpbE2
ZchC/fXSD\6dt7J5DKeBJAm6WoCER(OBpePQWpZHGFuu+USBkXD+f5WSan(VFwD
S10ppGMfzLkrvXSwDy)m2pu6C/fbSunSKzaniWh1nkvebaMt/BiPhF6RE0Itn3a
ULViZAgMtD41JQKnzouTFU2cCAMZOND7I92dUSkFbhpb3X + +bAGZD3FO+mYRvdt
U8njJO09KkbCbuGRHd/UuPi3F9ghqOeCOndyMmLpdxKvCgLDOGjhVRV7gvE4IBVO
LBTKAS7XSP7kV8uHjehnHnem9MO+B5dPRwJ + EWIDAQABACIBAQCIbTO72NGGZKam
hpZ4A+ZjtNrb5zlkvD1sHISGyUyrDho + DvzYClwDOVNgndPajluMUed6Llaga3E1
ZTMyCjk98hZADnvaPpCX8HDN6zJet 1JQBLTbf/pqBEZLCRXbGEL7QZGXIdU/e
y 0, ITCZSUBtGpGCCPBNM! Ot1YN4D+3EXZOIXZiyO
DNN+Ys0814W8ubGRadn+52zQy3CEIH4Q kzyhgQtXcoGilRZGXthCNUSs3
9LI0eyxAKev3BIUSUXTHLZ1arzjmKO3KZBG4/NS/7DIleTaK8Z4ECbzul MAoY!

3NGQMmLwfbMAVbnOtB7Vurl AduglzOMhJNxsyZonJFy/UTwSE
5w2+Cad1/n3X0516euCZIe!9CykJquZOHTBUBTLSPv%aBGDpSAEMnHLFvIngQ
HYgIFP20taCmWOHINSIDWhqTyW3go11U/IWpMeQSEgyve2azgBVPgV39A0GBAMCZ
VILIWLCOIAHIh2aqfSY8dbeBU2R70U1VUCEYaARXSZeOEbBQLS 7T0pEpPEXXcNUD
DUUFhTHRLa6r2A20q692VB G/UIvi JO4QSBcmz

hkFy :wOZSayuKI/SaYL I 70LUVpIC39z4y +
kaLngpXRPazL+VBZUSQFVZa3HZqUMp/SLsﬁYDF60\NH1aOkVX/Zr7ngQ\0M
chYVrEw2wWEP7vIDC 78+ 065Rfj40F o
NjBNQwcEBzJdNprnenHWZXECgYATBI+ZXgNnmO/iBGGMHjLfq2Ejdb1hS2ZWv1z
q2q\BWBgJGkasog(KrDeOUnExBN6013a/FthTQb3Sse3hquGBchAneAeb\mJ\
1dGLCcBXGNnK14s6supGCanJ8ue20DP4kb p+bB
az13FwKEgEIZHwGOFMO/‘(FBU+IiMb14Msz/SHVEGWxCvaZI&ylbSlpoTHZNmU
XISKSCHTeTKS4ANRhGSZqiZSekntgm + QJ2IBtrVRkw/H/kUo8MOLACSNEAGMqqis
2v/+ZXRAagReD13RcWN6Z88W0szr5YZV8Zn +8NR3bGTDSh/p69h0 -----END RSA PRIVATE KEY---

Deployment ID: Deployment3210

Keyset URL: https://lti-ri.imsglobal.org/p 2292/platform_keys/2124json

OAuth2 URL: https://Iti-riimsglobal.org/platforms/2292/access_tokens

Platform OIDC Auth URL https:/Iti-riimsglobal.org, 221

Edit | Back

IMS GLOBAL

AR KB =g z 1@ Learning Consortium
Al rights reserved. =
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STEPZ2: 'RI Platform’ to ‘Python Sample Tool’

Example of usage PyLTI1p3 library within Flask framework

Editing Resource Link

Context

Japanese 101 Title

Title

Python Sample Tool: pylti1.3-flask-example/game

Description

Python Sample Tool: pylti1.3-flask-example/game

Tool link url

http://3.113.82.107:8080/launch/

Login initiation url

http://3.113.82.107:8080/login/

Role (leave blank for Learner)

[J User identifier only for launch, no Pl such as first name, email etc.

Save

Show | Back

Resource Link

Title: Python Sample Tool:
pylti1.3-flask-example/game

Description: Python Sample
Tool: pylti1.3-flask-
example/game

Tool URL:
http://3.113.82.107:8080
/launch/

View Course

Select User for Launch

Ready Kallie Corkery Braun
Press Space to Start

38
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STEP3: 'Rl Platform’ to ‘OBV2 Validator Tool’

Your Platforms Unclaimed Platforms .
Resource Link

BEMSBEA—T >/ (Y S)(—3>2 (0BV2) RIEY MRRERS

imsjdkpl3210 Title: Integrate OBV2 e
Validator and Python Sample =

Client Id: client_imsjdk3210 Tool: pylti1.3—ﬂask—example -

Tool Deep Link Endpoint: Lo - :

https://Iti-ri.imsglobal.org Description: Integrate OBV2

/ti/tools Validator and Python Sample

2043/deep_link_launch .
/2043/deeplink launches Tool: pylti1.3-flask-example

OAuth2 Access Token URL:

https://Iti-ri.imsglobal.org # Tool URL:

/platforms i .
12292 /access. tokens http://3.113.82.107:8080
/launch/

OIDC Auth URL: https://Iti-
ri.imsglobal.org/platforms

- Delete
/2292/authorizations/new

Delete

View Course

View Platform

Select User for Launch ’ ’
Unclaim this Platform L

4 IMS GLOBAL
) j

nnnnnnn g Consortium

Web Service : Platform Reference Implementation OBV2—-Validate—Tool

{
“https://purl.imsglobal.org/spec/Iti/claim/custom”: {

“obv2”: “https://badges.imsglobal.org/public/assertions/1ge QXkWnQnWOBkWcO3jSPA”

.
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G e n e ra te KeyS https://Iti-ri.imsglobal.org/keygen/index

Platform Public Key

-----BEGIN PUBLIC KEY-----
MIIBIJANBgkghkiGOwWOBAQEFAAOCAQ8AMIIBCgKCAQEAIDGQ2GpzBUYmMO1SXblcf
rEk6IADVhSTsNOxstJYzSpzypM/DVa/0AP6Wb1FIOAIfo3wDKCwFMCAOra2GIxmk
OMNn7Yg4mR7Ew3johbgxCJTgCmb7+XIVRFIIWqf1WSrbUbgRUcjOvDi+nh/Nj/X34
bZPa18qQMkBEq4S+qplCi1JRIc9IjYM1IJNO3MsLWk9370Y5v32jAaZ07cffXeW7H
nsdgtOmsyzw9VtMYF/YsBaOpv1joHT 1nuF/tTOmMUKEj8dJALORbw;jI TVoxoMfLgy
TO059NsIngJXNu4SWmuWS8EQ9IN2UONrFpugkZF/vDHyQTveu4flJcVWYU9Sui4COH5
zQIDAQAB

--—---END PUBLIC KEY-----

Platform Private Key

--—--BEGIN RSA PRIVATE KEY-----
MIIEpQIBAAKCAQEA9DGQ2GpzBUYmMO1SXblcfrEKBIADVhSTsNOxstJYzSpzypM/D
Va/0AP6Wb1FIOAIfo3wDKCwFMCAOra2GlxmkOMn7Yg4mR7Ew3johbgxCJTgCmb7+
XIVRF9IWgf1WSrbUbqRUcj0vDi+nh/Nj/X34bZPa18qQMkBEq4S+qplCi1JRIcII
jYM1JNO3MsLWk9370Y5v32jAaz07cffXeW7HnsdgtOmsyzw9VtMYF/YsBaOpv1jo
HT1nuFATOmMUKEj8dJALORbwjITVoxoMfLgyTO59NsIngJXNu4SWmuW8EQ9n2UON
rFpugkZF/vDHyQTveu4flJcVWYU9Sui4COH5zQIDAQABAO0IBAFpOEcdYhwgpFXhc
uUsyEpVq+pDoPi930odhKAupRyOYWhPrvytduud+0blOF gs63Ciowwagbw8Az37wN
zxEhemdeyjNkMmHUDNoEhmWRPN80OhCIXUXn6YNWGCMcnBFPgrYfebzIx21BUvgXp
TlyTOPYmEQqZkbk1u6QDvxwC/3RIIX3NpTV4L4197rOP+rUY 3klitZhAgsmvXvhxA
GYd5rVjjuEKBUZuvCgTmugPykOCNTetCmiKhX4ZmUuMPVN8QY+nRIXeslkD5G6yJ
OPm5NmnNz7UrP30TQJV31g42icM1GfskVTbO/eRWvnM3wMY/H1t8l62aEszKghlp
SboiZbECgYEA/8HEIII9O3KTRI0JGWZ5t9gNPbxMedq7M+v5kL5C3C2rRofWoZaa8
1D6ANQK6ZGIWP/R7eJXZhIYz5GLyX4pgjbLGQUdikvWZ3wVTaNRvtk7+9w4cSe8k
wAS57Bfu3IgE9ZfAAEO03b1G50J8qwmru29nWWesQeZ58Gxvxo+itTsosCgYEA9Gz7
927XerdSiF5ftPdpRFbrdGa1fH1VBM6KBQzq+iQBCaLBVm7w/NDGO 1xL8Z5Mfuth
qQJImB17yV+2le5bePvbQwmVC+0oQf4U3gFH/rXLKAOA417JmKzzWXI44AjCQSqZB
PRadbeDdCLaGvu/c6MDh1nMIiNTiXBxvmFIDSAcCgYEA2qvvy6SAYQDDTSdrQwDE
f82AwzWTnGIEfK25NzoCZ06jglip7|/Nb6MpEBXfDCkvm98LGqT03+xmveUj2jBU
MZMjE3IXfNNIBIxIXolUKcoNEWsNIOHJIDRZV1pKOFZDY6rKRbcSN+VWRH921DWf
T8ZmLP02Cd7cSpJRp2QYIdUCgYEA7CCdCdw6eroKLaNJDAOBA0ZSWwky25xztFUey
bk6ccip2Fij1PdrPVGOcFByGAVU78SDTp8J5AwrdmwGsEgvCso4ctBZ9tpTYe1jm
1UBiID93k6BO0OKEggC4UqUR/TW8oumu8h9zHxxESHQ/ORGMQAVZgAkfuLNzTxuKp/
5G0OjS+ECgYEA/t9DgtOnuEaH4EW7Le3TSPc1Whp6jrdMIJ/HITWAfNfJCS/7MpeL
ckijOuXfsy5seyyiQ2I3jtRM06odcmn8Dg1ZPle GJhNZPoZAyby2SQOLVEVW7rMD
24KUhrDxBfCvrTqGjfWpBGK91b258+TCkVJC3NdnHOBDGltoMpU2Be8=

--—--END RSA PRIVATE KEY-----

Tool Public Key

MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEApPtIyDgsKMsywZd7dm?22e
MPm3poPjaKJhzv0zcg9zrZAvpbE2ZoRC/fXSDi6dt7JSDKeBjAm6WoCERcOBpePQ
Wp2HGFuu+USBkXo+fsWSSnqcVFw0S10ppGMfzLkrvXSwDyJm2pu6C/fbSun5Kzan
iWh1nkvebaMt/BiPhF6rR60Itn3aULviZAgMtD41JQKnzouTFU2cCAmMzONb719zd
U5kFbhpb3X++bAgZDt3F0+mYRvdtU8njJO09kbCbuGRHd/UuPi3F9ghqOeCOndyM
mLpdxKvCgLDOqJjhVRV7gvE4IBVoLBTKAs7XSP7kV8uHjehnHnem9MO+B5dPRwJ+
EwIDAQAB

MIIEowIBAAKCAQEApt9yDgsKMsywZd7dm22eMPm3poPjaKJhzv0zcg9zrZAvpbE2
ZoRC/fXSDi6dt7JSDKeBjAm6WoCERc0BpePQWp2HGFuu+USBkXo+fs\WSSnqcVFwO0;jl8nbanUO4QSBcmz
yp8N/8EyainGmZVhkFyER025ayuKl/3aYLHkwoFPAoGAItv7wB70LUvpIC39z4y+
xWkLgvJpXRPazL+VBZU6QFV2a3H2qUMp/SLs6YDF60INH1aOkVX/2r7gTirrQiOM
chYVrEw2wEP7v9DC4dvux4eiF RrB7JB+065Rfj40fXcnylMjrhiWxKENbdNsWXLO
NjBNQwcEBzJdNprnenHWZXECgYA1B9+ZXgNnmO/iBGqMHjLfq2Ejdb1hS2ZjWv1z
gq2qIBWBgJGkasogtKrDeOUnExBN6Q13a/FVYRhTQb3Sse3huJs6BdKcAneAeblmJi
IdGLCcBXGnK14s6supGCand8ue20DP4kb1IVW8IJeWp+bB+wgadsajptAbs55XAs
az13FwWKBgEIZHWGOFMO/YFBU+ItMb14Mz9x/SHVE GwxCjvv218yibSfpoTHZNmLf
xISX5CHTeTkS4AnRhG5ZqiZSekntgm+QJ2IBtrVRkw/H/kUo8MOL4CSN6AGMqqiS
zv/+ZXRAagReD13RcWN62Z88w0szr5YZV8Zn+8NR3bGTD5h/p69h0
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€ Lé“ IMS GLOBAL Q @ — IMS GLOBAL !.Tn{lAsdvaGn!-agBAL
2/ Learning Consortium -

HOME

Testing Instructions

Please Insert URLS Below for your Tool Setup

LTI Advantage Certification Instructions (Tool Testing)

Log in Please Print the Below if this is your First Attempt
Your Tool Configuration

Tool End-Point to Receive Launches
(Note: his is the target_ink_urlthat the cert suite will send in OIDC nitiation)

Login  Create new account  Reset your password
https://35agbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/launch/

Username or email address. Tool Testing Instructions

0IDC Login Initiation URL

thata|
(Note: his i your tools QIDC itiation URL)
Enter your username or email address hitps://35agbwizjl.execute-api.ap-northeast-1.amazonaws.com/dev/login/ @ Q1T 1075 =+ a@mz-4 v S8 N»
Password * A
Tool OIDC Launch Redirect URL
(Note: foryour Tool. here
Enter the password that accompanies your usermame. e ] -

LTI® Advantage Certification Suite Instructions

Tool End-Point to Receive Deep Link Launches

et link_urlthat p Linking.) For Tool testing the Certification Suite is emulating a Learning Platform. As a resuit we will be
recording your Tool's setup so that we may call your software product A few things to

htp: execute-api.ap- remember

. You will be inputting setup information for your Tool that will dictate how we call your
Tool OIDC Redirect Deep Linking URL Tool. It is imperative that you input the access data correctly - the early setup screens
set the parameters for all testing that s done later

(ote: in OIDC foryour Toos Deep Link
= b, You will b recording the setup data from the Certiication Sute as you would a new
lin exectite apl.ap: Learning Platform
[ ] e I I I e r S e r e u ¢. Ifyou already have a Course, a Teacher, and a Student i your testing environment you
may insert those values in the setup screens and the sute wil attempt o use your
Start Testing With pre-existing values to do the launches

(Note: You Should Know What You Are Doing to Skip Core Testing!)
‘The first setup screen requires you to input the OIDC and launch URL values that are required

° Deep Linking Linking UI Flow
for launching your Tool. Input each of the required URLS as shown below. v

Names and Roles Service

e Product Setup

IMS GLOBAL

LTI Advantage

IMS GLOBAL IMS GLOBAL
U

Advantage LTI Advantage

Product Setup

LTI Advantage Certification Suite

Member User Setup Viember Company Setup

LTI Advantage Certification Suite-v 1.1.1g LTI Advantage Certification Suite

Confirm your contact information below Confirm your Company/Group Name below Setup your test configuration data below

Your Name Your Email Company/Group Name Product Name Producl Version
Takahiro Hata t-hata@digital-knowledge.co.jp DK OBV2LTI 05
Product Type

Next >
- O Platform @ Tool
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OOMEXCBTDO T X b Z R L. FHeR— X ILIZEEK
Q) FHeR—ZILIIETFIN-T X F &S

@7 A MER(RE) ZeR— X ILIZIRAD

BOF X bLEa—(FX MERIFMER) ZILE

2B — & JL Reference Implementation MEXCBT#:f 7 X MIRIE
LTI1.3 Platform LTI1.3 Tool
4= FEE
(D LtiDeepLinkingRequest | TAb
EEIR

(@ LtiDeepLinkingResponse |

7 A b Response 7 Z k| @ LtiResourcelinkRequest | 7 & |

A= a— Database A=a— = BR
(@ Score publish service

X a—

v v
T A b 7 Z k| ® LtiResourcelinkRequest | T Xk
Lt a— Lt a2— 1 LE2—
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LT Tools: Add or manage 100l

. STEP1 X https://lti-ri.imsglobal.org/Iti/tools

culiigurations.

« Name: imsjdk3210

e Client: NOT YET KNOWN

* Private key: Ref. Tool Private key

e Deployment: NOT YET KNOWN

« Keyset url: NOT YET KNOWN

e QauthZ2 url: NOT YET KNOWN

e Platform oidc auth url: NOT YET KNOWN

Create Tool

Back



Tool Stepl

New Tool

Name
imsjdk3210
Client

NOT YET KNOWN

Private key

zv/+ZXRAagReD13RcWN6Z88w0szr5YZV8Zn+8NR3bGTD5h/p69h0

Deployment

NOT YET KNOWN

Keyset url

NOT YET KNOWN
Oauth2 url

NOT YET KNOWN
Platform oidc auth url

NOT YET KNOWN

Create Tool

Back

Tool was successfully created.

Name: imsjdk3210
Client: NOT YET KNOWN

Private Key: ----- BEGIN RSA PRIVATE KEY----- MIIEowIBAAKCAQEApPt9yDgsKMsywZd7dm22eMPm3poPjakJhzv0zcg9zrZAvpbE2
ZoRC/fXSDi6dt7)SDKeBjAm6WoCERcOBpePQWp2HGFuu+USBkXo +fsWSSngcVFwO
S10ppGMfzLkrvXSwDyJm2pu6C/fbSun5KzaniWh1nkvebaMt/BiPhF6rR60Itn3a
ULviZAgMtD41JQKnzouTFU2cCAmzONb719zdU5kFbhpb3X++bAqZDt3F0+mYRvdt
U8njJO09kbCbuGRHd/UuPi3F9ghqOeCOndyMmLpdxKvCgLDOgJjhVRV7gvE4IBVo
LBTKAs7XSP7kV8uHjehnHnem9MO+B5dPRwJ+EwIDAQABA0IBAQCIbTO72NGGZKam
hpZ4A+ZjtNrb5zlkvD1sHISGyUyrDho+DvzYClwDOVNgndPajJuMUe46Llaga3E1 ZTMyCjK98hZADnvaPpCX8HDN6fzlet1JQBLTbf/pqB6ZLCRxb6ELj7QZGXIIdU/e
5y4NKeRScszO/XVmiPMITCzSU6tGpGcCPBNMS5PFynsGAeOt1YN4D +3EXZOIXZiyO

DNN+Ys0814W8ubGRadn +5zzQy3CEIH4QlGovHKfkzyhgQtXcoGilRZGXthCNUs3 glLJOeyxAkcv3BrlUSUXTHLZ 1arzjmKO3KzBG4/NS/7DIle TxK8Z4EChzuLJWvoYl
A8/HjVMJAoGBAN3NgQMmLwfbMAVbnOtJB7VurLAdu8lzOMhJNxsyZonJFy/UTwSE
5w2+Cad1/n3X06z6euCZlet9CykjufAZOHTEUBTLSPVI6aBGDpSAEMNnHLFvIgDtQ
HYgIFP20taCmWOHJn5iDWhqTyW3go11U/IWpMeQSEgyve2azgBVPgV39AoGBAMCZ
VJLIWLCoiAH9ih2aqfSY8dbe8U2R70U1Vuc6YaARXsZeOEb8QL570pEpP8xxcNUD
DUUFh7HRLa6r2Az0q6gzVB/ddbJinbyyquhL/G/UlvideWM;l8nbanUO4QSBcmz yp8N/8EyainGmZVhkFyER025ayuKl/3aYLHkwoFPAoGAItv7wB70LUvplC39z4y +
XWkLgvJpXRPazL+VBZU6QFV2a3H2qUMp/SLs6YDF60INH1aOkVX/2r7gTirrQioM
chYVrEw2wEP7v9DC4dvux4eiFRrB7JB+065Rfj40fXcnylMjrhiWxK6NbdNsWXLO
NjBNQwcEBzJdNprnenHwZxECgYA1B9+ZXgNnmO/iBGgMH|Lfq2Ejdb1hS2ZjWv1z
q2qIBWBgJGkasogtKrDeOUnExBN6Q13a/FvRhTQb3Sse3huls6BdKcAneAeblmJi

|IdGLCcBXGnK14s6supGCanJ8ue20DP4kb1IVW8lJeWp +bB+wqgadsajptAbs55XAs

az13FwKBgEIZHWGOFMO/YFBU+1tMb 14Mz9x/SHVEGwxCjvv218yibSfoo THZNmLf
xISx5CHTeTkS4ANRhG5ZqiZSekntgm+QJ2IBtrVRkw/H/kUo8MOLACSN6AGMAqiS zv/+ZXRAagReD13RcWN6Z88w0szr5YZV8Zn+8NR3bGTD5h/p69h0 ----- END
RSA PRIVATE KEY-----

Deployment ID: NOT YET KNOWN

Keyset URL: NOT YET KNOWN

OAuth2 URL: NOT YET KNOWN

Platform OIDC Auth URL NOT YET KNOWN

Edit | Back
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LTI Tools

Add or manage Tool configurations.

Add Tool

T -

Unclaimed Tools

Please claim your existing Tool by clicking "Unclaimed Tools", or add a new

Tool with "Add Tool" button above.

You must be logged in to claim a Tool.

B s e em e

AII,’W21

N

imsjdk3210

Client Id: NOT YET KNOWN

Tool launch URL: https://Iti-
ri.imsglobal.org/Iti/tools/2043
/launches

Tool Deep Link URL:
https://Iti-
ri.imsglobal.org/Iti/tools/2043
/deep_link_launches

Tool OIDC Login Initiation
URL: https://Iti-
ri.imsglobal.org/Iti/tocls/2043
/login_initiations

Tool JWT Key Set URL:
https://Iti-
riimsglobal.org/Iti/tools/2043
/.well-known/jwks.json

View Tool Launches

Claim this Tool

Unclaimed Tools

imsjdk3210

Client Id: NOT YET KNOWN

Tool launch URL: https://Iti-
ri.imsglobal.org/Iti/tools/2043
/launches

Tool Deep Link URL:
https://Iti-
ri.imsglobal.org/Iti/tools/2043
/deep_link_launches

Tool OIDC Login Initiation
URL: https://Iti-
ri.imsglobal.org/Iti/tools/2043
/login_initiations

Tool JWT Key Set URL:
https://Iti-
ri.imsglobal.org/Iti/tools/2043
/.well-known/jwks.json

View Tool

View Tool Launches

Unclaim this Tool



LT Tools: Add or manage 100l

STEP2 https://Iti-ri.imsglobal.org/Iti/tools

cornigurations.

e Name: imsjdk3210

e Client: NOT YET KNOWN

* Private key: Ref. Tool Private key

e Deployment: NOT YET KNOWN

« Keyset url: NOT YET KNOWN

e Oauth2 url: NOT YET KNOWN

« Platform oidc auth url: NOT YET KNOWN

. Tool unique Info: Call Url from Platform (RI: generate by RI)
Tool launch URL:

« https://Iti-ri.imsglobal.org/Iti/tools/2043/launches

* Tool Deep Link URL:
« https://Iti-ri.imsglobal.org/Iti/tools/2043/deep_link_launches

e Tool OIDC Login Initiation URL:
« https://Iti-ri.imsglobal.org/Iti/tools/2043/login_initiations

 Tool JWT Key Set URL:
« https://lti-ri.imsglobal.org/Iti/tools/2043/.well-known/jwks.json
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« Name: imsjdkpl3210

« Client: client_imsjdk3210

« Audience: imsjdk3210 € Tool Name
« Tool Deep Link Service Endpoint

D
D

\/

https://Iti-ri.imsglobal.org/Iti/tools/2043/deep_link_launches
atform Public Key: Ref. Tool Private key
atform Private Key: Ref. Tool Private key

ust include either a Tool Public Key or JWT Key Set URL
Tool Public Key

JWT Key Set URL< Tool JWT Key Set URL
« https://Iti-ri.imsglobal.org/Iti/tools/2043/.well-known/jwks.json



latfarm Qtan

New platform

Name

imsjdkpl3210
Client
client_imsjdk3210

Audience

imsjdk3210

Tool Deep Link Service Endpoint
https://Iti-ri.imsglobal.org/Iti/tools/2043/deep_link_launches
Platform Public Key

TO59NsIngJXNu4SWmuWB8EQIn2UONrFpugkZF/vDHyQTveu4flJcVWYU9Sui4COHS5
ZQIDAQAB

Platform Private Key

ckijouXfsy5seyyiQ2I3jtRM06odcmn8Dg1ZPleGIhNZPoZAyby2SQOLVEVW7rMD
24KUhrDxBfCvrTqGjfWpBGK91b258+TCkVIC3NdnHOBDGItoMpU2Be8=

Must include either a Tool Public Key or JWT Key Set URL

Tool Public Key

JWT Key Set URL

https://lti-ri.imsgIobaI.org/lti/too|s/2043/.we|I-known/jwks.json‘

Save

Back

N\ <

Platform was successfully created.

Platforms / imsjdkp13210

imsjdkpl3210

Edit Platform

Platform Keys
Courses
Resource Links

For Line Items view courses

Results

Client Id: client_imsjdk3210
Tool Deep Link Endpoint: https://Iti-riimsglobal.org/lti/tools/2043/deep_link launches
OAuth2 Access Token URL: https:/Iti-riimsglobal.org/platforms/2292/access_tokens

0IDC Auth URL: https://Iti-ri.imsglobal.org/p!

Platform’s public key: -----BEGIN PUBLIC KEY----- MIIBjANBgkqhkiGSwOBAQEFAAOCAQEAMIIBCGKCAQEAIDGQ2GpzBUYMO1SXblct
rEKGIADVhSTsNOxst)YzSpzypM/DVa/0AP6Wb 1FIOAIfo3wDKCwFMCAOra2Glxmk
OMn7YgdmR7Ew3johbgxCITgCmb7+XIVRFIIWGFIWSrbUbGRUCOVDI+nh/Nj/X34
b7ZPa18qQMKBEQ4S+qpICi1RIcIYM1INO3MsLWK9370Y5v32jAaZ07cfXeWTH nsdgtOmsyzwIVEMYF/YsBaOpv 1joHT 1nuF/tTOmUKEIBAJALORbwITVoxoMfLgy
TO59NsIngIXNu4SWmuWBEQIN2UONIFpugkZF/vDHyQTveu4flicVWYUISui4COHS zQIDAQAB -----END PUBLIC KEY---—-

Platform’s private key: -----BEGIN RSA PRIVATE KEY----- MIIEpQIBAAKCAQEAIDGQ2GpzBUYMO15XblcfrEk6IADVhSTsNOxst YzSpzypM/D
Va/0AP6Wb1FIOAIfo3wDKCwFMCAOra2GIxmkOMN7Yg4mR! ji JTgCmb7+ XIVRFSIWGf1WSrbUbgRUcjOvDi+nh/Nj
/X34bZPa18qQMKBEG4S+qpICiIRIcO! jYM1INO3MSLWK9370Y5v32jAaZ07cffXeW7HnsdgtOmsyzwOVtMYF/YsBaOpvTjo
HT1nuF/tTOMUKE]8dJALORbw]ITVoxoMfLgyT059NsIngIXNu4SWmuW8EQ3n2UON
rFpugkZF /vDHyQTveu4flJcVWYU9Sui4COHSZQIDAQABAGIBAFpOECAYhwqpFXhe
uUsyEpVq+pDe PRy y 0blOFqs63Ci wN

Dl IXUXn6YNWGCMcnBFPgrY JvaXp
TlyTOPYmEGZKbk1u6QDVAWC/3RIX3NpTVALAIOZrOP+UY3KIitZhAgsmvXvhxA
GYdS5rVjjuEK6UZuvCgTmuqPykOCNTetCmiKhX4ZmUuMPVNBQY +nRIXesIkD5Gey) OPMSNmnNz7UrP30TQIV31g42icM 1GfskVThO/eRWvnM3wMY

/H1t8162aEszKghlp SboiZbECGYEA/8HEN93KTRIOIGWZS19g! I7M+vSKL5C3C:
1D6ANQ 7eIXZhIYZ5GLyX4pgjbLGQUdikvWZ3wV TaNRvk7 + wdcSegk
WAS INWWesQ TsosCgYEAIGZT

927XerdSiF5ftPdpRFbrdGa1fH1VBM6KBQzq +iQBCaLBVm7w/NDGO1xL8Z5Mfuth
QQUIMB17yV+2leSbePvbQumVC+0Qf4U3gFH/rXLKAOAI7ImKzzWXI44AICQSqZB
PRadbeDACLaGvu/c6MDh1nMIINTIXBxvmFIDSACCGYEA2quvy6SAYQDDTSdrQwDE

182AWZWTnGIEK25N20CZ06jglip DCl Uj2jBU
MZMJE3IXfNNIBIxIXolUKcoNEWSNIOHJIDRZV 1pKOFZDY6rKRbcSN +VWRHI21DWF
T8ZmLP02Cd7cSpIRp2QYIdUCGYEATCCACdWEroKLaNJDAOBAGZSWinky25xztF Uey

bk6ccip2Fij1PdrPVGOCFBYGAVU78SDTp8) SAwr4mwGsEguCsodctBZOtpTYe Tjm 1UBIDI3K6BOOKEGGCAUGUR/TWBoumu8h9zHxxESHQ
JORGMQAVZQAKfuLNZTxuKp/ 5GOjS + ECGYEA/t9DgtONUEHAEWTLe3TSPC1WhpjriML/HITWANEICS/7Mpel.

i j Dg1ZPleGIhNZPoZAyby2SQOLVEVW?rMD 24KUhrDxBICrTqGjfWpBGK91b258+TCkVIC3NdnHOBDGItoMpU2Be8=

Tool's public key:

Tool's JWT Key Set URL: https://Iti-riimsglobal.org/Iti/tools/2043/well- known/jwksjson



(Claim Plattarm: iindkpqu)’lﬂ

imsjdkpl3210

Client Id: client_imsjdk3210

LTI Platforms

Add or manage Platform configurations.

Tool Deep Link Endpoint:
https://Iti-ri.imsglobal.org
/Iti/tools

/2043/deep_link_launches
Add Platform
OAuth2 Access Token URL:

https://Iti-ri.imsglobal.org
/platforms
/2292/access_tokens

OIDC Auth URL: https://Iti-
ri.imsglobal.org/platforms

/2292/authorizations/new
Your Platforms Unclaimed Platforms
Delete

Please claim your existing Platform by clicking "Unclaimed Platforms", or View Platform
add a new Platform with "Add Platform" button above.

Claim this Platform

You must be logged in to claim a Platform.

Your Platforms Unclaimed Platforms

imsjdkpl3210

Client Id: client_imsjdk3210

Tool Deep Link Endpoint:
https://Iti-ri.imsglobal.org
/Iti/tools
/2043/deep_link_launches

OAuth2 Access Token URL:
https://Iti-ri.imsglobal.org

/platforms
/2292/access_tokens

OIDC Auth URL: https://Iti-
ri.imsglobal.org/platforms
/2292/authorizations/new

View Platform

Unclaim this Platform



N | -
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« Name: imsjdkpl3210
« Client: client imsjdk3210
« Audience: imsjdk3210 € Tool Name

 Tool Deep Link Service Endpoint
« https://Iti-ri.imsglobal.org/Iti/tools/2043/deep_link_launches

« Platform Public Key: Ref. Tool Private key
« Platform Private Key: Ref. Tool Private key

 Must include either a Tool Public Key or JWT Key Set URL
e Tool Public Key
o« JWT Key Set URL< Tool JWT Key Set URL
o https://Iti-ri.imsglobal.org/Iti/tools/2043/.well-known/jwks.json
e OAuth2 Access Token URL:
« https://Iti-ri.imsglobal.org/platforms/2292/access_tokens

« OIDC Auth URL:
« https://Iti-ri.imsglobal.org/platforms/2292/authorizations/new



https://lti-ri.imsglobal.org/lti/tools/2043/.well-known/jwks.json

IMS GLOBAL

Learning Tools Interoperability Team: ImsJapanDK

imsjdkpl3210 / Platform Keys

Deployment3210

imsjdkpl3210

LTI Platform Keys Platform: imsjdkpl3210

Add or manage Platform l(o] @ nﬁgura‘[ions_

Deployment ID:

Deployment3210

Resource Links

For Line Items view courses

well-known/jwks URL
::::‘;Ief:llj::j:nj::::ohttps //Mi-ri.imsglobal.org/Iti/tools/2043/deep_link_launches N eW p I a tfo r m _ key h ttp S ://It i - ri * i ms g I o b a | -0 rg

OAuth2 Access Token URL: https://lti-riimsglobal org/platforms/2292/access_tokens / p | atfo rl | ls

0IDC Auth URL: https:/Iti-ri.imsglob: Name

Platform’s public key: ----BEGIN PUBLIC KEY----- MIIBIANBgkqhkiGOwOBAQEFAAOCAQBAMIIBCGKCAQEAIDGQ2GPZBUYMOTSXbict

rEKGIADVhSTSNOXSUYZSpzypM/DVa/0APEWb1FIOAIfo3wDKCWFMCAOra2Glmk Depl 3210 /2292/p at orm eys
OMn7Yg j JTgCmb7- Gf1WSrbUBGRUGIOVDI-+nh/Nj/X34 eploymen —

bZPa18qQMKBEG4S +qpICi LIRICIYM 1IN fiXeW7H nsdgt YsBaOpv1joHT 1nuF/tTOmUKEBAJALORbwjITVoxoMfLgy .
TO59NsIngIXNu4SWmuWBEQIN2UONFpugZF/VDHYQTveudflIcVWYU9Sui4COHS 2QIDAQAB -----END PUBLIC KEY----- / 2 1 2 4 J son

Platform’s private key: -----BEGIN RSA PRIVATE KEY----- MIIEpQIBAAKCAQEA9DGQ2GpZBUYMOTSXbIcfrEKGIADVASTsNOxstY2SpzypM/D Deployment 1D
Va/0APBWb1FIOAIfo3wDKCWFMCAOra2GIkmkOMN7Yg4mR7Ew3johbgxCITgCmb7 + XIVRFAIWGf1WSrbUbGRUGOVDI+nh/Nj

/X34bZPa18GQMKBEG4S + GpICITIRICII jYM1IN Ys8aOpvijo
HT1nuF/ATOmUKE]BAJALORbW) TVoxoMfLgy TOSONsIngXNu4SWmuWBEQIn2UON
TFpugkZF/VDHyQTveudflicVWYU9Sui4COHSZQIDAQABAOIBAFpOECdYhwapFXhe De p I oyme nt3210

uUsyEpVq-+pD Y y bl0Fqs63C wN D e | ete
j IXUXn6YNWGCMenBFPg Xy
TlyTOPYmEQZkbk1u6QDVXWC/3RIX3NpTVALAISTAOP+rUY3KItZhAgsmvXvhxA
GYASIVjUEKEUZuvCqTmuqPykOCNTetCmikhX4ZmUuMPVNBQY +nRIXeskDSGEy) OPmSNmNNz7UrP30TQIV3IgA2icM1GFskVTHO/eRWnM3wMY Save
/H1tBI62aEszKqhlp SboiZbECGYEA/BHENO3K g G7M+VSkLSC3C;
1D6A QL 3WVTaNRVtk7+QwdcSesk
WASTBIu3IgE9ZFAAEO3b1GS0J8aqwmru29nWWesQeZ58Gxvio +itTsosCgYEAIGZT Back
927XerdSiFSftPdpRFbrdGa1fH1VBMEKBQzq +IQBCaLBVm7w/NDGO1xL8Z5Mfuth

QQIIMB17yV+2leSbePvbQumVC+0Qf4U3gFH/rXLKAOAAITJmKzzWXI44A/CQSqZB

PRadbeDACLaGv/c6MDhInMINTIXBxvmFIDSACCGYEA2quy6SAYQDDTSArQwDE

82AWZWTnGIEFK25N; DCkvm98LGqT Uj2jBU

MZMJE3IXFNNIBIxIX0lUKcoNEWSNIOHJIDRZV 1 pKOFZDY6rKRbSN +VWRHO21DWS

T8ZmLPO2Cd7cSpIRp2QYIdUCGYEATCCACdw6roKLaNJDAOBAOZS Winky25xztFUey

View Platform

b6ccip2Fij U785DT 504ctBZ9tpTYeTjm 1UBIDI3K6BOOKEGGCAUGUR/TWEoumu8hdzHXESHQ Platf k full ted
JORGMQAVZGAKFULNZTxuUKp/ SGOjS+ECGYEA/tID £3TSP J4FNFICS/TMpel. atiorm Key was successtully created.
i i Dg1ZPleGINNZPo; QOLVEWNTIMD 24KUhrDXBICW TqGiWpBGK9 16258+ TCKVIC3NANHOBDGltoMpU2Be8 =

----END RSA PRIVATE KEY-----

View Platform Key

Tool's public key:

Name: Deployment3210

Tool's JWT Key Set URL: https:/Iti-ri.imsglobal.org/Iti/tools/2043/ well json

Platform: 2292

Deployment ID: Deployment3210

s 0t oo (&) IMS GLOBAL

All rights reserved. Privacy Policy | Terms of Service L Learning Consortium
=~ Edit | Back
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 Name: imsjdkpl3210
« Client: client_imsjdk3210
* Audience: imsjdk3210 <« Tool Name

e Tool Deep Link Service Endpoint
+ https://Iti-ri.imsglobal.org/Iti/tools/2043/deep_link_launches

« Platform Public Key: Ref. Tool Private key
« Platform Private Key: Ref. Tool Private key

* Must include either a Tool Public Key or JWT Key Set URL
* Tool Public Key
« JWT Key Set URL< Tool JWT Key Set URL
https://Iti-ri.imsglobal.org/Iti/tools/2043/.well-known/jwks.json

« OAuth2 Access Token URL:
+ https://Iti-ri.imsglobal.org/platforms/2292/access_tokens

« OIDC Auth URL:
+ https://Iti-ri.imsglobal.org/platforms/2292/authorizations/new

* Deployment ID: Deployment3210

« well-known/jwks URL
https://Iti-ri.imsglobal.org/platforms/2292/platform_keys/2124.json


https://lti-ri.imsglobal.org/lti/tools/2043/.well-known/jwks.json

TR OAuth2 Access Token URL:
https://Iti-ri.imsglobal.org/platforms/2292/access_tokens

imsjdkpl3210

Client Id: client_imsjdk3210 OIDC Auth URL:

Tool Deep Link Endpoint: https://Iti-ri.imsglobal.org/platforms/2292/authorizations/new
https://Iti-ri.imsglobal.org

/Iti/tools

/2043 /deep_link_launches

OAuth2 Access Token URL:
https://Iti-ri.imsglobal.org
/platforms
/2292/access_tokens

OIDC Auth URL: https://Iti-
ri.imsglobal.org/platforms
/2292 /authorizations/new

View Platform

Unclaim this Platform



Editing Tool

Name

imsjdk3210

Client

client_imsjdk3210

Private key

MIIEowIBAAKCAQEApt9yDqsKMsywZd7dm22eMPm3poPjaKlhzv0zcg9zrZAvpbE2
Deployment

Deployment3210

Keyset url

https://Iti-ri.imsglobal.org/platforms/2292/platform_keys/2124.json
Oauth2 url

https://Iti-ri.imsglobal.org/platforms/2292/access_tokens

Platform oidc auth url

https://Iti-ri.imsglobal.org/platforms/2292/authorizations/new

Update Tool

Show | Back

Tool was successfully updated.

Name: imsjdk3210
Client: client_imsjdk3210

Private Key: ----- BEGIN RSA PRIVATE KEY----- MIIEowIBAAKCAQEApPt9yDqsKMsywZd7dm22eMPm3poPjaklhzv0zcg9zrZAvpbE2
ZoRC/fXSDi6dt7)SDKeBjAm6WoCERcOBpePQWp2HGFuu+USBkXo+fsWSSnqcVFwO
S10ppGMfzLkrvXSwDyJm2pu6C/fbSun5KzaniWh1nkvebaMt/BiPhF6rR60Itn3a
ULviZAgMtD41JQKnzouTFU2cCAmzONb719zdU5kFbhpb3X++bAqZDt3F0+mYRvdt
U8njJO09kbCbuGRHd/UuPi3F9ghqOeCOndyMmLpdxKvCgLDOqJjhVRV7gvE4IBVo
LBTKAs7XSP7kV8uHjehnHnem9MO+B5dPRwJ+EwIDAQABAOIBAQCIbTO72NGGZKam
hpZ4A+ZjtNrb5zlkvD1sHISGyUyrDho+DvzYClwDOVNgndPajJuMUe46Llaga3E1 ZTMyCjK98hZADnvaPpCX8HDNG6fzJet1JQBLTbf/pqB6ZLCRxb6EL7QZGXIJdU/e
5y4NKeRScszO/XVmiPMITCzSU6tGpGcCPBNM5PFynsGAeOt1YN4D+3EXZOIXZiyO
DNN+Ys0814W8ubGRadn+5zzQy3CEIH4Ql)GovHKfkzyhgQtXcoGilIRZGXthCNUs3 glLJ0eyxAkcv3BrlUSUxTHLZ 1arzjmKO3KzBG4/NS/7DlleTxK8Z4EChzuLJWvoYI
A8/HjVMJA0oGBAN3NgQMmLwfbMAVbnOtJB7VurLAdu8lzOMhJNxsyZonJFy/UTwSE
5w2+Cad1/n3X06z6euCZlet9CykjufAZOHT6UBTLSPv96aBGDpSAEMNnHLFvIgDtQ
HYglIFP20taCmWOHJNn5iDWhqTyW3go11U/IWpMeQSEgyve2azgBVPgV39A0GBAMCZ
VJLIWLCoiAH9ih2aqfSY8dbe8U2R70U1Vuc6YaARXsZeOEb8QL570pEpP8xxcNUD
DUUFh7HRLa6r2Az0q6gzVB/ddblinbyyquhL/G/lJlvideWM;l8nbanUO4QSBcmz yp8N/8EyainGmZVhkFyER025ayuKl/3aYLHkwoFPAoGAItv7wB70LUvplC39z4y +
xWkLgvJpXRPazL+VBZU6QFV2a3H2qUMp/SLs6YDF60INH1aOkVX/2r7gTirrQiOM
chYVrEw2wEP7v9DC4dvux4eiFRrB7)B+065Rfj40fXcnyIMjrhiWwxK6NbdNsWXLO
NjBNQwcEBzJdNprnenHwZxECgYA1B9+ZXgNnmO/iBGqMHjLfq2Ejdb1hS2ZjWv1z
g2qIBWBgJGkasogtKrDeOUnExBN6Q13a/FVRhTQb3Sse3huJs6BdKcAneAeblmli
|dGLCcBXGnK14s6supGCanJ8ue20DP4kb1IVW8lJeWp+bB+wdgadsajptAbs55XAs
az13FwKBgEIZHWGOFMO/YFBU +1tMb 14Mz9x/SHVEGwxCjvv218yibSfpoTHZNmLf

xISx5CHTeTkS4ANRhG5ZqiZSekntgm +QJ2IBtrVRkw/H/kUo8MOL4ACSNE6AGMqqiS zv/+ZXRAagReD13RcWN6Z88w0szr5YZV8Zn+8NR3bGTD5h/p69h0 ----- END
RSA PRIVATE KEY-----

Deployment ID: Deployment3210

Keyset URL: https://Iti-ri.imsglobal.org/platforms/2292/platform_keys/2124.json
OAuth2 URL: https://Iti-ri.imsglobal.org/platforms/2292/access_tokens

Platform OIDC Auth URL https://Iti-ri.imsglobal.org/platforms/2292/authorizations/new

Edit | Back



Unclaimed Tools

imsjdk3210

Client Id: client_imsjdk3210

Tool launch URL: https://Iti-
ri.imsglobal.org/Iti/tools/2043
/launches

Tool Deep Link URL:
https://Iti-
ri.imsglobal.org/Iti/tools/2043
/deep_link_launches

Tool OIDC Login Initiation
URL: https://Iti-
ri.imsglobal.org/Iti/tools/2043
/login_initiations

Tool JWT Key Set URL:
https://Iti-
ri.imsglobal.org/Iti/tools/2043
/.well-known/jwks.json

Delete

View Tool

View Tool Launches

Unclaim this Tool



imsjdkpl3210 / Courses Course

Label: Japanese 101 Label
Title: Japanese 101 Title

Type: Japanese 101: Context

Courses for imsjdkpl3210

Vi Delet
These are LTI Courses setup in the platform. i

Add Course

View Line Items

Launch Deep Link Flow (OIDC)

Launch Deep Link Flow



Rocnijfra | inke tar Ing
510/ Corss s s New platform_resource_link

Context

Resource Link

Japanese 101 Title A

Resource Links for

These are LTI Resource Links setup for this course.

Add Resource Link

Title: Japanese 101

Title

Resourcelink Title

Japanese 101 Resourcelink Title

Description

Description: Japanese 101

Japanese 101 Resourcelink Description

ResourceLink Description

Tool link url

Tool URL: https://Iti-
ri.imsglobal.org/Iti/tools
/2043/launches

https://Iti-ri.imsglobal.org/Iti/tools/2043/launches

Login initiation url

https://Iti-ri.imsglobal.org/Iti/tools/2043/login_initiations

Role (leave blank for Learner)

Instructor

[ User identifier only for launch, no Pll such as first name, email etc.

Save

View Course

Select User for Launch

nnnnnn g Consortiu

= .
&) s sLomaL
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New platform_resource_link

Context

Japanese 101 Title

Title

Japanese 101 Resourcelink Title for Students

Description

Japanese 101 Resourcelink Description for Students

Tool link url

https://Iti-ri.imsglobal.org/Iti/tools/2043/launches

Login initiation url

https://Iti-ri.imsglobal.org/Iti/tools/2043/login_initiations

Role (leave blank for Learner)

[ User identifier only for launch, no Pll such as first name, email etc.

Save

Back

@ !Ms GLoBAL

T that willbe sent:

)

MS GLOBAL

nnnnnn g Consortium

Nt

Resource Link

Title: Japanese 101
Resourcelink Title for
Students

Description: Japanese 101
Resourcelink Description for
Students

Tool URL: https://Iti-
ri.imsglobal.org/Iti/tools
/2043/launches

View Course

Select User for Launch

Resource Link

Title: Japanese 101
ResourceLink Title

Description: Japanese 101
Resourcelink Description

Tool URL: https://Iti-
ri.imsglobal.org/Iti/tools
/2043 /launches

View Course

Select User for Launch
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Resource Link

Title: Japanese 101
Resourcelink Title

imsjdkpl3210 / Japanese 101 Resourcelink Title / Roster

Roster for Japanese 101 Resourcelink Title

Team: ImsJapanDK

Initiating Login from Tool for Japanese 101 Resourcelink Title

LTI Spec Notes

The parameters can either be passed as query parameters using the

HTTP GET method or be passed as HTML form values that are auto-
submitted in the User Agent, and thus are transmitted via the HTTP
POST method.

OpenD Connect Spec Notes

The parameters can either be passed as query parameters using the

HTTP GET method or be passed as HTML form values that are auto-
submitted in the User Agent, and thus are transmitted via the HTTP
POST method.

Description: Japanese 101 You may also add other users to the roster below by launching as them

POST: Form attributes being generated:

ResourceLink Description

1552 imsjdk3210 (required, the issuer identifier identifying the learning platform)
login_hint: 347461 (required, a platform opaque identifier identifying the user to login)

- target_link uri: httpsy//lti-riimsglobalorg/iti/tools/2043/launches (required, the actual end point that should be executed at the end of the OIDC
Tool URL: https://Iti- e 2

1ti_message_hint: 39367 (required, this s an LTI specific parameter identifying the actual message to be executed. For example it may be the resource
ink id when the message is a resource link request)

ri.imsglobal.org/Iti/tools

1ti_deploynent_id: Deployment3210 (optional,if included, MUST contain the same deployment id that would be passed in the

.
U Se r‘s | n RO ste r‘ https://purl.imsglobal.org/spec/lti/claim/deployment_id claim for the subsequent LTI message launch.)
/2043/' aunc he S client_id: client imsjdk3210 (optional, specifies the client id for the authorization server that should be used to authorize the subsequent LTI message

request. This allows for a platform to support multiple registrations from a single issuer, without relying on the initiate_login_uri as a key)

Launch with New User

Delete

1ss: imsjdk3210 (required, the issuer identifier identifying the learning platform)
User Login_hint: 347461 (required, a platform opaque identifier identifying the user to login)

target Link_uri: httpsi//lti-riimsglobal.org/lti/tools/2043/launches (required, the actual end point that should be executed at the end of the OIDC
authentication flow)

View Course oo i S e G i AR e RS P B e B s
N A " B Ti t ink id when the message is a resource link request)
ame: Lella borer Irantow

1ti_deploynent_id: Deployment3210 (optional, if included, MUST contain the same deployment id that would be passed in the
httpsy//purlimsglobal.org/spec/lti/claim/deployment.id claim for the subsequent LTI message launch)

student‘ NO client_id: client_imsjdk3210 (optional, specifies the client id for the authorization server that should be used to authorize the subsequent LTI message
request, This allows for a platform to support multiple registrations from a single issuer, without relying on the initiate_login_uri as a key)

Send Requ

Select User for Launch

Launch Resource Link (OIDC)

Launch Resource Link

Al rights r Learning Consortium

o &> |MS GLOBAL®




IMS GLOB,

AL
Learning Tools Interoperability

Make Authentication Request back to Platform imsjdk3210

LTI Spec Notes. OpenlD Connect Spec Notes

The parameters can either be.. https://openid.net/specs/openid-connect-core-1.0 htmi#AuthRequest

Paremeters Recieved from Platform

(fiss"=>"imsjdk3210", "login_hint"=>"347461", "target link_uri
“Iti_deployment_id"=>"Deployment3210", "client_id

>"https://Mti-rimsglobal org/lti/tools/2043/launches”, Iti message_hint"=>"39367",
“client_imsjdk3210")

(GET: query parameters being generated:

response_type: id_token (required, the tool must use a value of id_token)

redirect_uri: https://lti-riimsglobaLorg/lti/tools/2043/launches (required, This URI must exactly match a value pre-registered with the platform)
response_mode: form_post (required, tools and platforms must support a value of form post)

client_id: client. imsjdk3210 (required, client identifier valid at the Platform)

scope: openid (required, must contain the openid scope value)
state:
eyJ0eXAOUKVIQILCIhbGCOUSUz TNilsimtpZCIGIKdQVXdLZ! TISZENibi ToWIUILCI0EXAIOUKVIQifQ.eyI0b
Vi % OiLinJMiLCIpe3MiOL f
aGludCIBIMONZQ: Oi8vbHRpL Rvb2xal iLCIsdGlfb.
i 7 joi¥ 2y Cjp2ita
X010UQ oL . i i Nl
DML CHeHAIO) /3In0.VwUybQCddad9F o8 mrPhGTLAFC

(C95dUOUIC-QSboVAmOIpBHWICT
0C4Y4t1(CT/1ECwqu3tthxhYSZ7HVL9Akfu tpAUeib_lIblmBA1VCxikg! 1yRLRPCWDXIyGCA_GYYXJO DOy
QZLSy8wvFwQQH]SbVLnkCZw2aWBNibdaJsGXndzjh2q9w (required, opaque value used to

2aWwZT5CyW-p9IFQAgzOaOlL-

mainain state between the request and the calloack

login_hint: 347461 (required, tools and platforms must support a value of form_post)

Iti_message. hint: 39367 (required, a platform opaque identifier identifying the user to login)

prompt: none (optional, The tool should use a value of none. In the future a re-launch flow may support additional values being used here)

nonce: df62179chb38dc67e2ab (optional, string value used to associate a dlient session with an ID token, and to mitigate replay attacks)

Send Request

M e Py o T of S ‘g,ﬁ IMS GLOBAL"

Learning Consortium

IMS GLOI

Home

BAL
Learning Tools Interoperability Team: ImsJapanDK

Authentication Request Validation from Tool

LTI Spec Notes OpenlD Connect Spec Notes

The parameters can either be... https://openid.net/specs/openid-connect-core-1.0htmi#AuthRequest

Paremeters Recieved from Tool

response_type: id_token (required, the tool must use a value of id_token)
redirect_uri: https://lti-riimsglobal.org/ti/tools/2043/launches (required, This URI must exactly match a value pre-registered with the platform)
response_mode: form_post (required, tools and platforms must support a value of form_post)

dlient_id: client_imsjdk3210 (required, client identifier valid at the Platform)

scope: openid (required, must contain the openid scope value)

state:

20eXAIOUKY 1QILCINbGOUSU TNIlsmip ZCI6lkdQVXALZVNN TpzN2diel 1 3czETHNKanBUV GADAG IxQTISZENibi ToWILILCIORXAIOUKV 1QifQ eyJﬂb
IDQzLCJzdGFOZV! j: FyYWizljp OiLinJMiLCJpc3MiOUp

aGludCIEMONZQ: OiBbHRALXpL 5 mvhHRpLJvaZﬂLz/wNDvaGF7meoZXM1LC/sdGlﬂ7

WVzc2FnZV joiMzkzNj Vilb lyMTAILCYjb21ta

‘QIOUQL VIc3QiLTjb. joit iwi) i) 161jlwNDI w

IsnNTYil

il IMjI20DMxL ClleHAIQJE2MjUyMj ZDMy0 SN2Y2ZTY3In0.VwUybQCAdad9F_o8mrPhGTLAFC
HIVDBSTRIEUERWC9sdUOudfC-QSboVxmOIp8HWICtYszolxDnSpgoT IQzaWWZT5CyW-pIFQAgz0aOIL-
0C4Y4CTiCTI1ECwqdH3tbhRxhY527HYL9AKfu-tpAUeib_llblmBATVCxikqF ZbJPdyRLRPCWDXlyGCA_GYYXJOen3rDOplwfyaB3bm9AtY-

j1USxmaH: IPPKQZLSyBunFwQQH]SHVLNkCZw2aWBNibdgJsGXndzjh2q9w (required, opaqu
maintain state between the request and the callback)

value used to

login_hint: 347461 (required, tools and platforms must support a value of form_post)
Iti_message_hint: 39367 (required, a platform opaque identifier identifying the user to login)

prompt: none (optional, The tool should use a value of

e. In the future a re-la

ch flow may support additional values being used here)

nonce: df62179cbb38dc67e2ab (optional, string value sed to associate a client session with an ID token, and to mitigate replay attacks)

Launch Resource Link

N et ey i 5 2 IMS GLOBAL

Learning Consortium

Platforms imsjdipl3210
Context: Japanese 101 Tite

Tite: Japanese 101 Resourcelink Ttle

Descrption: apanese 101 Resourcelink Descripion
JWT attributes in request:

1. org/spec/1ts/clata/message._type’

heto: exsmple.org/2e11a. 08",
el Temtoeimle.eg”
rtos:/1pur sglobahorg/spec e /catasrales™ |
Nt /por. Ansglobal.ong/vocsn 15/ 2 AnsELtutLon/personaTastructor
.
“hetps: /pur). insglobal. org/spec/1e1clatrole.scope_mentor™ [
Qs
)
Rt/ dmglobal.ora/spec Lt chabnresource Lk

SEtI: “Japinese 108 Rescurctink Title',
“descript e 101 Resourcetink Description

tps://purd. imsglobalong/spec 184 /clatm/context™: {

“Japanese 101 Lotel”,

“tstle": “Japanese 101 Title",

“Japanese 101: Context™

5¢//p0r). Ansglobol.ong/spec/ 181/ clatn/tool_platfora® {

Snsglonst.ore/spec/1t1-ags/clataendpotnt

e
ol Smttal el 3ot

/185-ags/scope/result.resdonly”,
. meloel g e/ b e

nestens™: “hitps://1ti-rd.insglobal.ora/pLatfores/2292/contexts/ 25601/ Line_itens™

53//purL. insglobal.org/spec/ 151 nrps/claia/namesroleservice”

“context sesbersnips_url"; “https://1E1-rL. insglobal.org/platforas/ 1192 contexts/ 25601 /nenberships”,
“service_versions®: [

piies

)

“hetps://purd Ansglonst ong/spec 184 cos/clata el per-andpotat - service” {

t
“hetps: //purl. insglobal ong/spec/ Le1-ces/vigd/scope/send”

Le5-r4.tmsgLobal org/platsores 2292 sensors”,
g OFASDAASITIIS 26"

“smssaone”,
~eltent_tusséionto”,
selobal.org/spec/1t1/clat/version™s *1.3.0%,

et Awgioblgispc/16claa/ o resenations {

et s s

tnsglonal.org/spec/1t1/clata/deployment_id": “Deploymentsaie”,
in _Mk_urt®: heeps:/ /e
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Launchwas successuly receied b Rfernce ool

06 beiow

reoneg s e
wred bt wer nt st

Followingsses shouid be
Tned

A o s
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e Student Resource Link Flow

® s

Resource Link
Inititing Login from Toolfor Jopanes 101 ResourceLink Tike for Students

Authentication Request Validation from Tool

Title: Japanese 101
Resourcelink Title for

Roster for Japanese 101 ResourceLink Title for Students.
Students

Description: Japanese 101
ResourceLink Description for
Students

- #
riimsglobal.org/Iti/tools -

Tool URL: https;
/2043/launches —

Users in Roster

. &5)ms GLosaL

$ Learning Consortium Qj IMS GLOBAL'

g 3)!Ms GLOBAL

Make Authentication Request back to Platform imsjdk3210

Tool



Authentication Request: Paremeters
Ego@ CCL[@MG@'Q{UIJGQTF r]t IthQtle openid scope value)

response_type: id token (required, the tool must use a value of id_token)
response_mode: form_post (required, tools and platforms must support a value of
form_post)

prompt: none (optional, The tool should use a value of none. In the future a re-launch flow
may support additional values being used here)

client_id: client_imsjdk3210 (required, client identifier valid at the Platform)

redirect_uri: https.//35aqbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/launch/
(required, This URI must exactly match a value pre-registered with the platform)
login_hint: 347983 (required, tools and platforms must support a value of form_post)
Iti_message hint: 39399 (required, a platform opaque identifier identifying the user to login)
state: state-c2dd39dc-e57b-4bff-b4ab-c50dc8f71bf3 (required, opaque value used to
maintain state between the request and the callback)

nonce: 633a8b6595074d96a8fa9b455ce7199ab2d4d1cbe2e711eba88bfa98254733f2
(optional, string value used to associate a client session with an ID token, and to mitigate
replay attacks)







LTI Conform amgSiidi@asdedmaliiar s a8y certificatio

ke S Test Description: KID not passed in JWT
Header

Test Verifies KID Required in Header

Test Status: NOT RUN Tég-rogtcaltﬂlgbwl@*d RLhJaNader and not in the payload.

13 | JWT KID not found LMS Administrator should contact n/a
LMS Technical Support to
troubleshoot.

Test Description: KID not passed in JWT Header

LMS didn't send required
parameter in launch request
Test Options  TestPayload  Test Resuits

Submitted Test https://openncechelp.nccommunitycolleges.edu/support/solutions/articles/420000825 1 8-1ti-1-3-troubleshooting-and-technical-documentation-for-openncce
OPENING TEST IN ANOTHER WINDOW/TAB . . : :
TE TRPRAYIGEE IS https://community.brightspace.com/s/article/LTI-Advantage-Developer-FAQ-s

eyJiYWRO0ZXNOb25seSI6ljEyMzQ1liwiYWxnljoiUIMyNTYifQ.eyJpc3MiOiJodHRwczovL 2x0aWFkdmFudGFnZXZhbGIkYXRvci5pb
XNnbG9iYWwub3Jnliwic3ViljoiMzk40TAILCJhdWQiOiJpbXNOZXNOZXJfMDc2ZTdjYSIsImV4cCI6MTYyNjETNDEWNywiaWFOIj
0xNjl2MTUzODA3LCJub25jZS161jM3NGMyM2RIMDMXNTQzNDISNWY3ZWFhMjY10DI2NTRmNzMOZjlzZWFIMzIhMTFIYjk4Zm
Q2N}ViZDUwYzdIZTMILCJuYW1lljoiTGF1cmVUlENVbGXIZW4gSHV0dG9uliwiZ212ZW5fbmFtZSI6lkxhdXJIbilsimZhbWlseVIuY
W1lljoiSHV0dGuliwibWIkZGxIX25hbWUiOiJDb2xsZWVuliwiZW1haWwiOiJsLmMuaHV0dG9uQGRpc3RyaWNOMS5jb20iLCJsb
2NhbGUI0iJIbi1VUylsimh0dHBzOi8vcHVybC5pbXNnbG9iYWwub3JnL3NwZWMvbHRpL2NsYWItL3RhcmdldF9saW5rX3VyasSi6
Imh0dHBZz0i8vMzVhcWJ3dHpgbC5leGVjdXRILWFwaS5hcC1ub3J0aGVhec3QtMS5hbWF6b25hd3MuY29tL2RIdi9sYXVuY2gvliw
iaHROCHM6Ly9wdXJsLmltc2dsb2JhbC5vemeve3BlYy9sdGkvY2xhaWOvZGVwbG95bWVudF9pZCl6InRIc3RkZXBsb3kiLCJodH =
RwczovL3B1cmwuaW1zZ2xvYmFsLm9yZy9zcGVjL2x0aS9jbGFpbS9tZXNzYWdIX3R5¢GUiOiJMAGISZXNvAXJjZUxpbmtSZXF1 J Wt u I O
ZXNOliwiaHROcHM6Ly9wdXJsLmitc2dsb2JhbC5vemcve3BIYy9sdGkvyY2xhaWovdmVyc2lvbil6liEuMy4wliwiaHROCHM6Ly9wdX " " R " "
JsLmltc2dsb2JhbC5vemcve3BlYy9sdGkvY2xhaW0vem9sZXMiOlsiaHROcDovL3B1ecmwuaW1zZ2xvYmFsLm9yZy92b2NhYi9sa D ecod e a te Ston y . 1 2 3 4 5
XMvdjlvbWVtYmVyc2hpcCNJbnNOcnVjdG9yll0simh0dHBz0i8veHVybC5pbXNnbG9iYWwub3JnL3NWZWMvbHRpL2NSYWItL2 9
NvbnRIeHQiOnsiaWQiOil40DkzNDgzliwibGFiZWwiOiJCaW9sb2d5IDEwMilsInRpdGxIljoiQmIivIEFkdmVudHVyZXMiLCJ0eXBIljpb

ImhOdHA6Ly9wdXJsLmltc2dsb2JhbC5vemevdmojYWIvbGIzL3YyL2NvdXJzZSNDb3Vyc2VTZWNOaWwsull19LCJodHRwezovL 3 H ea d e r " n. n "
B1cmwuaW1zZ2xvYmFsLm9yZy9zcGVjL2x0aS9jbGFpbS9yZXNvdXJjZV9saW5rljp7IimlkljoiNDYwMzNIM2ZmYmY5NGRIOGIzZ a g .
GMxZTc5M2E0YTk2YzciLCJ0aXRsZSI61kludHJIVZHVjdGIvbiBBc3NpZ25tZW501iwiZGVzY3JpcHRpb24i0iJUaGlzIGIzIHRoZSBp

bnRyb2R1Y3Rpb24gYXNzaWdubWVudCJ9LCJodHRwczovL3B1ecmwuaW1zZ2xvYmFsLm9yZy9zcGVjL2x0aS9jbGFpbS9jdXNO
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LT1Iv1.3 and LTI Advaidraade@ritisrianateShetli6al org/ltiadv/certificatio

Learning Tools Interoperabilityndivantage Conformance Certification
Guide

IMS Final Release

Version 1.3

hHERSa IR Iridgiobal. 618/ 8pec/Iti/v1p3/cert/

e 30 Test Cases

« Tests for Deep Linking:
« 8 Test Cases

e Tests for Names and Role Provisioning Services
« Hh Test Cases

e Tests for Assignment and Grade Services
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Better Learming From Btter Learning Technology
HOME
1Ly Member U Set
Login  Create new account  Reset your password ° M C S t © Qe[ s _ |+ [ = SO »
mber mpany ‘
Username or email address. * e e O p a e up
that
g LTI® Advantage Certification Suite Instructions
Enter your username or emal address
Password * amember
cccosscce e
ot pramtors forallcsing ha s one lfr

Loarmng Pator
¢ aTeacher,

Enter the password that accompanies your username.

o x5t Vales 10 40 1o launchos

Next>

IMS GLOBAL IMS GLOBAL IMS GLOBAL
LTI Advantage J LTI Advantage

LTI Advantage

Member Company Setup Product Setup

Member User Setup
LTI Advantage Certification Suite

LTI Advantage Certification Suite

LTI Advantage Certification Suite-v 1.1.1g

Confirm your contact information below Confirm your Company/Group Name below Setup your test configuration data below

Product Name Product Version

Your Name Your Email Company/Group Name
OBV2LTI 0.5

Takahiro Hata t-hata@digital-knowledge.co.jp DK

Product Type

Next >
- O Platform @ Tool



| Ee]!i%ion onfiguration Details

onfiguration - PAR Testi s Value:

. https://Itiadvantagevalidator.imsglobal.org

OIDC Auth URL:
https://Itiadvantagevalidator.imsglobal.org/Ititool/oidcauthurl.html
Platform Well-Known/JWKS URL:
https://oauth2server.imsglobal.org/jwks

Hs LR oo b OAuth2 Access Token URL:

e T, https:/Itiadvantagevalidator.imsglobal.org/Ititool/authcodejwt.html

Your Tool Configuration

Tool End-Point to Receive Launches
(Note: his is the target_ink_urlthat the cert suite will send in OIDC nitiation)

https://35aqbwizjl.execute-apl.ap-northeast-1.amazonaws.com/dev/launch/

oWn/JWKS URL

Tool OIDC Launch Redirect URL
(Note: for your Tool.

htp: execute-api.ap-north

Tool End-Point to Receive Deep Link Launches
‘et link_urlthat p Linking.)

htp: execute-api.ap-north

Tool OIDC Redirect Deep Linking URL.
(Note: in OIDC for your Toofs Deep Link STs launches

htp: execute-api.ap-north

Your Client Id (Record this Value!):
Ver. 0.5 == imstester b926442

Start Testing With:

(Note: You Should Know What You Are Doing to Skip Core Testing!)
Deep Linking Linking UI Flow
Names and Roles Service

Assignments and Grades Service

Ver. 0.6 == imstester_eb058e7

: Enter Your 7ool's JWKS Server:
https://35agbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/jwks/

https://35agbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/login/
https://35agbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/launch/

Start Testing With: None

®

Deployment Id:
testdeploy

® oo




|_

11 vl.3 Core Test Cases: 17 Falsei 18 True

1 No KID Sent 11 Launch No resource_link_id 21 [Valid Instructor Email Without Context
KID not passed in JWT Header Launch With Missing resource_link_id Launch Instructor With Email No Context
2 [Incorrect KID Sent 12 |User Claim Invalid 22 |Valid Student Launch
Incorrect KID passed in JWT Header user Claim Missing Launch LTI 1.3 Message as Student
3 |Wrong LTI Version 13 |Valid Instructor Launch 23 |Valid Student Launch with Roles
LTI version passed is not 1.3 Launch LTI 1.3 Message as Instructor Launch Student with Multiple Role Values
4 |Missing LTI Version 14 |Valid Instructor Launch with Roles 24 |Valid Student Launch Short Role
No LTI version passed in claim/version Launch Instructor with Multiple Role Values Launch Student with Short Role Value
5 (Invalid LTI Message 15 [Valid Instructor Launch Short Role 25 |Valid Student with Unknown Role
Message passed is NOT LTI 1.3 JWT Launch Instructor with Short Role Value Launch Student with Unknown Role
6 |Missing JWT Fields 16 [Valid Instructor Launch Unknown Role 26 [Valid Student with No Role
One or more JWT fields missing Launch Instructor with Unknown Role Launch Student With No Role
7 MJWT Timestamps Invalid 17 [Valid Instructor Launch No Role 27 [Valid Student No Names
Exp and lat Fields invalid Launch Instructor With No Role Launch Student Only Email
8 |Message Type Invalid 18 [Valid Instructor Launch Email Only 28 |Valid Student Launch Names Only
message_type Claim Missing Launch Instructor Only Email Launch Student Only Names
9 |[Role Claims Invalid 19 |Valid Instructor Launch Names Only 29 |Valid Student Launch No PII
role Claim Missing Launch Instructor Only Names Launch Student No PlI
10 |Deployment Claim Invalid 20 |Valid Instructor No PII 30 |Launch Student Resource Link Only
deployment_id Claim Missing Launch Instructor No PlI Launch Student Only Resource Link




KID not passed in JWT Header

Incorrect KID Sent

Incorrect KID passed in JWT Header

Wrong LTI Version

LTI version passed is not 1.3

Missing LTI Version

No LTI version passed in claim/version

Invalid LTI Message

Message passed is NOT LTI 1.3 JWT

Missing JWT Fields

One or more JWT fields missing

JWT Timestamps Invalid

Exp and lat Fields invalid

Message Type Invalid

message_type Claim Missing

Role Claims Invalid

role Claim Missing

10

Deployment Claim Invalid

deployment_id Claim Missing

11

Launch No resource_link_id

Launch With Missing resource_link_id

12

User Claim Invalid

user Claim Missing

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

pyltilp3.exception.LtiException:

JWT KID not found

Unable to find public key

Incorrect version, expected 1.3.0

Incorrect version, expected 1.3.0

Invalid id_token, JWT must contain 3 parts

Invalid message type

Can't decode id_token: Signature has expired

Invalid message type

Missing Roles Claim

deployment_id is not set in jwt body

Missing Resource Link Id

Must have a user (sub)

"'message":

"{'message":

"{'message":

"{'message":

"{'message":

"'message":

"'message":

"{'message":

"{'message":

"{'message":

"{'message":

"'message":

'An

'An

Error Log

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici

uncaught exception happened while servici



vItilp3.exception.LtiExcept

IMS GLOBAL

LTI Advantage

Test Description:

Test Verifies KID Required in Header

Test Status: NOT RUN

D not passed in JWT Header

TestOptions  TestPayload  Test Results

Submitted Test

OPENING TEST IN ANOTHER WINDOW/TAB
THE JWT PAYLOAD WAS

PAYLOAD: DATA

"badtestonly":
alg": "RS256"

DeCOded EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

"12345",

"iss": "https://1ltiadvantagevalidator.imsglobal.org"”,

ey. Q.eyJpcaMiOiJodHRwCzOVL:

ot CIhdwa

"sub": "40899",
FIY "aud": "imstester_b926442",

MEWNDIOZTVhZmNKOG CIuYWIlljoiQ2FyemllFRIc3Qg
ThaWwiOiJjLi "exp": 1626699340,
i CJodHRwczovL: 2xv¥YmFsL i iJodHR
wezovLzM1 TEUYWihemouy Isim "iat": 1626699040,
3JnL: 2NsYWItL2RI
ROCHM6Ly9wdXJs mitc2dsb "nonce"
Jnl: PL2NSYWHL: "
B20IBUCHVYbC: nt pL2NSY WL, JsLmitc2dsb2Jhb 7a85f7c120ff4e2c989b011851faalc5eb5be9f0e88f11ebad491e
) 3YyL21IbWJlenN I TGVhe IciJdLCJodHRwezovL: [1zZ2xvYmFsLr 2x0aS9jb "
S5afca8f6ea
dHIwZS! RWOIBVC JnL3ZVY2FiL: HRO N v "
JsLmitc2dsb: JpZCIBIjhiN: Q name": "Carrie Test Lowell",
1ZDdhOGUIMTZIZTEINjg ) - " " .
JowdXJsLmitc2dsb: given_name Carrie",
h JodHRwczovL 3JnL3B’ . " " "
e yowdxJsLmltc2dsbs o "family_name Lowell",
"middle_name": "Test",

IMS GLOBAL’

Learning Consortium

IMS LTI Advantage - Certification S X 35agbwtzjl.execute-apiap-northea: X =+

C B https://35agbwtzjl.execute-api.ap-northeast-1.amazonaws.com/dev/launch/

JSON  £7-5  Avy-
®EF - TRTFYLLS TNTER

*{'message': ‘An uncaught exception happened while servicing this request. You can investigate this with the *zappa tail” command.', traceback [‘Traceback (most recent call last):\\n',
le \"

/base_response.py\", line 287, in from_app\\n  return cls(*_run_wsgi_app(app, environ, File
[task/flask/app.py\", line 2464, in __call_\\n return sc\’wsgv start_s Fnlc\

handle_exception\\n  reraise(exc_type, exc_value, to)\n', " File \"/var/task/flaskj_compat.py\", line 39, in reraisel\n raise value\\,
File \"/var/task/flask/_compat.py\", line 39, in reraise\\n raise value\\n',
dispatch_request\\n  return view_func(**req.view_args)\\n', " File \"/var/task/app.py\", line 174, in launch\\n  message_launch_data = message_launch.get_launch_data()\\n’, '
_get_jwt_body\\n self.validate()\\n', " File \"/var/task/pyltilp3/message_launch.py\", line 275, in validate\\n  return self.validate_state(\\n', *

File \"/var/task/flask/app.py\", line 1821, in handle_user_exception\\n  reraise(exc_type, exc_value, th)\\n',

raise LtiException(\"JWT KID not found\")\n', ‘pylti1p3.exception.LtiException: JWT KID not found\\n']}"

Fl\e\/var/bask/hand\er py\", line 540 in handler\\n  with Response from_app(self.wsgi_app, environ) as response:\n', '
le \'

. py\", line 1096, in run_wsgi_app\\n app_rv =
py\", line 33, in __call_\\n return self. start_ F\Ic\

" File \"/var/task{flask/app.py\", line 2447, in wsgi app\\n response = self.full_dispatch_request()\\n',*
" “File \"/var/task/flask/app.py\", line 1950, in full_dispatch_request\\n v = self.dispatch_request(\\n', "
File \"/var/task/pylti1p3/message._launch.py\", line 437, in get_launch_data\\n ~return self._get_jwt_body()\\n',
File \"/var/task/pylti1p3/message_launch.py\", line 614, in validate_jwt_signature\\n  public_key = self.get_public_key(\\n', '

File \"/var/task/werkzeug/wrappers
py\", line 55, in _call_\\n _ response = self.application(environ, encode, respm\se)\\n,

P \ line 2450, in wsgi_app\\n mspnnsc self.handle ' File
File \"/var/task/flask/app.py\", line 1952, in full d\spatch request\\n v = self handle _user_ excepnon(e)\\n,

File \"/var/task/flask_debugtoolbar/ _init__py\", line 125, in
File \"/var/task/pylti1p3/message_launch.py\", line 290, in
File \"/var/task/pylti1p3/message_launch.py\", line 512, in get_public_key\\n

Q

File \"/var

10N

JWT KID

"{'message': 'An uncaught exception happened while servicing this request.
You can investigate this with the "zappa tail' command.', 'traceback':
['Traceback (most recent call last):¥¥n', ' File ¥"/var/task/handler.py¥", line
540, in handler¥¥n with Response.from_app(self.wsgi_app, environ) as
response:¥¥n', ' File ¥"/var/task/werkzeug/wrappers/base_response.py¥",
line 287, in from_app¥¥n return cls(* _run_wsgi_app(app, environ,
buffered))¥n', ' File ¥"/var/task/werkzeug/test.py¥", line 1096, in
run_wsgi_app¥¥n app_rv = app(environ, start response)¥¥n', ' File
¥"/var/task/zappa/middleware.py¥", line 55, in __ call ¥¥n response =
self.application(environ, encode response)¥¥n', ' File
¥"/var/task/flask/app.py¥", line 2464, in __ call ¥¥n return
self.wsgi_app(environ, start_response)¥¥n', ' File ¥"/var/task/app.py¥", line
33,in __call ¥¥n return self.app(environ, start response)¥¥n', ' File
¥"/var/task/flask/app.py¥", line 2450, in wsgi_app¥¥n response =
self.handle exception(e)¥¥n', ' File ¥"/var/task/flask/app.py¥", line 1867,
in handle_exception¥¥n reraise(exc_type, exc_value, th)¥¥n', ' File
¥"/var/task/flask/ _compat.py¥", line 39, in reraise¥¥n raise value¥¥n', ' File
¥"/var/task/flask/app.py¥", line 2447, in wsgi_app¥¥n response =
self.full_dispatch_request()¥¥n', ' File ¥"/var/task/flask/app.py¥", line 1952,
in full dispatch_request¥¥n rv = self.handle user exception(e)¥¥n',' File
¥"/var/task/flask/app.py¥", line 1821, in handle user exception¥¥n
reraise(exc_type, exc_value, tb)¥¥n', ' File ¥"/var/task/flask/ _compat.py¥",
line 39, in reraise¥¥n raise value¥¥n', ' File ¥"/var/task/flask/app.py¥", line
1950, in full dispatch_request¥¥n rv = self.dispatch_request()¥¥n', ' File
¥"/var/task/flask debugtoolbar/ _init .py¥", line 125, in
dispatch_request¥¥n return view_func(**req.view_args)¥¥n', ' File
¥"/var/task/app.py¥", line 174, in launch¥¥n message launch data=
message launch.get launch_data()¥¥n', ' File
¥"/var/task/pyltilp3/message launch.py¥", line 437, in

get launch_data¥¥n return self._get jwt body()¥n',' File
¥"/var/task/pyltilp3/message launch.py¥", line 290, in _get jwt body¥¥n
self.validate()¥¥n', ' File ¥"/var/task/pyltil p3/message launch.py¥", line
275, in validate¥¥n return self.validate state()Y3¥28¥n', ' File
¥"/var/task/pyltilp3/message launch.py¥", line 614, in

validate jwt_signature¥¥n public_key = self.get public_key()¥¥n',' File
¥"/var/task/pyltilp3/message launch.py¥", line 512, in get public_key¥¥n
raise LtiException(¥"JWT KID not found¥"y¥¥n',

'pyltilp3.exception.LtiException: JWT KID not
found®n'}y”
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ke S Test Description: KID not passed in JWT
Header

Test Verifies KID Required in Header

Test Status: NOT RUN Tég-rogtcaltﬂlgbwl@*d RLhJaNader and not in the payload.

13 | JWT KID not found LMS Administrator should contact n/a
LMS Technical Support to
troubleshoot.

Test Description: KID not passed in JWT Header

LMS didn't send required
parameter in launch request
Test Options  TestPayload  Test Resuits

Submitted Test https://openncechelp.nccommunitycolleges.edu/support/solutions/articles/420000825 1 8-1ti-1-3-troubleshooting-and-technical-documentation-for-openncce
OPENING TEST IN ANOTHER WINDOW/TAB . . : :
TE TRPRAYIGEE IS https://community.brightspace.com/s/article/LTI-Advantage-Developer-FAQ-s
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LTI Advantage

IMS GLOBAL

LTI Advantage

Member User Setup

LTI Advantage Certification Suite-v 1.1.1g

Member Company Setup

LTI Advantage Certification Suite

Confirm your contact information below
Your Name Your Email Confirm your Company/Group Name below

Takahiro Hata t-hata@digital-knowledge.co.jp Company/Group Name

DK

Product S

LTI Advantage Certification Suite

Setup your test configuration data below

Product Name Product Version
OBV2LTILocal 0.5
Product Type

OPlatform @ Tool



Your Tool Configuration

Tool End-Point to Receive Launches
(Note: this is the target_link_url that the cert suite will send in OIDC initiation.)

http://3.113.82.107:8080/launch/

0IDC Login Initiation URL
(Note: this is your tool's OIDC initiation URI.)

http://3.113.82.107:8080/login/

Tool OIDC Launch Redirect URL
(Note: this should be the REGISTERED URL for your Tool. The cert suite POSTS launches herel)

http://3.113.82.107:8080/launch/

Tool End-Point to Receive Deep Link Launches
(Note: this is the target_link_url that the cert suite will send in OIDC initiation for Deep Linking.)

http://3.113.82.107:8080/launch/

Tool OIDC Redirect Deep Linking URL
(Note: this s the REGISTERED URL in OIDC for your Tool's Deep Linking. The cert suite POSTs launches herel)

http://3.113.82.107:8080/launch/

Start Testing With:

(Note: You Should Know What You Are Doing to Skip Core Testing!)
Deep Linking Linking Ul Flow
Names and Roles Service

Assignments and Grades Service

ration - PART |

Certification Suite (Tool Testing)

Please Record the General Details of Platform Settings for Certification Suite:

Certification Configuration Details

Testing iss Value

(Note: the cert suite will send this value in the OIDC initialization)

https:/Itiadvantagevalidator.imsglobal.org

0IDC Auth URL
(Note: this is the URL value for your Tool's OIDC auth call)

https://Itiadvantagevalidator.imsglobal.org/Ititool/oidcauthurl.html

Platform Well-Known/JWKS URL
https://oauth2server.imsglobal.org/jwks

OAuth2 Access Token URL

https://Itiadvantagevalidator.imsglobal.org/Ititool/authcodejwt.html

(PART Il)

LTI Advantage Certification Site (Tool Testing)

Please Choose the Details of the Testing Setup - Platform Test Emulation

Platform Configuration Details

Your Client Id (Record this Valuel)

imstester_fbe1c43

Service Key Setup:
(Note: You MUST Choose ONE of the options below!)

We Require a Private Key From the Platform
@) e Deploy a Tool JWKS
We Provide a PEM Public Key To Platforms

Enter Your Tool's JWKS Server:
(This must provide RS256 JWK values for the provided KID)

https://Iti-ri.imsglobal.org/platforms/2292/platform_keys/2124.json

Certification Configuration Details

Testing iss Value

(Note: the cert suite will send this value in the OIDC initialization)
https://Itiadvantagevalidator.imsglobal.org

OIDC Auth URL
(Note: this is the URL value for your Tool's OIDC auth call)
https://Itiadvantagevalidator.imsglobal.org/Ititool/oidcauthurl.html

Platform Well-Known/JWKS URL
https://oauth2server.imsglobal.org/jwks

OAuth2 Access Token URL
https://Itiadvantagevalidator.imsglobal.org/Ititool/authcodejwt.html

Platform Configuration Details
Your Client Id (Record this Value!)
imstester tbelc43

Service Key Setup:

(Note: You MUST Choose ONE of the options below!)

Enter Your Tool's JWKS Server:

(This must provide RS256 JWK values for the provided KID)
https:/Iti-ri.imsglobal.org/platforms/2292/platform_keys/2124.json



Custom Tool Vari: ifiguration

LTI Advantage Certification Suite (Tool Testing)

Please Insert Required Custom Values For Your Tool

Platform Configuration (PART 1)

LTI Advantage Certification Suite (Tool Testing)

Please Record the Deploymentld for this Cert Suite Testing

User Se‘[up Generate!
Your Tool Configuration
Input Teacher Details Input Student Details.
leacherld (LIS guid): 39890 StudentId (LIS guid): |40899 Custom Variable Name 1 Custom Variable Value 1
Platform Confi qu ration Details Teacher FirstName: [Lauren Student First Name: | Carrie obv2 »bal.org/public/assertions/1geQXkWnQnWOBKWcO3jSPA
Teacher Middle Name: | Golleen Student Middle Name: | Test
Please Record the Deploymemt 1D Houtbortoiifomss:  Tomn Suderiiacilime  Teoudl Custom Variable Name 2 Custom Variable Value 2
We are only modeling a single-tenant deployment model. The Cert Suite has Provisioned the deployment fol m— _
Record the D epl oym ent 1D below. Teacher Email: L.c.hutton@district1.com Student Email: clowell@district1.com
Deployment Id (Provisioned for Tool Testing)
Custom Variable Name 3 Custom Variable Value 3
testdeploy Course Setup
Course Title: Bio Adventures
Custom Variable Name 4 Custom Variable Value 4
Course Label; Biology 102
Course e Selecttype| Course Section. + Custom Variable Name 5 Custom Variable Value 5
(Opuonz\) Resource Id: 227b9445df0422aba95612

Save Settings Next >

ion: KID ne
T

KID Required in

NOT RUN

TestOptions  TestPayload  TestResults

Please Select "Test Options" Above to Run the Test
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